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Foreword 
 
 
This Malaysian Standard was developed by the Working Group on Emergency Preparedness 
and Responses (NSC W/TC 6/WG 6-1) under the authority of the Standards Committee on 
Occupational Safety and Health. 
 
Compliance with a Malaysian Standard does not of itself confer immunity from legal obligations. 
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Emergency preparedness and response (EPR) - Guidelines in managing 
emergencies in facilities 
 
 

1 Scope 
 
This Malaysian Standard specifies the minimum requirements for the development, 
implementation, maintenance, validation and improvement of emergencies for a facility in any 
sector or industry.  
 
It includes the following: 
 
a) The formation, purpose, responsibility and training of the top management team. 
 
b) The determination of emergency situations including their risks.  
 
c) The development of an emergency response plan including its processes.   
 
d) The establishment, authority and training of an emergency structure.  
 
e) The testing and validation of the emergency response plan.  
 
f) Emergency related training.  
 
This guideline applies to buildings, structures or workplaces occupied by people, with the 
exception of domestic buildings. 
 
This guideline does not cover operational disruptions to facilities (refer clause 1.1.19), 
community disaster management, security management or major environmental impacts 
beyond the facility/workplace and the risks to workers and other relevant parties of interest to 
the facility. However, the guideline will provide a basis for the organisation to support alignment 
with its business continuity plan and disaster management if any. 
 
This guideline does not attempt to override legislative obligations in providing for the safety of 
occupants and visitors in facilities. It will provide guidance and consistency on emergency 
planning for facilities in any sector or industry, define fundamental terms, provide guidance on 
emergency planning framework and its management. This guideline can also provide guidance 
to demonstrate conformity to Clause Emergency preparedness and response in the MS ISO 
45001:2018. 
 
Where MS 1183, Fire Safety in the Design, Management and Use of Buildings – Code of 
Practice is used in conjunction with this guideline, it should be noted that some of the terms 
used are different. The recommendations given in this guideline are general and all emergency 
response measures, procedures, etc., need to take into account the particular circumstances 
of the individual building or complex concerned.  
 
Notes and examples integrated in the text of this document are used to provide additional information 
intended to enhance the understanding or use of the document. These elements do not contain 
requirements or information considered indispensable for the use of the document. 

The term ‘informative’ has been used in this guideline to define the application of the appendix 
to which it applies. An ‘informative’ appendix is only for information and guidance. 
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1.1 Application 
 
This guideline applies to buildings, structures or workplaces occupied by people, with the 
exception of domestic buildings.  
 
This guideline does not attempt to override legislative obligations in providing for the safety of 
occupants and visitors in facilities.  
 
It does, however, provide guidance for the planning and implementation of effective emergency 
planning committee (EPC) and emergency response team (ERT) procedures, covering 
emergency situations up until the appropriate Emergency Service arrives to manage the 
situation, at which time the ERT shall work in conjunction with that service. 
 
The emergencies referred to in this guideline do not exclusively represent the likely range of 
emergencies that may occur in a facility. The range of specific emergencies shall be identified 
for each facility.  
 
 

2 Normative references 
 
The following documents are referred to in the text in such a way that some or all of their content 
constitutes requirements of this document. For dated references, only the edition cited applies. 
For undated references, the latest edition of the referenced document (including any 
amendments) applies. 
 
MS 1970:2007, Business Continuity Management – Framework 
 
ISO 28002:2011, Security management systems for the supply chain – Development of 
resilience in the supply chain – Requirements with guidance for use 
 
ISO 22301, Security and resilience – Business continuity management systems – 
Requirements 
 
ISO 31000, Risk management – Guidelines 

 
Bank Negara Malaysia BCM Guidelines 2008 
 
 

3 Terms and definitions 
 
For the purpose of this document, the following terms and definitions apply. 
 
3.1 Assembly area(s) 
 
The designated place or places where people assemble during the course of an evacuation.  
 
NOTE: The assembly area shall be at an open, safe area. It should not impede the entry of emergency 
service vehicles or operations. For a facility that falls under CMAH requirements, determination of an 
assembly area should be based on risk assessment result. 
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3.2 Bomb 
 
A device of any size or shape which can look obvious or be camouflaged, may vary in its 
sophistication and may not necessarily explode (i.e., incendiaries, toxic/noxious substances, 
sharp objects, animals/reptiles). May be referred to as an improvised explosive device (IED).  
 
NOTE. Specific types of bombs are described in Appendix B, Paragraph B8.  

 
3.3 Bomb threat 
 
A threat, written or verbal, delivered by electronic, oral or other medium, threatening to place or 
use an explosive, chemical, biological or radiological device at a time, date and place, or against 
a specific person or organisation. It is not necessary for any other action to be taken by the 
offender. 
 
3.4 Competent person 
 
A person who has acquired through training, education, qualification, experience or a 
combination of these, the knowledge and skills enabling him/her to correctly perform the 
required task. 
 
3.5 Drill 
 
A coordinated, supervised activity normally used to test and maintain competency of 
emergency teams and equipment/system. This involves practising a particular skill, often 
repeatedly, and may use internal or external capacity/resources. 
 
3.6 Emergency 
 
An adverse situation that impacts people, environment, asset and reputation (PEAR) and 
requires immediate action. 
 
NOTE. An emergency in a facility can be caused by any natural, man-made or technological (NATECH) 
disaster such as flood, earthquake, tropical storm, wildfire, lightning, infectious diseases, chemical spill or 
explosion, terrorism, power outage (ISO 21102:2013). 

 
3.7 Emergency control centre (ECC) 
 
An emergency facility where the emergency team gathers to coordinate information, provide 
command and manage resources to support emergency response activities. 
 
3.8 Emergency management team (EMT) 
 
A strategic team established to support the ERT team and manage critical issues, e.g., 
reputation, business continuity, logistical requirements, etc. 
 
3.9 Emergency planning committee (EPC)  
 
Person or team responsible for the establishment of documentation and maintenance of an 
emergency plan and preparedness for emergency exercise. 
 
NOTE. An EPC can be a function provided by a department, unit or a committee in the organisation, for 

example, HSE department, maintenance, or safety and health committee. 
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3.10 Emergency preparedness 
 
Capability and readiness to respond in order to minimise losses from consequences of an 
emergency. 
 
NOTE. This includes the arrangements made to ensure that, should an emergency occur, all those 
resources and services that are needed to cope with the effects can be efficiently mobilised and deployed. 
Examples of emergency preparedness are the membership, structure and duties of the EPC; emergency 
identification; the appointment of an ERT; development and maintenance of emergency procedures and 
responses action; training; organising the temporary removal of people and property from a threatened 
location; facilitating timely and effective rescue.  

 
3.11 Emergency prevention 
 
The measures taken to eliminate the incidence of emergencies. These include the regulatory 
and physical measures to ensure that emergencies are prevented. 
 
3.12 Emergency response team (ERT) 
 
A team of trained personnel with designated responsibilities in responding to an emergency, to 
minimise the impact to people, environment, asset and reputation (PEAR). 
 
3.13 Emergency response plan (ERP) 
 
A set of documented information of the emergency arrangements for a facility, generally made 
during the planning process. It consists of the preparedness, prevention and response activities 
and includes the agreed emergency roles, responsibilities, strategies, systems, arrangements 
and procedures, e.g., emergency-related work instruction, process flow, method statement, and 
standard operating procedure. 
 
NOTE. Examples of emergency prevention are the implementation of suitable policies and procedures, 
regular maintenance and servicing of appliances, alarm systems, plant and equipment; training in the safe 
use of installed equipment; correct storage practices; and good housekeeping measures such as the 
reduction or removal of excessive fuel loads.  

 
3.14 Emergency response exercise 
 
A process to assess, train, practise and improve the effectiveness of emergency management. 
 
3.15 Emergency response team member (ERT member) 
 
Trained person appointed to respond to an emergency and to contain, control or eliminate the 
emergency according to the emergency response plan utilising the correct technique and 
equipment. 
 
3.16 Evacuation 
 
Organised, phased and supervised dispersal of people from dangerous or potentially 
dangerous areas to places of safety (ISO 28002:2011). 
 
3.17 Evacuation diagram 
 
Documented information about the facility, comprising a pictorial representation of a floor or an 
area and other relevant emergency response information. 
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3.18 Evacuation exercise 
 
An emergency response exercise which simulates an emergency that requires an evacuation.  
 
3.19 Exercise 
 
Simulation of an emergency situation, with the objectives to validate plans (validation), develop 
staff competencies and give them practice in carrying out their roles in the plans (training), and 
to test well-established procedures (testing). E.g., exercise is conducted according to Tier 2 
and Tier 3 response protocol and activation. 
 
3.20 Facility 
 
Collection of buildings, external works (e.g., landscaped areas), infrastructure and other 
construction works which are built, installed or established to serve an organisation’s needs. 
 
3.21 Facility operational incidents 
 
Non-life threatening incidents that may not require the activation of the ERT, e.g., computer 
failureor blocked toilets. 
 
3.22 Incident action plan (IAP) 
 
A list of actions to assist responders in managing emergencies effectively with available 
resources. 
 
3.23 Medical 
 
A team that assesses a person’s state of physical health or fitness. It may be the first aid, 
occupational health, public health or emergency medical team. 
 
3.24 Occupant 
 
A person attending a facility on a permanent or temporary basis, such as an employee, 
contractor, student or resident but excluding visitor. 
 
3.25 Occupant warning equipment 
 
Systems and devices that operate to alert people within a facility to an emergency.   
 
NOTES: 

 
1 Examples of occupant warning equipment are emergency warning and intercommunication systems 
(EWIS), sound systems for emergency purposes (s.s.e.p.), smoke alarms, pagers, visual warning systems 
including strobe lights, hand-held alarm devices, and intercom systems. 

 
2 Occupant warning equipment may operate as part of a fire detection and alarm system and may 
function in conjunction with other emergency detection systems such as those for storms, earthquakes 
and bomb threats. 
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3.26 Occupant/visitor with a disability 
 
A person who requires 
 
a) more time or different forms of communication, compared with other occupants, to 

respond to an emergency; or 
 
b) assistance to respond to an emergency or evacuate from a facility.  
 
3.27 Personal emergency evacuation plan (PEEP) 
 
An individualised emergency plan designed for an occupant with a disability who may need 
assistance during an emergency. 
 
3.28 Procedures 
 
Specified way to carry out an activity or a process (ISO 30000:2009). 
 
3.29 Refuge area 
 
An area on a floor or area that is specifically designed to protect people from heat, smoke and 
toxic gases and which provides direct access to an exit.   
 
NOTE. An area of refuge is intended to facilitate a safe delay in egress from the floor or area, thus 
constituting a space for people to await assistance for their evacuation.  

 
3.30 Risk 
 
Effect of uncertainty on objectives (ISO 31000). 
 
NOTES: 

 
1 Objectives can have different aspects (such as financial, health and safety, and environmental goals) 
and can apply at different levels (such as strategic, organisation-wide, project, product and process). 

 
2 Risk is often expressed in terms of a combination of the consequences of an event (including 
changes in circumstances) and the associated likelihood (2.19) of occurrence.  

 
3.31 Staging area 
 
Established location where emergency resources can be placed while awaiting a tactical 
function. 
 
Note. The tactical function will focus on handling incidents, e.g., firefighting, rescue, evacuation or medical 
incident, at the site in a safe and effective manner. 

 
3.32 Structure 
 
A building (fixed or transportable), mast, tower, steel or reinforced concrete construction, 
structural cable or telecommunications structure, or underground works (including shafts and 
road, rail, telecommunications and interconnecting tunnels).  
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A railway line, airfield, dock or harbour, water storage or supply system, electricity or gas 
generation facility, transmission or distribution facility; or production, storage or distribution 
facilities for heavy industries; or fixed plant.  
 
3.33 Visitor 
 
A person within a facility who is temporarily visiting the facility and is not; 
 
a) employed at or for the facility, either on a permanent casual, temporary or contracting 

basis; 
 
b) a resident/inmate; or  
 
c) studying at the facility.  
 
NOTE. Visitors include customers and clients.  

 
3.34 Workplace 
 
Place under the control of the organisation where a person needs to be or to go for work. 
 
 

4 General 
 
4.1 List of abbreviations 
 
The following abbreviations are used in this standard or are commonly used in emergency 
planning literature:  
 
BCP business continuity plan 

CCTV closed-circuit television 

DM duty manager 

ECC emergency control centre 

EMT emergency management team 

ERP emergency response plan 

ERT  emergency response team   

EPC  emergency planning committee  

HSE  
 
HSSE 
 

health safety environment 
 
health, safety, security and environment 

IAP incident action plan 

IC incident commander 

OSC  on-scene commander 

PEEP  personal emergency evacuation plan   
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PPE personal protective equipment 

UC unification of command 
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5 Leadership and commitment in emergency preparedness and 
response 
 
5.1 General 
 
The top management team shall demonstrate commitment to establishing and maintaining 
emergency plans and teams, and shall conform to regulatory requirements in managing the 
response to an emergency and associated external issues. Top management shall also ensure 
that the emergency plan is readily identifiable and available to the appropriate persons including 
stakeholders/interested parties.  
 
5.1.1 Responsibilities 
 
Top management, where necessary, in collaboration with facility owners, managers, occupiers 
and employers, shall be responsible for the development, implementation and maintenance of 
the emergency plan, emergency-related procedures and related training. This may be 
undertaken in conjunction with relevant external organisations.  
 
NOTE. If top management becomes aware of features at the facility that could jeopardise the evacuation 
of occupants and visitors, top management should notify the persons responsible for the facility.  

 
The facility shall ensure the following:  
 
i. Develop and maintain emergency plans, e.g., ERP; 
 
ii. Develop and maintain IAP for all identified credible scenarios based on risk assessment 

findings; 
 
iii. Establish emergency teams, e.g., ERT, EMT; 
 
iv. Emergency teams shall attend relevant training and refresher training as well as 

participate in emergency drills and exercises; 
 
v. Establish and maintain internal as well as external emergency notification including 

communication protocols and devices; 
 
vi. Establish and maintain emergency facilities and equipment; 
 
vii. Establish emergency resources, mutual aid agreements, and programmes to ensure 

availability of adequate support during emergency; 
 
viii. Design, construct, operate and maintain all emergency systems, equipment and facilities 

to address as well as manage an emergency on site, e.g., fire safety system, oil spill 
response equipment, or fire station; 

 
ix. Review, update and improve emergency preparedness practices through post-mortem 

deliberations of exercises and audit findings, as well as actual emergencies; 
 
x. Top management shall discuss at least annually, the adequacy and relevancy of the 

emergency preparedness and response programme. Documented information of this 
discussion shall be retained in accordance with the relevant legislative requirements; and 

xi. The EPR programme shall be included as one of the subjects in the OSH Committee.  
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6 Emergency plan 
 
6.1 General 
 
An emergency plan shall be developed, and maintained, to describe the means to respond and 
manage an emergency situation at an operational facility and/or plant.  
 
The next step is to assess the probability and potential risk or exposure of each emergency. 
The risk assessment process and result shall be used to determine credible scenarios in 
managing the emergency and to guide the process; it entails assigning probabilities, estimating 
risk, and establishing resources and competency/capability.  
 
An effective planning process will help communities prevent loss of life, damage to health, well-
being and livelihoods, minimise property damage, and protect the environment.  
 
NOTE. The process is shown in Figure 1 

 

 
 

Figure 1. Emergency Preparedness, Responses and Management process 
 
6.2 Emergency response plan (ERP) 
 
An ERP describes means to respond and manage an emergency situation at an operational 
facility and/or plant. The ERP shall be prepared and maintained by the facility. It shall include 
the following minimum requirements: 
 
i. Describe the background of the facility and potential risks from emergency situations 

based on identified credible scenarios; 
 
ii. Establish emergency response team and emergency management team as well as roles 

and responsibilities; 
 
iii. Define the ERT and EMT activation process, internal and external notifications, e.g., 

linkages to authorities; 
 
iv. Describe the interface with responding authorities; 
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v. Establish and link with the IAP and mutual aid; 
 
vi. Describe Post-emergency Procedures; and 
 
vii. Define training and exercise requirement for emergency team members. 
 
NOTE. Sample of ERP content can be referred to in ANNEX E. 

 
6.3 Incident action plan (IAP) 
 
An IAP is a list of actions to assist responders in managing emergencies effectively with 
available resources. An IAP shall be prepared in advance based on identified credible scenarios 
as per risk assessment. It contains detailed information to guide emergency teams in 
responding to specific emergency situations. An IAP should also be used during training, drills, 
exercises and assessments. The IAP shall: 
 
i. Focus on response strategies and shall be in simplified format; 
 
ii. Outline immediate and ongoing actions; 
 
iii. Identify resources required; 
 
iv. State other concerns and potential escalation hazards; and 
 
v. Be included in the emergency plan. 
 
NOTE. Sample of IAP can be referred to ANNEX A. 

 
6.4 Business continuity plan (BCP) integration with ERP 
 
Management should consider interfacing between ERP and BCP as appropriate. Management 
can refer to any other standard/guideline e.g., MS 1970:2007; ISO 22301: Bank Negara 
Malaysia BCM Guideline 2008. 
 
The BCP should include strategies and direction to address issues that could impact the 
company’s reputation and license to operate, resulting in liabilities as well as loss of business 
opportunities. 
 
6.5 Mutual aid plan 
 
The facility should consider establishing a mutual aid plan/MOU/agreement with neighbouring 
facilities and specialised contractors. Factors to be considered in developing mutual aid 
agreements are: 
 
i. Commitment of access resources without compromising the safety elements of an 

operational facility; 
 
ii. Development of resource matrix; 
 
iii. Commitment for mutual aid responders to be trained and participate in joint 

drills/exercises; and 
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iv. Management of indemnity and liability issues. 
 
If the emergency is beyond internal capability, the facility should consider subscribing to 
professional service providers. 
 
6.6 Emergency identification and analysis 
 
Identification and analysis of potential emergencies likely to impact on the facility shall be 
undertaken for each individual facility to determine which events require consideration as 
emergencies in the emergency plan.  
 
The emergency identification and analysis shall include the following:  
 

Identifying potential emergency scenarios that might affect the people, environment, assets and 

reputation (PEAR) and cause business interruption of a facility. 

 
This should include emergency scenarios arising from sources: 
 
a) Internal to the facility;  
 
b) External to the facility; and  
 
c) Within the facility that affect neighbouring facilities and surrounding community.  
 

The following are examples of types of emergencies to be considered:  
 
a) Human. Bomb; bomb threat; building invasion/armed intrusion; personal threat; chemical, 

biological and radiological/nuclear incidents; civil disorder; medical emergency; arson, 
explosion; suspect object; 

 

b) Natural. Bushfire/grass fire; cyclones, including storm surge; earthquake; explosion; fire 
and smoke; flood; severe weather/storm damage; 

 

c) Technological. Hazardous substance incidents; industrial incidents; structural instability; 
transport incidents; toxic emissions; and 

 
d) Natural hazard triggered technological accident (NATECH). Accidents initiated by a 

natural hazard which result in technological failure such as release of hazardous 
chemical, fire, explosion, and vice versa. 

 

Identifying the possible consequences of each emergency to PEAR at the affected area and 
their vulnerability before, during and after the emergency.  
 

After following the steps above, deciding which types of potential emergencies are to be 
included in the emergency plan.  
 
Potential emergencies for inclusion in the emergency plan may also be identified from 
documentation such as fire safety engineers’ reports, fire safety plans, other safety reports and 
risk assessment reports.  
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6.7 Key considerations 
 
In identifying potential emergencies and developing and maintaining the emergency plan, the 
following shall be taken into account:  
 
a) The size and complexity of the facility;  
 
b) Fire safety system and life safety features/equipment/appliances of the facility; 
 

 
NOTE. The fire safety system and life safety features shall be approved by an authorised body.  

 
c) Security systems, procedures and protocols; 
 
d) The number and nature of occupants and visitors; 
 
e) The hours of occupancy; 
 
f) Minimising the environmental concern/impact; and 
 
g) Protecting the health and safety of people including emergency responders and the 

surrounding community. 
 
6.8 Structure of the emergency plan 
 
The emergency plan shall include, but not be limited to, the following elements: 
 
a) A clear statement of the purpose and scope; 
 
b) Information on the structure and purpose of the Emergency Planning Committee (EPC); 
 
c) Identification of the facility to which it applies; 
 
d) Descriptions of the fire safety and emergency features of the facility; 
 
e) The organisational arrangements for the facility; 
 
f) Separate sections for the following:  
 

i) The emergency identification outcomes; 
 

ii) The emergency team structure, in accordance with Section 7; 
 

iii) The evacuation diagram, escape route or emergency exit plan; and 
 

iv) Training arrangements, in accordance with Section 9. 
 
g) A statement of the extent of distribution of the emergency plan or excerpts from the 

emergency plan; 
 
h) A record of distribution, including where personal emergency evacuation plans (PEEPs) 

for people with disabilities are held, e.g., PEEPs should be held by the relevant warden; 
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i) Details of the hours of occupancy of the facility; 
 
j) The EPC nominated validity period for the emergency plan; and  
 
k) The date of issue or amendment date on each page of the emergency plan. If an 

electronic format is used for the emergency plan, at least one printed copy shall be 
available on site.  

 
6.9 Distribution of the emergency plan 
 
The emergency plan shall be distributed and communicated to members of the EPC. As a 
minimum, distribution of sections within the emergency plan shall comply with the following: 
 
a) Sufficient information from the ERP shall be distributed and communicated to members 

of the ERT to enable them to carry out their required duties;  
 
b) Sufficient information from the ERP shall be distributed and communicated to facility 

occupants to explain the actions they are to take in an emergency; 
 
c) The evacuation diagram shall be displayed in the facility; and 
 
d) The information shall be distributed and communicated in an appropriate format that can 

be comprehended by the recipient.  
 
The EPC shall determine whether any additional distribution is needed.  
 
6.10 Review and Amendment of the Emergency Plan 
 
The emergency plan should be maintained in accordance with Section 10. 
 
 

7 Emergency structure, roles and responsibilities 
 
7.1 General 
 
The following section explains the emergency teams’ roles and responsibilities as well as 
functional structure during any emergency situation. The facility management shall formally 
appoint identified personnel as team members including alternate members to execute the 
established ERP. The emergency structure shall consist of tactical and strategic functions. 
 
The tactical function will focus on handling emergency e.g., firefighting, rescue, evacuation or 
medical aid, on site in a safe and effective manner.  
 
The strategic function will focus on managing issues and supporting responders on site, e.g., 
reputation, business continuity, and logistical requirements. 
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7.2 Emergency response team (ERT) 
 
An ERT is a tactical response team which carries out emergency response on site  led by the 
ERT leader e.g. On-Scene Commander (OSC). The leader is authorised to activate the ERT 
and shall ensure that all response efforts are carried out in a safe and efficient manner. The 
criteria for a leader are as follows: 
 
i. Shall be the person in charge of facilities e.g., Shift Supervisor/Superintendent or 

equivalent; and 
 
ii. Knowledgeable and familiar with the operation site and ERP. 
 
The primary roles of an ERT member are to: 
 
i. Assess the emergency situation; 
 
ii. Mitigate and control the emergency situation as per the IAP, e.g., firefighting notifier, fire 

pump operator, fire system operator, firefighting crew, or electrician; 
 
NOTE Notifier: Designated person who will call the fire department or other rescue services. (This is 
needed even when there is an automatic fire alarm system to a central station). 

 
iii. Prevent escalation of the emergency situation; 
 
iv. Communicate with the EMT and external responders on site, e.g., authorities and service 

providers; and 
 
v. Conform to EMT and authorities’ directive. 
 
NOTE. not limited.  

 
Figure 2 is an example of an ERT functional structure that shows shared roles and 
responsibilities (R&R) but does not show the number of team members. The facility can assign 
one person to hold multiple functions. 
 
 

 
 
 

Figure 2. Emergency Response Team (ERT) Functional Structure 
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NOTE. Spillage control team will respond to any loss of containment emergency. Examples of loss of 
containment emergency are chemical spill, oil spill, and gas leak. 

 
7.3 Emergency management team (EMT) 
 
An EMT is a strategic team established to guide and support the ERT and shall be led by an 
IC. The EMT shall consist of appointed personnel to support responders and manage issues 
e.g., reputation, business continuity, and logistical requirements. 
 
An IC is accountable for organising the EMT and is authorised to perform critical decisions to 
manage an emergency in a safe and effective manner.  
 
NOTE. Critical decision: threatening to people, environment, asset and reputation. 

 
A dedicated historian/scribe shall be appointed to maintain an emergency log in the ECC. The 
event log should be reviewed and where there are gaps, should be filled. 
 
The primary roles of an EMT are to: 
 
i. Provide strategic direction for response operations (i.e., minimise impact to people, 

environment, asset and reputation); 
 
ii. Coordinate and command the ERT; 
 
iii. Assess and monitor the emergency situation and its potential escalation beyond the 

capability and resources of the EMT; 
 
iv. Communicate and interface external responders e.g., authorities and service providers; 
 
v. Manage legal, human resources, financial and logistical issues; and 
 
vi. Manage media personnel and stakeholders (including local communities). 
 
 

 
 

Figure 3. Emergency Management Team (EMT) Functional Structure  
 
NOTE. Facilities may include the Business Continuity function as and when needed 

 
The overall emergency teams functional structure is shown in Figure 4 below.  
 



MS 2735:2021 

© STANDARDS MALAYSIA 2021 - All rights reserved 17 

 

 
Figure 4. Overall Emergency Teams Functional Structure 

 
NOTE. Facilities may include the Business Continuity function as and when needed. 

 
7.4 Duty manager 
 
The facility shall have a standby Duty Manager (DM) on a rotational basis, supported by on-
duty team members (first responders). The facility should consider factors such as the facility 
location and manpower/resource off-duty hours when appointing a DM to be in charge of the 
situation while waiting for the IC. 
 
NOTE. The DM can be from HSE, Security, Operations, Maintenance, or other departments.  

 
The DM should be: 
 
i. On call and contactable at all times; and 
 
ii. Available on site or at the ECC within a reasonable length of time upon notification of an 

emergency (when required). 
 
The primary roles of a DM are to: 
 
i. Be in charge of the EMT prior to arrival of the IC; 
 
ii. Support the OSC or IC; and 
 
iii. Ensure emergency notification/information is disseminated in a timely manner. 
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8 Emergency management 
 
8.1 General 
 
Emergency management is a comprehensive set of processes that aims to mitigate the damage 
of potential events that could jeopardise the ability of a facility to function and reduce risk.  
 
Response Level gives an indication of the protective measures that should be applied at the 
facility and can be utilised as a planning guide to determine the response levels and training 
programme. Basically, the higher the Response Level, the more preparedness measures 
should be in place.  
 
Some organisations have established a “tiered response protocol” to provide clear demarcation 
of response control practices and the required capability of the emergency team members. The 
tiered response protocol should be able to interface with the government response level 
protocol e.g., National Security Council Directive Orders.  
 
Response priorities during an emergency are to protect and save People, Environment, Assets 
and Reputation (PEAR). 
 
The definition of tiered response protocol is as follows: 
 
i. Tier 1 
 
A situation where the emergency response is within the control and capability of the facility’s 
ERT with or without assistance from response agencies and/or authorities; 
 
ii. Tier 2  
 
A situation where the emergency response is beyond the control and capability of the facility’s 
ERT and thus requires EMT support as well as involvement from external response agencies 
and/or authorities; and 
 
iii. Tier 3  
 
A situation where the emergency response and management is beyond the control and 
capability of the facility’s EMT and thus requires support as well as involvement and 
management from multiple external response agencies and/or authorities. 
 
8.2 Linkage and integration with Malaysian authority 
 
Figure 5 below illustrates tiered response protocol and linkage to Malaysian authorities as per 
requirement under the National Security Council Orders. 
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Figure 5. Tiered Response Protocol and Linkage to Malaysian Authorities 

 
The facility shall notify relevant authorities of any emergency immediately at any tier. 
 
Emergency teams shall respond according to the designated tier based on established 
emergency escalation and severity. The ERT will be mobilised at Tier 1 followed by the 
activation of the EMT at Tier 2 when required. If the emergency escalates to a crisis, the 
authorities will be activated at Tier 3 to manage the situation.  
 
The authorities may declare activation of the National Security Council Orders. 
 
8.3 Unification of command (UC) 
 
UC is established during an emergency to convene the IC or OSC of organisations involved in 
response operations. It is a joint decision-making structure as depicted in Figure 11 below.  
 
The primary roles of the UC are to: 
 
i. Establish emergency response objectives and priorities; 
 
ii. Review and approve tactical plans; 
 
iii. Ensure full integration of response resources; and 
 
iv. Resolve conflict. 
 
The primary roles of the facility representative(s) in the UC are to: 
 
i. Provide technical expertise; 
 
ii. Support the continued joint response operations; and 
 
iii. Disseminate timely situational updates to the ECC. 
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8.4 Emergency notification – internal 
 
8.4.1 Internal 
 
i. Initial emergency notification shall be made by the on-scene commander (OSC) to the 

facility management immediately.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
8.4.2 External 
 
i. The facility is responsible for notifying the relevant authorities of the emergency, in 

accordance with government requirements; and 
 
ii. Notification to the public through the relevant authorities on potential and actual impacts 

of the emergency shall be made as soon as possible. This will increase public awareness 
of the incident by providing timely information on appropriate actions to be taken before, 
during and after an emergency situation. 

 
An event or chain of events which has caused or could have caused injury or illness and/or 

damage (loss) to assets, the environment or third parties. This includes a near miss. 

 
8.5 Post emergency 
 
8.5.1 Ending the emergency (stand down) 
 
A stand-down declaration shall only be made once the emergency is contained or the situation 
is under control and there is no possibility of further escalation. The stand-down declaration is 
made: 
 
i. By the ERT leader/OSC for Tier 1 and by the IC for Tier 2 emergencies respectively; and 
 
ii. In consultation with the relevant authorities for Tier 3 and above emergencies. 
 
8.5.2 Post-mortem 
 
Following the stand down of the emergency, a post-mortem shall be conducted by the 
emergency team to identify good response practices demonstrated and areas for improvement. 

Authorities. 
E.g. BOMBA 

Facilities EMT 
Representatives 
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The findings should be tabled to the management for improvement and incorporated in the 
existing emergency plans. 
 
8.6 Evidence management 
 
In preserving the evidence, the facility should take into account regulatory requirements for 
investigation purposes by the authorities and relevant parties such as insurance, clients, and 
head office. The facility may link this process to its incident investigation procedures. The 
affected area shall be secured, whereas evidence shall be preserved for further examination 
and investigation by the authorities. Permission for site clearance, damage assessment, 
recovery or reconstruction shall be obtained from the relevant authorities to ensure the safety 
of personnel entering the area. 
 
 

9 Training 
 
9.1 General 
 
The facility shall ensure provision of training including drill and exercise programmes for 
emergency team members and occupants. The facility shall also ensure all emergency team 
members maintain their capabilities e.g., skills and knowledge. 
 
The minimum training programme should be related to the risk exposure and credible scenarios 
in the facility. The programme should include, but not be limited to, the following in Table 1: 
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Table 1. Training Programmes 
 

Personnel Training Programme 
 

Frequency 

ERT Basic Fire Fighting 
 

Refresher every three (3) 
years 

Industrial/Structural Fire 
Fighting (where applicable) 
 

Basic First Aid 
 

Hazardous Material Operation 
(where applicable) 
 

OSC/ ERT leader As per relevant ERT Training 
 

OSC Training 
 

DM, IC, EMT Emergency Management Refresher every three (3) 
years 
 

New Staff/ Transfer-in Awareness on emergency 
procedures and Fire Safety 
System  
 

As and when required 

 
Note. The training listed in the table are minimal requirements. The facility shall ensure compliance with 
other mandatory requirements as stipulated by law and regulations and other conditions subscribed to by 
the facility such as contractual and insurance requirements. The minimum emergency training skills can 
be referred to in ANNEX B. 

 
9.2 Drill and exercise 
 
The facility shall conduct relevant emergency drills and exercises. This is to enable emergency 
team members to be familiar with the procedures, facilities and systems during an actual 
emergency. Integration exercises with the authorities will enhance responders’ decision-making 
capabilities, elevating individual and group abilities on response operations.  
 
Planning for emergencies cannot be considered reliable until it is exercised and has proved to 
be effective. The drill and exercise requirements are as in Table 2. 
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Table 2. The Drill and Exercise Requirements 

 

Team Type of Drill/ 
Exercise 

Frequency Description 

All teams Notification  Once in 6 months To validate emergency contact 
numbers of emergency teams and 
authorities. 
 

To test communication equipment 
performance. 
 

ERT Drill based on IAP 
(Refer to Annex A) 

Once a year Participation or mobilisation of ERT 
with or without the assistance of the 
response agencies. 
 

EMT Tabletop/ Functional Once in 2 years Participation or mobilisation of EMT 
and may involve relevant 
authorities based on ERP. 
 

ERT & 
EMT 

Full Scale Once in 3-5 years Participation or mobilisation of ERT 
and EMT as well as involvement of 
relevant authorities based on ERP. 
 

 
NOTE. Based on risk level, the facility should ensure that all credible scenarios are tested within a 
specified time frame. 

 
NOTES: 
 
1. ERT training may be carried out over a number of sessions to impart the range of necessary skills 

and knowledge. This should be done as soon as is reasonably practicable, as determined by the 
EPC.  

 
2. Training programmes may be structured to embrace one or more of the classifications set out in 

this Section to meet individual organisational needs. 

 
A programme of site-specific emergency response exercises shall be developed in 
collaboration with the facility owners, managers, occupiers and employers to determine the 
effectiveness of the ERT and occupants’ response, both when first developed and on an 
ongoing basis. The minimum requirements of the emergency exercise content can be referred 
to in ANNEX D. 
 
9.3 ERT training 
 
9.3.1 All ERT members  
 
9.3.1.1 General  
 
All ERT members shall be trained to develop the skills and knowledge necessary to undertake 
the duties set out in the ERP.  
 
There shall be sufficient personnel trained in all positions within the ERT to allow for projected 
absences. 
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NOTE. Re-training should be conducted following a revision of the ERP. 

 
9.3.1.2 Content  
 
The training shall address, but not necessarily be limited to, the following: 
 
a) The duties of the ERT as described in the ERP;  
 
b) Procedures for the specific emergencies contained in the emergency plan; 
 
c) Responding to alarms and reports of emergencies; 
 
d) Reporting emergencies and initiating the installed emergency warning equipment; 
 
e) Communication during emergencies; 
 
f) Pre-emergency activities; 
 
g) Emergency activities; 
 
h) Post-emergency activities; 
 
i) Occupants and visitors with disabilities; 
 
NOTE. This may need to include training on personal emergency evacuation plans (PEEP).   

 
j) Human behaviour during emergencies; 
 
k) The use of installed emergency response equipment and systems; and 
 
NOTE. Examples include evacuation chairs and evacuation sheets. 

 
l) The performance of the building and its installations during a fire or other emergency.  
 
NOTE. Examples of fire safety systems include fire doors, emergency lights, exit-signage, sprinklers, 
ventilation and smoke control systems and fire-rated stairs.   

 
The training shall include exercises and assessment. 
 
9.3.2 EMT training 
 
All EMT members shall be trained to develop the skills and knowledge necessary to undertake 
the duties set out in the ERP. 
 
There shall be sufficient personnel trained in all positions within the EMT to allow for projected 
absences.   
 
NOTE. Re-training should be conducted following a revision of the ERP.  

 
The training shall address, but not necessarily be limited to, the following: 
 
a) Their roles and responsibilities within the emergency plan, including duties of the EPC 

and EMT; 
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b) Managing emergencies including decision-making, command and control; 
 
c) Emergency log and record keeping; 
 
d) Identified credible scenarios action procedures, i.e., IAP;  
 
e) Coordination of communications during emergencies including the use of any installed 

specialised communications equipment; 
 
f) Liaison and integration with emergency services; 
 
g) Coordination of evacuation activities; and 
 
h) Implementation of post-emergency activities in accordance with the emergency plan, 

e.g., post-traumatic stress disorder (PTSD).  
 
9.4 Occupants and visitors 
 
9.4.1 Occupants working at a facility  
 
All occupants working at a facility shall receive training to enable them to act in accordance with 
the ERP. The minimum required of training content can be referred to in ANNEX C.  
 
9.4.2 Occupants not working at a facility  
 
Occupants of a facility, who do not work at that facility, should receive training to enable them 
to act in accordance with the ERP. The training should include, but not necessarily be limited 
to, the items listed in ANNEX D. If training is not given, equivalent information, e.g., safety 
briefing, should be provided.  
 
9.4.3 Visitors 
 
Visitors at the facility should be provided with appropriate information on the emergency 
procedures, as determined by the EPC. 
 
 

10 Reviews and Maintenance 
 
10.1 Emergency response plan  
 
The emergency response plan (ERP) shall be reviewed at a minimum every three years or 
updated due to the following: 
 
a) Management of a major change, e.g., change of company ownership; change of 

organisation’s structure; downsizing/upsizing of the facility which impacts risk exposure; 
 
b) Introduction of new risk due to a facility change; and 
 
c) Any deficiency detected in the emergency plan or associated elements during inspection 

or testing. These shall be reported to management at the completion of the inspection or 
testing and shall be rectified with minimum delay. Confirmation of the rectification shall 
be forwarded to the top management. 
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10.2 Records 
 
The following records shall be maintained, but not be limited to: 
 
i. Emergency response plan and procedure; 
 
ii. Inspection, testing and maintenance activities of emergency equipment; 
 
iii. Training, drill and exercise, e.g., emergency team training, post-mortem; and 
 

iv. Actual emergency records. 
 

In determining record retention, the facility should ensure that all records are retained in 
accordance with all relevant regulatory requirements applicable to the facility. 
 
10.3 Emergency equipment 
 
The management shall determine the most effective critical emergency equipment based on 
the identified risk. The emergency equipment shall always be maintained and readily available 
for use. 
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Annex B 
(informative) 

 
 

Emergency response skills training content 
 
 
Where a specialist ERT has been deemed necessary, training specific to the emergencies 
identified in the emergency plan shall be developed and carried out. The response skills training 
shall address but not necessarily be limited to the following:  
 

a) Command and control;  
 

b) Safe, effective actions to take control of workplace emergencies; 
 

c) Pre-emergency planning; 
 

d) Reacting safely to emergencies; 
 

e) Emergencies that may occur; 
 
f) Procedures for specific emergencies; 
 
g) Specialised equipment use;  
 
h) Pre- and post- emergency servicing requirements; and 
 
i) Responding to identified emergencies. 
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Annex C 
(informative) 

 
 

Emergency exercise guideline 
 
 

C1. Objective of emergency exercise 
 
The objectives of an emergency response exercise are: 
 
a) To test the effectiveness of emergency plans using the IAPs based on credible scenarios;  
 
b) To familiarise the emergency team with the facilities, plans and equipment; 
 
c) To test equipment and the adequacy, operability and suitability of facilities;  
 
d) To establish and maintain network with authorities to ensure efficient response; and  
 
e) To test the competency of the ERT and EMT in managing emergencies.  
 
The following should apply for all emergency response exercises (see Note 1):  
 
a) Emergency response exercises should be consistent with the identified emergencies in 

the emergency plan;  
 
b) Simple objectives and outcomes for emergency response exercises should be identified 

(see Note 2);    
 
c) Observers should be appointed for all emergency response exercises. The observers 

shall use a checklist to record the details of the emergency response exercise;  
 
d) Each emergency response exercise should be prefixed by an announcement that it is an 

exercise only;  
 
e) Debriefing sessions should be held in accordance with Clause 7.6; and   
 
f) A report shall be forwarded to the EPC following each emergency response exercise. 

The report shall include any deficiencies in the evacuation exercise that were identified 
at the debriefing session.  

 
NOTES: 

 
1. Emergency response exercises should be conducted during operating hours of the facility to 
appropriately test the ERT, ERP and responses of the occupants and visitors.  
 
2. The outcomes for emergency response exercises should include the following, as appropriate to 
the emergency response plan:  

 
a) ERT initiates the emergency procedure without waiting for instructions;  
 
b) ERT responds to alarms;  
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c) ERT searches their allocated areas without delay;  
 
d) ERT reports the location of any occupants and/or visitors with a disability;  
 
e) Simulated calls are made to the Emergency Service, as appropriate;  
 
f) Effective ERT communication;  
 
g) The designated location for controlling the emergency is staffed immediately by the IC; and  
 
h) The evacuation sequence is carried out in accordance with the procedures.  

 
 

C2. Initial testing and implementation 
 
Once the EPC has established that the ERP is satisfactory and workable and the ERT and EMT 
has been trained, the ERP should be tested within the first 12 months. The first emergency 
response exercise should be an evacuation exercise (see Note 1).  
 
When the ERT and procedures have been proven to be satisfactory, the first full -scale exercise 
should be held.  
 
Based on situational risks such as childcare centre and health condition of occupants, the 
management should decide or consider to notify the occupants of the proposed time and date 
for exercises and drills. The decision should consider whether the notification will create risk to 
the effectiveness of the exercise.   
 
NOTES: 

 
1. If the facility is large or a multi-storey building, a partial evacuation may be undertaken to test the 
ERP and the ERT in the first instance.  

 
2. Notification may be carried out by various members of the ERT to facility owners, managers, 
occupiers and employers, thus enabling the occupants to identify their IC and be aware of their 
responsibilities.  

 
3. Realistic performance targets may be considered as a measure of the effectiveness of the 
procedures. 

 
 

C3. Emergency response exercise debriefing session  
 
Immediately after an emergency response exercise, the ERT, EMT and other key participants 
shall attend a debriefing session conducted by the IC.  
 
Where an evacuation exercise is conducted, the observer’s checklist shall be analysed during 
debriefing sessions and any deficiencies shall be reported to the EPC.   
 
The EPC shall arrange the amendment of the procedures, where necessary, and disseminate 
the information to all ERT and EMT members.   
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C4. An emergency during an emergency response exercise  
 
A pre-determined word or phrase such as ‘MAYDAY’, shall be made known and all 
occupants/personnel in the facility informed of its use when an actual emergency incident takes 
place during an emergency response exercise. The word or phrase shall signify that the 
emergency response exercise has been terminated and that the ERT is to stand by for further 
instructions.  
 
NOTE. The word or phrase may be repeated in groups of three to overcome background noise and other 
distractions.  
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Annex D 
(informative) 

 
 

Occupant’s emergency training content 
 
 
The training set out in this annex should be provided for all new occupants, including casual 
occupants and employees, at the commencement of their duties in a workplace or their 
occupancy of a structure.  
 
The training should include, but not necessarily be limited to, the following: 
 
a) Occupant’s responsibilities within the facility’s emergency procedures;   
 
b) The types of emergencies contained in the emergency plan;  
 
c) How to report emergencies including activation of alarm systems, if installed;   
 
d) Recognising and reporting unsafe conditions and correcting unsafe conditions when 

appropriate;  
 
e) The authority, roles, responsibilities and identification of ERT members;  
 
f) Reacting safely to emergencies and alarms, e.g., fire alarm, emergency alarm, tsunami 

alarm, and flood alarm; 
 
g) Evacuation procedures;  
 
h) The location of internal and external staging and assembly areas, including partial 

evacuation, total evacuation and refuge areas;  
 
i) The location of egress routes;  
 
j) Post-emergency protocols; and 
 
k) Procedures for specific emergencies.  
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Annex E 
(Informative) 

 
 

Contents of emergency response plan (ERP) 
 
 

(To be customised by the facility/plant based on site-specific and/or legal requirements) 
 

Approval Sheet  

Ownership and Maintenance 

Distribution List 

Amendment History 

Definitions and Abbreviations 

SECTION 1.0 INTRODUCTION 

1.1 Introduction 

1.2 Objective  

1.3 Scope 

1.4 Philosophies and priorities 

1.5 Background and facility information 

SECTION 2.0 
EMERGENCY ORGANISATION STRUCTURES AND  

ROLES & RESPOSIBILITIES 

 2.1 ERT functional structure  
2.2 EMT functional structure 
2.3 Duty manager / Manager-in-charge roles and 

responsibilities 
2.4 Linkages to business crisis management team (BCMT) 
2.5 Unified command with authorities 
 

SECTION 3.0 EMERGENCY MANAGEMENT 

 3.1 Notification and communication 

3.2 Activation and operation 

3.3 Emergency facilities 

3.4 Evacuation/Shelter in place 

3.5 Public and media information  

3.6 Demobilisation 

3.7 Declaration of stand down/all clear 

SECTION 4.0 POST EMERGENCY 

 4.1 Re-entry precautions 

4.2 Evidence management 
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SECTION 5.0 EMERGENCY PREPAREDNESS AND ASSURANCE 

 5.1 Training programme 

5.2 Drill and exercise requirement 

5.3 Drill and exercise evaluation 

5.4 Compliance assessment and assurance 

EAPPENDICES 

Appendix 1 ERT functional roles and responsibilities 

Appendix 2 EMT functional roles and responsibilities 

Appendix 3 Internal emergency contact numbers 

Appendix 4 External emergency contact numbers 

Appendix 5 Incident action plan (IAP) 

Appendix 6 Notification form 

Appendix 7 Standard holding statement (SHS) 

Appendix 8 MKN hand-over certificate 

Appendix 9 Safety data sheet (SDS) 

Appendix 10 Emergency facilities 

Appendix 11 Resource matrix 

Appendix 12 Facility/plant layout plan/map 

Appendix 13 Surrounding area layout plan/map 
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