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FOREWORD

This Malaysian Standard was developed by the Technical Committee on Electrical
Installation, Protection and Insulation Practice under the authority of the Industry Standards
Committee on Generation, Transmission and Distribution of Energy. Development of this
standard was carried out by The Electrical and Electronics Association of Malaysia (TEEAM)
which is the Standards-Writing Organisation (SWO) appointed by SIRIM Berhad to develop
standards for electrical installation.

This Malaysian Standard is technically identical with [IEC/TR 61000-5-1:1996,
Electromagnetic compatibility (EMC) - Part 5: Installation and mitigation guidelines - Section 1:
General considerations, published by International Electrotechnical Commission (IEC).

This Malaysian Standard has been redrafted in order to provide a structure consistent with
that of other Malaysian Standards.

Compliance with a Malaysian Standard does not of itself confer immunity from legal
obligations.
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ELECTROMAGNETIC COMPATIBILITY (EMC) - PART 5: INSTALLATION
AND MITIGATION GUIDELINES - SECTION 1: GENERAL
CONSIDERATIONS

1 Scope

This Malaysian Standard covers general considerations and guidelines on installation and
mitigation methods aimed at ensuring electromagnetic compatibility (EMC) among electrical
and electronic apparatus or systems used in industrial, commercial, and residential
installations. This standard is intended for use by installers and users, and to some extent
manufacturers, of sensitive electrical or electronic installations and systems, and equipment
with high emission levels that could degrade the overall electromagnetic (EM) environment. It
applies primarily to new installations, but where economically feasible, it may be applied to
extensions or modifications to existing facilities.

Specific topics, such as recommendations on the design and implementation of the earthing
system, including the earth electrode and the earth network, the design and implementation of
bonding apparatus or systems to earth or to the earth network, the selection and installation
of appropriate cables, and the design and implementation mitigation means involving shielded
enclosures, high-frequency filters, isolating transformers, surge-protective devices, etc. will be
addressed in other sections of Part 5.

The recommendations presented in this standard address the EMC concerns of the
installation, not the safety aspects of the installation nor the efficient transportation of power
within the installation. Nevertheless, these two prime objectives are taken into consideration
in the recommendations concerning EMC. These two primary objectives can be implemented
concurrently for enhanced EMC of the installed sensitive apparatus or systems without
conflict by applying the recommended practices presented in this standard and the relevant
safety requirements such as those of MS IEC 60364 as normative references. As each
installation is unique, it is the responsibility of the designer and the installer to select the
relevant recommendations most appropriate to a particular installation.

2 Normative references

The following normative references are indispensible for the application of this standard. For
the dated, only the edition cited applies. For undated references, the latest edition of the
normative reference (including any amendments) applies.

IEC 60050(161), International Electrotechnical Vocabulary (IEV) - Chapter 161:
Electromagnetic compatibility

IEC 60050(826), International Electrotechnical Vocabulary (IEV) - Chapter 826: Electrical
installations of buildings

MS IEC 61000-1-1, Electromagnetic compatibility (EMC) - Part 1: General - Section 1:
Application and interpretation of fundamental definitions and terms

MS IEC 61000-2-5, Electromagnetic compatibility (EMC) - Part 2: Environment - Section 5:
Classification of electromagnetic environments - Basic EMC publication

© STANDARDS MALAYSIA 2011 - All rights reserved 1
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MS IEC 61000-4-4, Electromagnetic compatibility (EMC) - Part 4: Testing and measurement
techniques - Section 4: Electrical fast transient/burst immunity test

MS IEC 62305-1, Protection against lightning. Part 1: General principles
MS IEC 62305-2, Protection against lightning. Part 2: Risk Management

MS IEC 62305-3, Protection against lightning. Part 3: Physical damage to structures and life
hazard

MS IEC 62305-4, Protection against lightning. Part 4: Electrical and electronic systems within
structures

3 Terms and definitions

For the purposes of this standard, the following terms and definitions given in IEC 60050 (161)
and IEC 60050 (826) and the following apply.

3.1 bonding

The act of connecting together exposed conductive parts and extraneous conductive parts of
apparatus, systems, or installations that are at essentially the same potential.

3.2 disturbance level

The level of a given electromagnetic disturbance existing at a given location, which results
from all contributing disturbance sources.

3.3 earth

The conductive mass of the earth, whose electric potential at any point is conventionally taken
as equal to zero.

3.4 earth electrode
A conductive part or a group of conductive parts in intimate contact with and providing an
electrical connection with earth.

3.5 earthing network

Conductors of the earthing system, not in contact with the soil, connecting apparatus,
systems, or installations to the earth electrode or to other means of earthing.

3.6 earthing

The act of connecting exposed conductive parts or other selected conductors of apparatus,
systems or installations to the earth electrode or earth arrangement.

3.7 earthing system

The three-dimensional electrical circuit which performs the earthing.

NOTE - The earthing system includes two parts: the earth electrode and the earth network.
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3.8 electromagnetic compatibility level

The specified disturbance level at which an acceptable, high probability of electromagnetic
compatibility should exist.

3.9 facility

Something (like a hospital, factory, machinery, etc.) that is built, constructed, installed or
established to perform some particular function or to serve or facilitate some particular end.
3.10 immunity margin

The ratio of the immunity limit to the electromagnetic compatibility level.

3.11 immunity level

The maximum level of a given electromagnetic disturbance, incident in a specified way on a
particular device, equipment or system, at which no degradation of operation occurs.

3.12 immunity limit

Maximum level of a given electromagnetic disturbance, incident in a specified way on a
particular device, equipment or system, for which it remains capable of operating at a required
degree of performance.

3.13 in-plant point of coupling (IPC)

The point of coupling inside the system or installation to be studied.

3.14 point of common coupling (PCC)

The point of the public supply network, electrically nearest to a particular consumer's
installation, and at which other consumers’ installations are, or may be, connected.

3.15 port

Specific interface of the specified apparatus with the external electromagnetic environment.

4 Abbreviations

4.1 a.c. alternating current

4.2 d.c direct current

4.3 EM electromagnetic

4.4 EMC electromagnetic compatibility
4.5 ESD.electrostatic discharges

4.6 HF high frequency

© STANDARDS MALAYSIA 2011 - All rights reserved 3
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4.7 IPC in-plant point of coupling
4.8 LEMP lightning electromagnetic pulse
4.9 NEMP Nuclear electromagnetic pulse

410 PCC point of common coupling

5 General considerations on electromagnetic compatibility (EMC) of
installations

Different types of standards are available to define conditions for compliance with EMC
requirements for electrical and electronic products:

a) dedicated product standards;
b) product family standards;

c) generic standards; and

d) basic standards.

One essential aspect of a standard is the availability of suitable tests to verify compliance with
the standard. In the case of an installation, however, testing the complete installation is
generally not practical or appropriate, when EMC for sensitive installations and systems is
concerned. Therefore, installation guidelines are necessary to adapt to a maximum of
situations. There are many types of installations and successful EMC has been achieved
through different approaches. Thus, this standard recommends a general approach, while not
precluding other approaches if appropriate. Special mitigation methods might not be
necessary when the equipment satisfies applicable emissions and immunity standards.

The process adopted for ensuring electromagnetic compatibility of installations may take two
approaches, depending on how early in the design the EMC specialist is offered an
opportunity to contribute.

a) At the early stages of a major installation, each compatibility level (specific for a given
electromagnetic disturbance) can be assigned for the particular environment of the
installation. Through specification of overall mitigation schemes, apparatus, system and
installation practice are then specified with immunity and emission levels corresponding to
the predetermined compatibility level.

b) At later stages of the design, for the installation of additional apparatus or the initial
installation of commercially available apparatus for which no opportunity exists to modify
its EMC characteristics, a mismatch may occur between the overall, de facto compatibility
level of the site and the capability of the apparatus. In such a case, mitigation methods
shall be selected to widen the gap between compatibility level of the environment and the
apparatus immunity levels to a minimum.

The first approach has been successfully applied for installations where a single engineering

entity has the authority to prescribe and enforce a certain compatibility level. As a general
principle, this approach is illustrated by the global protection topology of Figures 3 and 4.

4 © STANDARDS MALAYSIA 2011 - All rights reserved
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The second approach is generally applied in existing installations where the owner or
designer lacks the leverage to impose a predetermined compatibility level for the environment
or immunity/emission level for the apparatus. Figure 5 shows the typical topology associated
with this approach. This situation is encountered in low-voltage, end-user commercial or
industrial facilities, and in residential environments.

In this second approach, the task of the EMC specialist then becomes one of matching the
equipment and environment after the fact. In favourable cases, this matching can still be done
before problems occur. The very purpose of the present series of publications is indeed to
make this matching happen. However, this approach is often applied to correct problems after
they have occurred. That approach is not the most cost-effective or time-effective method.
Regardless of the applicable approach, several steps shall be taken. The sequence of the
steps depends on the approach selected, as shown below. (Complementary information on
the related case of low-frequency conducted disturbances on the power supply system is
given in Annex B.)

Approach a:

i) Environment characterisation.

i) Specification of mitigation method.

iii) Evaluation of mitigation performance.

iv) Specification of apparatus immunity/emissions.

v) Verification of apparatus immunity/emissions.

vi) Verification of EMC (if possible).

Approach b:

i) Environment characterisation.

i) Passive acceptance of apparatus immunity.

iii) Identification of mismatch.

iv) Specification of mitigation method.

v) Evaluation of the quality of installations.

vi) Verification of EMC (if possible).

5.1 Aim of proper installation and design

Depending on the electromagnetic environment of an installation site and for a given
phenomenon, there is a high probability of having a certain level of EM disturbances.
According to the concepts of EM environment classification, there should be a determined (or
specified) compatibility level. Furthermore, each apparatus has an intrinsic immunity level
which can be sufficient or not sufficient in view of the disturbances occurring on the site. As
environmental conditions and performance criteria for immunity of apparatus can vary for

© STANDARDS MALAYSIA 2011 - All rights reserved 5
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each installation, the information given in the IEC 61000-5 series will serve as
recommendations. Consequently, the IEC 61000-5 series should serve:

a) to plan and check installations of new apparatus and systems; and
b) to check and improve installations already existing.

Actions taken by applying these installation guidelines should:

a) reduce disturbances below the immunity level of apparatus; and
b) not introduce other disturbances.

Finally, the proposed method should help obtain EMC in an effective manner, especially when
technical compromises have to be sought to reach an economical solution.

5.2  Emitter, coupling, susceptor
EM disturbances are caused by conducted or radiated phenomena. Figure 1 depicts in a

general manner how EM disturbances may affect sensitive apparatus. An apparatus can be
both the emitter and susceptor (potential victim) at the same time.

Emitter  ————  Radiated

disturbances

Conducted
disturbances

»|  Susceptor

Figure 1. Electromagnetic influence representation
Three main areas can be considered with regard to EMC:
a) emitters: the sources of the disturbances, influenced by the apparatus design;
b) coupling paths: influenced by installation practices; and
c) susceptors: the potential victims, influenced by the apparatus design.
In order to assure EMC, three types of steps should be applied as necessary:
a) at the emitter: reduction of emissions;
b) at the coupling: reduction of coupling; and

C) atthe susceptor: increase of immunity.
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5.3 Overview of EM disturbances

The sources of electromagnetic disturbances and their main characteristics are described in
detail in MS IEC 61000-2. They are classified according to:

a) frequency range;

b) propagation mode; and

c) duration time (continuous or transients).

Generally, five main groups of disturbances are considered in EMC work:

a) low-frequency conducted phenomena (e.g., harmonics, voltage dips and fluctuations);

b) low-frequency radiated phenomena (e.g., magnetic fields at power frequency);

c) high-frequency conducted phenomena (e.g., fast transients);

d) high-frequency radiated phenomena (e.g., electromagnetic fields); and

e) electrostatic discharges.

The following specific points should be made in connection with the general listing of Table 1:

a) Mitigation of low-frequency disturbances is briefly discussed in Annex B.

b) The ESD phenomenon should be considered as a combined phenomenon (conducted
and radiated). Its occurrence is greatly influenced by physical characteristics of the local
environment (floor covering, worker's clothing, atmospheric conditions, etc.). Mitigation of

ESD effects is not included in the scope of this standard.

c) High-altitude nuclear electromagnetic pulse is a very specific phenomenon which is not
included in the scope of this standard.

d) Disturbances are direct or indirect.
i) direct disturbances:
- radiated: an external field radiates on the sensitive susceptor; and
- conducted: the source is connected to the installation;
i) indirect disturbances:

- radiated: afield exists after penetrating a shield and radiates on the sensitive
electronics; and

- conducted: an electromagnetic field may induce currents and/or voltages into
conductors that can be within the installation.

e) Transient voltages appearing downstream of protective devices can also be a source of
disturbances in some cases.

© STANDARDS MALAYSIA 2011 - All rights reserved 7
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f) The effects of lightning electromagnetic pulse are included in the conducted and radiated
phenomena listed in the table, which are grouped by their physical characteristics rather
than the specific source (excluding the ESD and NEMP phenomena mentioned in Table
1). Thus, there is no special entry for the LEMP source.

Table 1. Principal phenomena causing electromagnetic disturbances

Conducted low-frequency phenomena

Harmonics, interharmonics
Signalling voltages

Voltage fluctuations

Voltage dips and interruptions
Voltage unbalance
Power-frequency variations
Induced low-frequency voltages
DC in a.c. networks

Radiated low-frequency phenomena

Magnetic fields
Electric fields

Conducted high-frequency phenomena

Induced continuous-wave voltages or currents
Unidirectional transients
Oscillatory transients

Radiated high-frequency phenomena

Magnetic fields
Electric fields
Electromagnetic fields
- continuous waves
- transients

Electrostatic discharge phenomena

Contact
Air
Discharge to adjacent objects

Nuclear electromagnetic pulse

5.4 EMC and safety (insulation) installation requirements

Attention is drawn to the fact that EMC protection and insulation/safety requirements can
have common aspects, such as earthing and protection against overvoltages and lightning. It
is important to bear in mind that the safety aspects procedures for personnel protection take
precedence over EMC protection procedures. In some cases, there might be an alleged
conflict between safety-related procedures and EMC-related procedures. Safety shall always
prevail, so that in such cases alternate EMC-related measures shall be sought (see also
Annexes A and B and the MS IEC 60364 publications cited as references).

8 © STANDARDS MALAYSIA 2011 - Al rights reserved
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5.5 Selection/characterisation of EM environments

The recommendations of IEC 61000-2 should be considered. These standards give a set of
tables presenting a matrix of recommendations for selecting appropriate disturbance degrees
as compatibility levels for the various electromagnetic phenomena expected to be significant
in the types of locations listed. Note that in some cases, the EM environment can be
determined by measurements before implementing an installation.

5.6 Immunity of equipment

Ideally, the apparatus supplier should state the apparatus immunity level(s). Realistically, in
the absence of such statement, the following are the three possibilities to obtain it:

a) The immunity level(s) is (are) determined on the basis of tests, specified in the product
standard, that have been properly documented.

b) If no product standard exists, then the immunity level is obtained by implicit application of
the relevant generic standard.

c) If no test result is available then it is necessary to postulate a level taking into account the
technologies used, based on experiment, manufacturer's data or publications. The validity
of this postulate can be checked by application of the relevant MS IEC 61000-4 standards
concerning testing and measurement techniques.

5.7 Mitigation methods: specification and evaluation
5.7.1 Equipment and installation ports

To provide a transition from the overall concept of coupling between environment and
apparatus to the detailed specifics, it is useful to consider the concept of ports, as defined in
3.14. The various EM disturbances enter or exit the apparatus through these ports. By
identifying such ports, protective steps can be specifically related to the nature of the EM
phenomenon, its coupling path, and its impact on the functional elements of the apparatus
(immunity) or its impact on the environment (emissions).

Figure 2 shows how ports can be identified for the entry of EM disturbances into apparatus.
From its initial definition in the case of apparatus, this concept can be generalised to all
cases, including systems and installations. Figure 2 shows the case of EM disturbances
impinging on the apparatus through six ports, for immunity evaluation. Conversely, the case
for emissions evaluation is obtained by reversing the direction of the arrows and the
orientation of the radiation.

© STANDARDS MALAYSIA 2011 - All rights reserved 9
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Enclosure pDI‘l‘

N,
a.c power S Control
port port
Apparatus
d.c power Signal
—) .‘—
port port
Earth port

NOTE. For instance, a water pipe galvanically connected to the earthing network should be considered as an earth
port. If the metallic pipe is interrupted and not galvanically connected to the earthing network, it should be considered
as a part of the enclosure and as an unintentional antenna.

Figure 2. Representation of equipment ports interfacing with the electromagnetic
environment

Appropriate mitigation steps should be applied on every port of the apparatus (system,
installation). For the a.c. and d.c. power ports, this protection typically involves the use of
surge-protective devices, sometimes complemented by filters or specific cabling. For the
control and signal ports, the protection might involve a surge-protective device or a filter, or
both, even a shielded cable.

The concept of earth port is not as simple as the four other conducted ports because it can
involve a deliberate earthing, which is apparent when materialised by an earthing strap, as
well as inherent connections included in the earthing or reference points of other cables
connected to the apparatus. Depending upon the case, the enclosure port is always present:
as a metallic envelope, as a non-conductive envelope or even as just a conceptual,
immaterial envelope. However, a metallic envelope should not be considered implicitly as an
effective mitigation element, unless specifically designed for that purpose.

The case of ESD disturbances is more complex because it involves different types of
discharges. A discharge to the conductors and fed through any of the five conducted ports is
a clear case of conducted disturbance. A discharge between two nearby objects but not
involving the apparatus is a clear case of radiated disturbance. A discharge to a conductive
envelope is complex because the envelope and its apertures become the radiators of fields
created by the conducted discharge.

The IEC 61000-5 sections address in detail the mitigation and installation practices with
consideration of the relevant port(s) and the associated EM phenomena. MS 61000-5-2 deals
with the earth port and with the conductive ports, from the point of view of earthing and
cabling. The IEC 61000-5-6 to normative reference deals with the enclosure port (shielding)
and the conductive ports (filters, decoupling devices, and surge-protective devices).

5.7.2  Protection concepts

There are two general approaches to obtain EMC immunity for an installation, either by a
global protection (Figures 3 and 4) or by a distributed protection (Figure 5). In some cases,
mitigation methods might not be necessary if the equipment has a sufficiently high immunity
level, compared with the prevailing disturbance level.

10 © STANDARDS MALAYSIA 2011 - All rights reserved



MS 61000-5-1:2011

Protective f,.»-. -~ Shield
devices -~ 3
against -

conducted -

disturbances -
_-_

NOTE. According to the principle of a single barrier, mains filters, surge-protective devices and a shield protect the
whole installation. No specific protection is applied to the individual units except when internally generated

disturbances exist.
Figure 3. Principle of global protection by single barrier

/— Shield —\
\

Protective /
devices

against

conducted
disturbances

NOTE. According to the principle of multiple barriers, no specific protection is applied to the individual units, but there
is a cascading of multiple electromagnetic barriers according to the susceptibility level(s) of the units.

Figure 4. Principle of global protection by multiple barriers

Filter

/ Shield

1 3 Shielded

/ cable

L Surge protective
device

NOTE. According to the principle of distributed protection, units 1 and 2 are not protected, only units 3 and 4 which
contain sensitive electronics are protected by using specific enclosures, filters, or protective devices and shielded
cables. Examples of such protection for small and large systems are given in Annex A.

Figure 5. Principle of distributed protection

© STANDARDS MALAYSIA 2011 - All rights reserved 11



MS 61000-5-1:2011

5.7.3 Assessment of the need for mitigation methods

The attenuation provided by an electromagnetic barrier (shields, filters, etc.) should be not
less than the difference between the expected disturbance level and the immunity limit
specified in the relevant IEC standard (or the immunity level of the equipment to be protected
if it is known to be significantly higher than the immunity limit).

Uncertainties on disturbance level(s) and immunity level(s), and the attenuation should be
dealt with by the selection of an appropriate margin. This margin could be large or small
according to the criticality of the function fulfilled by the apparatus considered. See MS IEC
61000-1-1 for a discussion of the statistical aspects of margins in EMC considerations.

A numerical relation between disturbance level and immunity level may be established for
most of the conducted and radiated phenomena involved. For cabling, shielding, filtering and
protective devices, it is obtained by applying the concepts of shielding effectiveness, transfer
impedance, insertion loss and residual voltage (see MS 61000-5-2 and IEC 61000-5-6). Such
a numerical relation is difficult to establish for earthing; it is a matter of good practice in the
design and implementation of the earthing system.

5.7.4 Radiated phenomena

Different classes of shielding effectiveness can be defined. The appropriate class is selected
by computing the difference between disturbance level and immunity limit. In case of global
protection, filters and other protective means at the point of penetration of the shield shall be
implemented in a manner that will not degrade the shielding effectiveness.

5.7.5 Conducted phenomena

Two parameters are used for dealing with continuous-wave phenomena: transfer impedance
for cables and connectors (see MS 61000-5-2), insertion loss for filters (refer IEC 61000-5-6).
Three parameters are used for transient phenomena, the preceding two, plus residual voltage
of surge-protective devices.

The necessary insertion loss is determined either by considering the difference between
disturbance level and immunity limit, or by taking into consideration the emission limits that
the apparatus has to satisfy in compliance with applicable emission standards.

The selection of overvoltage protection schemes depends on the susceptibility level of the
equipment they are intended to protect, as well as on the overvoltage/overcurrent
disturbances that the protective device has to mitigate or divert (see the IEC 61000-5-6).

5.7.6  Design and installation of protective means

Requirements for mitigation methods should be written in terms of practical implementations.
This is achieved on the basis of experience, of measurements, or vendor data.

5.7.7 Evaluation of quality of installations

All apparatus making up an installation have their own performance characteristics. The goal
of installation guidelines is first to maintain these characteristics, and even to improve them.
The method of installation should not degrade the EMC performance of the apparatus.
Precise performance criteria of a complex installation are difficult to define and evaluate but
nevertheless they should correspond to the testing and measurement techniques set forth in
the MS IEC 61000-4 series.

12 © STANDARDS MALAYSIA 2011 - All rights reserved
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Annex A
(informative)

Examples of system protection

Al Protection of small systems

For a small system, even a single apparatus, which is installed in a commercial area where
the disturbance degree is moderate, there may still be a need for mitigation. For example, HF-
conducted unidirectional transients on the a.c. lines with an amplitude of a few kilovolts can
occur at some tens of meters inside the building. Installation measures such as earthing and
cabling practices as recommended in IEC 61000-5-2 may be sufficient for two buildings
separated by a few metres, as shown in Figure Al.

On the other hand, the same apparatus installed in a rural residential area where lightning is
often present, might need protection by surge-protective devices. Indeed, the amplitude of
HF-conducted unidirectional transients can reach several kilovolts at the end of a long
overhead power line. In such cases, the overvoltages tend to be limited by the dielectric
withstand of low-voltage wiring devices: however, it is not recommended to depend on that
type of (unintentional) voltage limiting, Rather, appropriate surge-protective devices should be
considered.

Building 1

Equipment 1

Building 2
fp‘f Equipment 2
4
4l
/ Shielded ;
Earthing _—"] / cable

connection

= Interconnection =
Earth between Earth

electrode earth electrodes electrode
NOTE. See MS 61000-5-2 for details on the configuration and implementation of the wiring and terminations of the

cables

Figure A1l. Schematic protection and mitigation concept for small systems
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A2 Protection of large systems

Large systems can be subjected to numerous strong disturbances, especially when power or
data lines extend over a wide area. Examples are control rooms in heavily disturbed industrial
plants or in high-voltage substations.

In such situations, the strong reduction of disturbances which may be necessary cannot
always be achieved in one step; a successive reduction over several barriers as represented
in Figure A2 should be attempted. Refer IEC 61000-5-6 for further details on the installation of
the elements identified in Figure A2.

Radiated
disturbances
coupling

into external
cabling

| Conducted

disturbances

ﬁ

Control centre building | Shielded by
the

Computer room

building armour

Sensitive
Equipment

P Shielded by

| _—1 the Faraday cage
| _——— Equipment
—1 enclosure

¥

S

e 4

Filters and

surge-protective

devices

vy
=

Figure A2. Schematic multi-step protection concept for harsh environments
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Annex B
(informative)

Mitigation of low-frequency disturbances

This annex describes an approach to be used to ensure EMC of power supply systems for
low-frequency conducted disturbances.

B1 Introduction

The compatibility level is intended to be a means of understanding for all parties involved in
designing systems. At a point of coupling, to which various types of disturbing and/or
susceptible equipment may be connected, the compatibility level is a specified value which
will not be exceeded by disturbances to a high degree of probability.

Therefore, the emission of disturbances by the disturbing equipment or appliance should be
limited in such a way that the compatibility level can be exceeded only occasionally. As a
consequence, the immunity of the equipment should at least correspond to the compatibility
level in order to ensure the reliability required for the system and equipment. The introduction
of one, or possibly more compatibility levels for the various types of disturbances which can
generally be applied to the numerous versions of industrial networks will undoubtedly facilitate
the selection of immunity and emission levels for equipment to be connected to the system.

B2 Approachto EMC

In general, different types of disturbances are present at the same point of coupling.
Compatibility is to be achieved for all disturbances. For the purpose of standardisation
different sets of compatibility levels (one for each type of disturbance) are referred to as
electromagnetic environment classes.

EMC can be achieved by the following procedures:

a) select tentatively the electromagnetic environment class;

b) select the equipment so that its immunity is higher than the corresponding compatibility
level and evaluate the individual emission; and

c) evaluate the total disturbance levels at the points of common coupling (PCC) and the in-
plant points of coupling (IPC).
B3 Selection of the electromagnetic environment class

The values of the compatibility levels for the points of coupling are selected differently
depending on which point of coupling is considered.

B3.1 Point of common coupling (PCC)

The corresponding values of the environmental class are specified by existing standards or
may be specified by supply authorities.

© STANDARDS MALAYSIA 2011 - All rights reserved 15
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B3.2 In-plant point of coupling (IPC)

The designer can, in principle, specify the compatibility levels freely inside the plant, provided
that the requirements of the supply authority are finally met at the PCC. The optimisation of a
plant may lead to a variety of classes, but it is necessary to restrict their number for the
purpose of standardisation of devices or equipment. The environment class of an IPC can be
established tentatively on the basis of experience.

B4 Evaluation of the disturbance level

The disturbance levels may be estimated by interested parties at the design stage of the plant
on the basis of the characteristics of the equipment, of the industrial process, of the power
supply and of the in-plant installation. The responsibility for this assessment rests with the
installation designers in consultation with the user.

In the case of complex installations the number of possible sites, supply, and process
conditions, as well as the possible combination of various disturbance sources, may be too
large for a deterministic approach to the evaluation of a total disturbance level. In addition, a

worst case approach may lead to unrealistically high values. For these reasons, probabilistic
approaches should be preferred.

B5 Therisk of loss of compatibility

Disturbance levels and immunity limits are statistical quantities, therefore with a statistical
approach to EMC both the immunity limits and disturbance levels should be considered as
statistical variables. Lack of compatibility may result from insufficient immunity or from
unexpectedly high disturbances.

In some critical applications, worst case should also be taken into consideration in the context
of its consequence on:

a) danger to human life;

b) danger to environment;
c) damage to equipment;
d) loss of production; and

e) damage to processed materials.
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