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Foreword

This Malaysian Standard was developed by the Technical Committee on Identification Cards
and Related Devices under the authority of the Industry Standards Committee on Information
Technology, Communications and Multimedia.

MS 1960 consists of the following parts, under the general title Government Multipurpose
Card:

Part 1: General characteristics - Code of practice
Part 2: Data format for National ID application - Code of practice
Major modifications in this revision are as follows:

a) the title has been changed to “Government Multipurpose Card - Part 1: General
characteristics - Code of practice”,

b) definition of chip has been introduced in 3.3;

c) the public key encryption and digital signatures have been changed from RSA-1024 to
RSA-2048;

d) the requirement in contact chip operating system in 5.2.1 has been amended;
e) Table 1 on “Compliance standards” has been amended; and

f)  Annex B on “GMPC structural composition” and Annex C on “GMPC physical security
features” have been removed for security purposes.

This Malaysian Standard cancels and replaces MS 1960: Part 1:2007, Multipurpose smart
card - Part 1: General characteristics - Code of practice.

Compliance with a Malaysian Standard does not of itself confer immunity from legal
obligations.
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Introduction

Overview of Government Multipurpose Card flagship application

The Government Multipurpose Card (GMPC) is one of the seven multimedia flagship
applications to jumpstart the development of the Multimedia Super Corridor (MSC). The
GMPC seeks to develop a single and common platform that will enable the government and
private application providers to implement smart card solutions without duplications of effort
and investment in infrastructure. This allows for different applications to run on the same
GMPC, whilst providing a convenient platform for additional applications in the future.

GMPC objectives
The objectives of the GMPC flagship are:

a) to provide government and commercial applications, and other future applications on a
single GMPC platform;

b) to provide enhanced service to consumers; and

c) to enhance security and convenience of existing and new applications delivered on the
GMPC platform.

The GMPC platform was developed in a manner that ensures its long-term viability through
easy scalability and infrastructure inter-operability. While majority of the applications require
both contact and contactless smart card technologies, the transit application was designed to
use the contactless technology.

The code of practice for GMPC addresses various information and codes of practice
pertaining to smart card implementation in the GMPC flagship application.

The examples given in this standard refer to the code of practice for the GMPC, and its nine
applications.

The nine applications available on the GMPC consisting of government and commercial
applications are as follows:

a) National ID with enhanced security through chip technology and biometrics identification.
This application is the anchor for the GMPC because of its widespread use and common
data set that is shared with other government applications. The ID number also serves as
an access key to facilitate secure development to other government and private
applications that do not require dedicated chip space.

b) Driving license with enhanced functionality, including a record of outstanding traffic
violations to enhance enforcement.

¢) Immigration application functions as a passport supplement to facilitate efficient entry and
exit from this country.

d) Health application containing basic medical information to improve diagnosis and delivery
of care in emergency and general care situations.
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e) Electronic cash (e-Cash), a stored-value application that can be account linked.

f) Transit application facilitates payment transactions on tolls, buses and parking lots by
utilising a contactless medium.

g) Automated Teller Machine (ATM) application issued by individual financial institutions (FI)
provides enhanced security.

h) Public Key Infrastructure (PKI) includes digital signature to facilitate secured online
transactions.

i) Frequent Traveler Card (FTC) to facilitate cross-border movements.
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Government Multipurpose Card - Part 1: General characteristics - Code
of practice

1 Scope

This Malaysian Standard defines the general requirements of the Government Multipurpose
Card (GMPC) comprising of chip technical specifications, chip operating system, smart card
physical structure and security.

2 Normative references

The following normative references are indispensable for the application of this standard. For
dated references, only the edition cited applies. For undated references, the latest edition of

the normative reference (including any amendments) applies.

See Annex A.

3 Terms and definitions
For the purposes of this standard, the following terms and definitions apply.
3.1 applet

A software component that runs in the context of another program, for example a web
browser.

3.2 byte (B)

A byte consists of eight bits of data designated b8 to b1, from the most significant bit
(MSB, b8) to the least significant bit (LSB, b1).

3.3 chip

A small electronic device made out of a semiconductor material and is also referred as
integrated circuit.

3.4 RSA

A public key cryptography algorithm named after the initials of the surnames of its inventors
Rivest, Shamir and Adleman.

3.5 RSA-2048
An algorithm that can be used for public key encryption and digital signatures.
36 T=0,T=1

Communication protocols that are in general use as defined in ISO/IEC 7816-3.
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37 T=CL

Communication protocols that are in general use as defined in ISO/IEC 14443-3 and ISO/IEC
14443-4,

4 Abbreviations

For the purposes of this standard, the following abbreviations apply.

3DES Triple Data Encryption Algorithm

CAD Card Acceptance Device

CMOS Complementary Metal Oxide Semiconductor
e-Cash Electronic cash

ESD Electro Static Discharge

GMPC Government Multipurpose Card

HBM Human Body Model

ID Identity

JPNCOS JPN Card Operating System

NRD National Registration Department of Malaysia
PKI Public Key Infrastructure

RAM Random Access Memory

RSA A public key cryptography algorithm named after the initials of the surnames

of its inventors Rivest, Shamir and Adleman

5 Technical specifications

5.1 Chip

The GMPC (i.e. MyKad) is a hybrid card with contact and contactless chip. It is based on
32 kB to 80 kB of non-volatile memory contact smart card chip. Embedded together into the
hybrid card is a MIFARE® Classic 1 kB contactless chip. The following outlines the technical
specification for the contact and contactless chip.

5.1.1  Contact chip

The contact chip should conform to the following requirements:

a) microprocessor based chip with a minimum of 8 bit architecture;
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b) uses maximum of 0.35 um chip CMOS technology;

¢) Bond Pad Locations conforming to ISO/IEC 7816-2;
d) ESD protection with a minimum of 5 kV (HBM);

e) operating voltage range from 2.7 Vt0 5.5 V;

f) available in wafers, modules and industry-standard packages;

g) minimum of 3 kB of RAM,;

h) minimum of 64 kB is allocated for data and applications;

i) requires to provide data retention for at least ten years;

j) non-volatile memory supports a minimum of 100 000 write/erase cycles;

k) requires to operate at temperature between - 20 °C to 80 °C without data corruption;
[) requires to operate at input clock frequency from 1 MHz to 5 MHz;

m) requires to operate with a current consumption of less than 10 mA at 5 MHz;

n) requires to have a crypto-coprocessor;

0) supports 3DES encryption in hardware; and

p) supports a minimum of RSA-2048 encryption in hardware.

5.1.2 Contactless chip

The contactless chip should conform to the following requirements:

a) compliance to MIFARE Classic standard or its equivalent;

b) requires to operate at temperature between - 20 °C to 80 °C without data corruption;
c) 1 kB, organised in 16 sectors each with 4 blocks of 16 B;

d) the last block of each sector is called “trailer” and stores a pair of secret keys and
programmable access conditions for each block;

e) erasing and writing of one block (16 B) require not more than or equal to 5 ms;
f)  write endurance minimum of 100 000 cycles;
g) data retention for minimum of ten years; and

h) to support unique serial number requirement for transit application.
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5.2 Operating system

5.2.1 Contact chip operating system

The contact chip operating system should conform to the following requirements:
a) compliance to JPNCOS;

b) supports e-Cash applet;

c) supports the current JPNCOS applets;

d) supports RSA-2048 and 3DES encryption; and

e) supports minimum of RSA-2048 cryptographic keys generation.
5.2.2 Contactless chip operating system

The contactless chip should be MIFARE® Standard or its equivalent.
5.3 Best practice

The GMPC complies with a set of best practices and International Organization for
Standardization (ISO) specifications.

The GMPC adopts the following best practices as the means to address interconnectivity and
interoperability between components as follows:

a) Upgradeability: Flexibility to provide all intended applications (government and
commercial) on the same card, if required.

b) Inter-operability: Allows different components (cards, acceptance devices, etc.) developed
by different vendors to work together seamlessly.

c) Security: Security of the GMPC is of utmost importance. Suitable specifications and
procedures shall be incorporated to ensure that the security of the system is not breached
and privacy of the cardholder is preserved.

d) Upward compatibility: Hardware and software requirements are easily upgradeable to
ensure compatibility with evolving international standards.
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5.4 Compliance to international and national standards

The GMPC system and solution should comply with the following standards (see Table 1) for
the various identified components.

Table 1. Compliance standards

Standards Applicable components/features

ISO/IEC 7810 Card

ISO/IEC 7816 series Card, autogate, desktop CAD and mobile
CAD

ISO/IEC 10373 series Card, reliability

ISO/IEC 14443 series Card, communication protocol

PKCS #10 Card, PKI application

PKCS #11

T_207902_MyKad_PKI_FinalTechnical

Design_1.02

MS ISO/IEC 27001 Information Security Management
Systems (ISMS)

Proton World International (PWI R3) 2 Card, CAD, e-Cash application

T_212801_RD_CardApps-1.02 Card

MEP Card (passport application)?

@ The specification to be referred to NRD.

Figure 1 denotes the GMPC framework.
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5.5 Physical card specification
5.5.1 Structural composition

The physical card body is made up of plastic material. The card dimension shall comply with
ISO/IEC 7810 and ISO/IEC 7816-1. Figure 2 denotes the card dimension.

85.60 mm

»
»

<
<

( \A

53.98 mm

\ )V

Thickness 0.76 mm

a) Card dimension - Top view

Chip|—|l|-ess than or equal to 0.0 075 mm
Base card J‘LOJG mm

b) Card dimension - Side view
Figure 2. Card dimensions (width, height, thickness)
5.5.2 Chip durability
Chip is durable for a minimum of five years.
5.5.3 Card durability

Durability of the card material should last for a minimum of five years when subject to normal
use.

5.5.4 Surface information

Surface information printed on the card is legible, aesthetically appealing and surface
information printed on the card remains legible during the lifetime of the card.
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Annex A
(normative)

Normative references
MS ISO/IEC 27001, Information technology - Security techniques - Information security
management systems - Requirements
ISO/IEC 7810, Identification cards - Physical characteristics
ISO/IEC 7816 (all parts), Identification cards - Integrated circuit cards

ISO/IEC 7816-1, Identification cards - Integrated circuit cards - Part 1: Cards with contacts -
Physical characteristics

ISO/IEC 7816-2, Identification cards - Integrated circuit cards - Part 2: Cards with contacts -
Dimensions and location of the contacts

ISO/IEC 7816-3, Identification cards - Integrated circuit cards - Part 3: Cards with contacts -
Electrical interface and transmission protocols

ISO/IEC 10373 (all parts), Identification cards - Test methods

ISO/IEC 14443 (all parts), Identification cards - Contactless integrated circuit cards - Proximity
cards

ISO/IEC 14443-3, Identification cards - Contactless integrated circuit cards - Proximity cards -
Part 3: Initialization and anticollision

ISO/IEC 14443-4, Identification cards - Contactless integrated circuit cards - Proximity cards -
Part 4: Transmission protocol

PKCS #10, Certification Request Syntax Standard

PKCS #11, Cryptographic Token Interface Standard

T _212801_RD_CardApps-1.0, New applications workgroup - Card applications'
P-ATMDESIGNDOCV1.0, GMPC ATM design document version 1.0"

T_207902_MyKad_PKI_FinalTechnicalDesign_1.0, Final GMPC/s PKI technical analysis and
specifications design version 1.0'

Proton World International (PWI R3)"

' The specification to be referred to NRD.
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