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FOREWORD 
 
 
This Malaysian Standard was developed by the Technical Committee on Identification Cards 
and Related Devices under the authority of the Industry Standards Committee on Information 
Technology, Communications and Multimedia. 
 
MS 2287 consists of the following parts, under the general title, Interface device for Malaysia 
multipurpose smart card: 
 
Part 1 : Physical characteristics 
 
Part 2 : Electrical characteristics 
 
Part 3 : Communication protocol 
 
Part 4 : Test methods 
 
Part 5 : Guidelines for applications development 
 
Compliance with a Malaysian Standard does not of itself confer immunity from legal 
obligations. 
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INTERFACE DEVICE FOR MALAYSIA MULTIPURPOSE SMART CARD - 
PART 3: COMMUNICATION PROTOCOL 

 
 
0  Introduction 
 
0.1 Overview  
 
Interface device for Malaysia multipurpose smart card standard defines the interface device 
requirements which enable the interface device to work seamlessly with the Malaysia 
multipurpose smart card. The limited number of companies having the Government 
Multipurpose Card (GMPC) command-set limits the development of GMPC interface devices 
(readers) in the local market. Likewise, the absence of GMPC reader specification hinders the 
growth of reader development as there are no reference standards for readers to read GMPC. 
This standard is essential for deploying GMPC interface devices in the Malaysian 
marketplace. This standard describes the overall technical and functionality requirements of 
the interface device accepting GMPC (MyKad) and other cards issued by Malaysian National 
Registration Department such as MyKid, MyPR and MyKAS. 
 
 
0.2 Objectives  
 
The objective of this standard is to open-up opportunities for more application development 
and readers. Development of the standard will assist in the rapid development of smart card 
product and solutions. It will also provide opportunities for utilising smart cards in other 
sectors such as health, banking, transit, telephony, etc. leveraging on smart ID card. 
 
This standard also ensures compatible and interoperable environment in using GMPC with 
readers. 
 
 
1  Scope 
 
This Malaysian Standard defined the communication protocol to enable the communication of 
the interface device (IFD) and the GMPC (MyKad) and other cards issued by Malaysian 
National Registration Department such as MyKid, MyPR and MyKAS. 
 
 
2  Normative references 
 
The following normative references are indispensable for the application of this standard. For 
dated references, only the edition cited applies. For undated references, the latest edition of 
the normative references (including any amendments) applies. 
 
MS ISO/IEC 7816-3, Identification cards - Integrated circuit cards - Part 3: Cards with 
contacts - Electrical interface and transmission protocols 
 
MS ISO/IEC 7816-4, Identification cards - Integrated circuit cards - Part 4: Organization, 
security and commands for interchange 
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3  Terms and definitions 
 
For the purposes of this standard, the following definitions apply. 
 
3.1  Interface device 
 
Interface device is the Card Acceptance Device (CAD) or smart card reader.  
 
3.2  MyKad 
 
MyKad is a multi-application ICC issued by the national registration department to Malaysian 
citizen. The artwork for MyKad is blue.  
 
3.3  MyKas 
 
MyKas is a multi-application ICC using the same platform as MyKad but issued to temporary 
resident of Malaysia. The ICC has expiry date and the artwork is green. 
 
3.4  MyKid 
 
MyKid is a multi-application ICC issued by the national registration department to Malaysian 
new born citizen. This card is used as a supplementary document to birth certificate until the 
person is eligible to apply for MyKad. The artwork is pink.   
 
3.5  MyPR 
 
MyPR is a multi-application ICC using the same platform as MyKad but it is issued to 
Permanent Resident of Malaysia. The artwork for MyPR is red. 
 
3.6 T = 0, T = 1 
 
Communication protocols that are in general use as defined in MS ISO/IEC 7816-3. 
 
 
4  Abbreviations 
 
For the purposes of this standard, the following abbreviations apply. 
 
APDU Application Protocol Data Unit 

 
ATR Answer-to-Reset 

 
GMPC 
 

Government Multipurpose Card  

ICC Integrated Circuit(s) Card 
 

IFD Interface Device 
 

PC Personal Computer 
 

USB Universal Serial Bus 
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5  Interface device communication protocol 
 
The Interface Device (IFD) Communication Protocol in this standard describes the 
Communication Protocol between the IFD and ICC and between IFD and PC. 
 
5.1 IFD and ICC communication protocol 
 
The communication protocol between IFD and ICC shall comply with MS ISO/IEC 7816-3 and 
MS ISO/IEC 7816-4. 
 
5.1.1  Data communication protocol 
 
Under normal circumstances where the ICC has sent the ATR and is in default 
communication protocol mode, the IFD has the option to change the communication protocol. 
Upon selection of the protocol the ICC shall wait for the first command from the IFD. 
 
A total of fifteen communication protocols have been identified and defined in terms of their 
basic functions. These protocols are designated as ‘T =’ followed by a sequential number as a 
unique identifier (see Table 1). 
 

Table 1.  Summary of communication protocols according to MS ISO/IEC 7816-3 
 

Protocol Meaning 
T = 0 Asynchronous, half-duplex, byte oriented 
T = 1 Asynchronous, half-duplex, block oriented 
T = 2 Asynchronous, full duplex, block oriented 
T = 3 Full duplex; not yet specified 
T = 4 Asynchronous, half-duplex, byte oriented, extension of T = 0, not yet 

specified 
T = 5...T = 13 Reserved for future use, not yet specified 

T = 14 For national use, not standardised by ISO 
T = 15 Reserved for future use and not yet specified 

NOTE. T = 0 and T = 1 are widely used. 
 
5.2  IFD-PC communication protocol 
 
IFD to PC interface may be any commonly used method, but the most common are RS232 
and USB. Since USB protocol has its own data integrity checking feature, this subclause is 
dedicated just for RS232 protocol. 
 
The communication protocol between the IFD and the PC is a combination of binary 
characters that are defined by hardware manufacturers to perform specific operations. 
 
NOTE.  As communication protocols classify and describe the actual details of data transmission between the IFD 
and the PC, such protocols may be unique and regarded as proprietary by certain manufacturers as a standard to 
ensure data integrity. 
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5.2.1  Data transfer format 
 
A packet shall compose of a header, a body and a trailer as depicted in Figure 1. The body 
may have a variable length while the header and trailer should have a fixed-length of three 
and four bytes respectively as shown in Table 2. 
 
 

 
Figure 1.  Structure of an enhanced protocol packet 

 
 

Table 2.  Recommended packet structure  
 

Field Definition 
Minimum 

size 
(Byte) 

Recommended value 
 

STX Start of packet indicator 1 0x02 
ID Packet identifier 1 Sending/receiving single/multiple 

packets:  
0x60 - Multiple incoming packets 
0x61 - Last incoming packet 
0x62 - Multiple outgoing packets 
0x63 - Last outgoing packet 

RC Request counter 1 Running number 
DATA Manufacturer-specific protocol Varies Varies (length of DATA) 
CRC Cyclic redundancy check 2 Varies 
DLE Data link escape character 1 0x1B 
ETX End of packet indicator 1 0x03 

 
The header should consist of three bytes which are the STX, ID and RC characters. The STX 
basically represents the start of a new packet. The ID byte indicates the disposition of the 
packet as to whether it is the first or last of a string of consecutive data packets. The RC byte 
is a running number that is sequential incremented to ensure that a string of packets are 
received in the proper order. For single packet transmissions, the RC byte ensures that single 
response packets with the same RC values as the preceding request packets are indeed 
corresponding as a request-response pair. 
 
The body should consist of DATA. The DATA part of the packet consists solely of the 
manufacturer’s proprietary communication protocol. As its contents are manufacturer-
dependent, its length varies and is dependent on the amount of detailed and specific 
information that is embedded in the data field. Fundamentally, the greater a communication 
protocol’s complexity, the greater its length will be. 
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The last section is the trailer which should consist of the CRC, DLE and ETX characters. The 
CRC is generally a non-secure checksum that is designed to detect accidental changes to 
data that are transmitted across a medium that may experience data loss. There are various 
algorithms that are established in the computing world for calculating CRCs and are made 
widely available to the public domain. As such, the actual mechanism for generating the CRC 
is left to the consideration of the manufacturer although two bytes have been allocated and 
regarded as sufficient for detecting any compromise in the packet’s data integrity. 
 
The DLE character preceding the ETX is implemented in conjunction with a technique known 
as DLE stuffing that amongst others, avoid control characters such as STX and others in the 
body of the packet from being interpreted as control codes. Notice that a simple DLE and 
ETX sequence does not necessarily signify the end of the packet as they may be bytes in the 
middle of the RC-DATA-CRC section or stream. The actual end of the packet is represented 
by the ETX preceded by an odd number of DLE characters. 
 
 
5.2.1.1  DLE Stuffing 
 
To avoid the STX and DLE characters (values ‘02’ and ‘1B’ respectively) in the RC-DATA-
CRC section from being misinterpreted as control codes, an additional DLE character is 
inserted before every occurrence of those characters within the RC-DATA-CRC stream. In 
order to send a single DLE character two DLE characters shall be sent in sequence. Figure 2 
shows the example of DLE stuffing.  
 
 

 
 

Figure 2.  Example of DLE stuffing 
 
In addition, software handshaking capabilities (XON-XOFF) are preserved by replacing XON 
and XOFF characters (values ‘11’ and ‘13’ respectively) with the couple DLE, XON + 1 (value 
‘12’) and DLE, XOFF + 1 (value ‘14’). 
 
To ensure that the RC-DATA-CRC stream within every packet is interpreted accurately 
between the sender and the receiver, it should undergo stuffing prior to being sent and 
unstuffed just after the packet is received. 
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5.2.1.2  Data Encryption 
 
The DATA field in the packet structure may contain the manufacturer’s proprietary 
communication protocol. The manufacturers may define their own encryption techniques. 
 
Encryption may be used to protect data in transit through networks that are prone to being 
intercepted. Encrypting data is more efficient in securing and protecting the confidentiality of 
messages as it is always difficult and almost impossible to physically secure all access along 
the data transmission path. 
 
Part of the DATA field contains the ICC’s APDU. If the encryption is enabled inside the ICC, 
the data that contained in the APDU will be encrypted. However, in certain cases, user has to 
key in the PIN number for the ICC. For such cases, the PIN entered will be visible at the 
transmission if the IFD-PC transmission is not encrypted. 
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