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FOREWORD 
 
 
This Malaysian Standard was developed by the Technical Committee on Identification Cards 
and Related Devices under the authority of the Industry Standards Committee on Information 
Technology, Telecommunication and Multimedia. 
 
MS 2287 consists of the following parts, under the general title Interface device for Malaysia 
multipurpose smart card: 
 
Part 1 : Physical characteristics 
 
Part 2 : Electrical characteristics 
 
Part 3 : Communication protocol 
 
Part 4 : Test methods 
 
Part 5 : Guidelines for applications development 
 
Compliance with a Malaysian Standard does not of itself confer immunity from legal 
obligations. 
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INTERFACE DEVICE FOR MALAYSIA MULTIPURPOSE SMART CARD -
PART 5: GUIDELINES FOR APPLICATIONS DEVELOPMENT 

 
 
0  Introduction 
 
0.1 Overview  
 
Interface device for Malaysia multipurpose smart card standard defines the interface device 
requirements which enable the interface device to work seamlessly with the Malaysia 
multipurpose smart card. The limited number of companies having the Government 
Multipurpose Card (GMPC) command-set limits the development of GMPC interface devices 
(readers) in the local market. Likewise, the absence of GMPC reader specification hinders the 
growth of reader development as there are no reference standards for readers to read GMPC. 
This standard is essential for deploying GMPC interface devices in the Malaysian 
marketplace. This standard describes the overall technical and functionality requirements of 
the interface device accepting GMPC (MyKad) and other cards issued by National 
Registration Department of Malaysia such as MyKid, MyPR and MyKas. 
 
0.2 Objectives  
 
The objective of this standard is to open-up opportunities for more application development 
and readers. Development of the standard will assist in the rapid development of smart card 
product and solutions. It will also provide opportunities for utilising smart cards in other 
sectors such as health, banking, transit, telephony, etc. leveraging on smart ID card. 
 
This standard also ensures compatible and interoperable environment in using GMPC with 
readers. 
 
 
1  Scope 
 
This Malaysian Standard provides guidelines for application development to enable the 
communication of the interface device (IFD) and the GMPC (MyKad) and other cards issued 
by National Registration Department of Malaysia such as MyKid, MyPR and MyKas. 
 
 
2  Normative references 
 
The following normative references are indispensable for the application of this standard. For 
dated references, only the edition cited applies. For undated references, the latest edition of 
the normative reference (including any amendments) applies. 
 
MS ISO/IEC 7816-4, Identification cards - Integrated circuit cards - Part 4: Organization, 
security and commands for interchange 
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3  Terms and definitions 
 
For the purposes of this standard, the following definitions apply. 
 
3.1 Interface device 
 
Interface device is the Card Acceptance Device (CAD) or ICC reader. 
 
3.2 MyKad 

MyKad is a multi-application ICC issued by the National Registration Department of Malaysia 
to Malaysian citizen. The artwork for MyKad is blue.  
 
3.3 MyKas 
 
MyKas is a multi-application ICC using the same platform as MyKad but issued to temporary 
resident of Malaysia. The ICC has expiry date and the artwork is green. 
 
3.4 MyKid 
 
MyKid is a multi-application ICC issued by the National Registration Department of Malaysia 
to Malaysian new born citizen. This card is used as a supplementary document to birth 
certificate until the person is eligible to apply for MyKad. The artwork is pink.   
 
3.5 MyPR 
 
MyPR is a multi-application ICC using the same platform as MyKad but it is issued to 
permanent resident of Malaysia. The artwork for MyPR is red. 
 
3.6 Secure Access Module 
 
An ICC of the nominal size 25 mm wide by 15 mm high by 0.76 mm thick, for the purpose of 
cryptography. 
 
 
4  Abbreviations 
 
For the purposes of this standard, the following abbreviations apply. 
 
APDU Application Protocol Data Unit 

 
API 
 

Application Programming Interface 

ATR Answer-to-Reset 
 

GMPC 
 

Government Multipurpose Card  

I/O Input/Output 
 

ICC Integrated Circuit(s) Card 
 

IFD Interface Device 
 

SAM Secure Access Module 
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5  Interface device application development guidelines 
 
A device application refers to application software or firmware that operates on the IFD which 
employs the capabilities of the IFD directly and extensively to achieve a task that the user 
wishes to perform. This standard will use the term application and specifically to cater for 
GMPC (MyKad) and other cards issued by National Registration Department of Malaysia 
such as MyKid, MyPR and MyKas. 
 
The IFD provides a path for applications to send commands and receive responses from the 
card. Although various manufacturers of IFDs provide different protocols for ICC 
communication, the fundamental concepts remain identical for all IFDs as the following: 
 
a) applications communicate solely with the IFD and not directly with the ICC; 
 
b) IFD act as intermediaries between ICCs and applications, transmitting commands, data 

and responses to their intended recipients; and 
 
c) ICC communication is based on the APDU format which is defined by the MS ISO/IEC 

7816 standards.  
 
NOTE.  There are mainly two types of transmission protocols that are in common use for this purpose, namely T = 0 
which is asynchronous half-duplex byte-level transmission protocol and is byte-oriented as well as T = 1 which is 
asynchronous half-duplex block level transmission protocol and is block-oriented.  
 
Figure 1 illustrates the process flow for the ICC data reading. 
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Figure 1.  Process flow for the ICC data reading 
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5.1 Interface Device (IFD) initialisation 
 
During application start-up, the IFD should be initialised for advancement into a state of 
readiness for immediate ICC detection and ensuing transactions. The serial communication 
physical interface within the IFD is configured for asynchronous start-stop communication. 
Settings such as the baud rate (or data transfer speed), number of data bits and stop bits, 
parity bit and flow control are ascertained for proper data transmission between the IFD and 
ICC. If these settings are entered incorrectly, the communication channel is still established 
although all transmitted data will be received as unrecognised information. 
 
Additionally, hardware registers are reset to their default values to appropriately signify and 
represent the start-up state and condition of the IFD. Typical uses of registers include 
activation and configuration of certain features especially during initialisation, buffer storage, 
input and output of various kinds and status reporting of certain events within a hardware unit. 
 
Upon successful initialisation, the IFD is ready and capable of ICC detection by means of 
insertion and removal as well as data transfer. At this instant, the application should display 
the appropriate message requesting for ICC insertion. 
 
5.2 Integrated Circuit Card (ICC) detection 
 
ICC detection refers to the IFD’s capability to instantaneously sense and distinguish 
accurately as well as reliably the insertion and removal of ICC. When an IFD has been 
initialised and is ready for ICC acceptance, it should recognise the card presence when 
contact is physically made against the ICC contacts. 
 
For an application to support multiple types of ICC, it has to uniquely identify the card type 
upon successful card detection. A card type is specifically determined by its card operating 
system (COS) which handles the file management, security (managing and executing 
cryptographic algorithms), I/O (data transfer to and from the ICC), controlling the execution of 
commands, applications and so forth. 
 
With the identified ICC type, the application may then communicate with the ICC by issuing 
and processing the requisite APDU structures with the appropriate parameters that are 
inherent to each card type. These parameters may include the card commands, command 
parameters and response codes. 
 
An unidentifiable card type would render the card as unsupported by the application due to 
the lack of functional implementation to support the card type. 
 
5.2.1  Integrated Circuit Card (ICC) insertion 
 
An ICC insertion is followed by a card reset that is initiated by the IFD, whereupon the ICC 
responds with an Answer-to-Reset (ATR) as described in 5.2.2. A reset of the card can be 
initiated by the IFD at its discretion any time as a functioning card duly responds with its ATR 
to each reset. 
 
After analysing the ATR, the IFD may send an APDU command to begin a series of data 
exchanges with the ICC. The entire sequence of exchanges is commonly described as an 
ICC session. A session is preserved so long as there are anticipated or pending exchanges 
yet to be transmitted. Furthermore, it is merely logical for a session’s existence to remain 
relevant and be maintained throughout the duration that an ICC is inserted. Once the ICC is 
removed, the session is terminated as it is no longer applicable. 
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From the application perspective, the detection of ICC insertion may be implemented by 
means of polling or event handling. Polling refers to actively sampling the status of an 
external device by a client application as a synchronous activity. Event handling is an 
asynchronous call-back that is invoked based on interpreting lower-level inputs or events that 
originate from the operating system level. Call-backs allow a lower-level software layer to call 
a subroutine or function defined in a higher-level layer. 
 
5.2.1.1  Polling 
 
An ICC has to be first and foremost inserted before it is possible for the IFD to perform any 
ICC related transactions. So long as the ICC remains absent, the application repeatedly 
checks the ICC detection status to determine the presence of the ICC. The physical insertion 
of the ICC is detected by the IFD which then appropriately amends the ICC status to inserted 
or present. As polling involves repetitive checking of the ICC status by the application (for 
readiness), the interval between each status check affects not only the status response time 
but also impacts the utilisation of Central Processing Unit (CPU) cycles and I/O resources of 
the device. 
 
The ICC status response time refers to the interval between the actual physical ICC insertion 
or removal and the reproduction or indication of the exact status as reflected by the 
application. Specifying a small polling interval will naturally reduce the status response time 
but will however also lead to costly and wasteful consumption of device resources for high-
load processing. 
 
Once the ICC status response is denoted as inserted, the application begins to access the 
card according to a predefined and organised manner. In between checking for the ICC 
presence, the application goes to sleep (hibernation) or returns to performing different tasks.  
 
Polling requires the formation of a dedicated thread that will continuously check the ICC 
status by calling the specific interface device API. An acceptable polling or sampling interval 
should be specified for the dedicated ICC detection thread to execute efficiently.  
 
While the application development framework handles the counting down of timer intervals 
and recurrent invocations of related procedures, the user essentially provides the code that 
outlines their intended execution. For example, an ICC detection timer elapses at regular 
intervals and prompts the designated procedure to check the ICC detection status where the 
application may then opt to display the appropriate message in the event of ICC insertion or 
removal. Due consideration should be exercised when specifying an acceptable timer interval. 
 
5.2.1.2  Event handling 
 
Each ICC detection event represents an application-level information from the underlying ICC 
framework, typically the Software Development Kit (SDK). Events are predefined within the 
framework based on interpreting lower-level inputs, which may also duplicate as lower-level 
events. Application events originate from operations on the operating system level such as 
interrupts generated by hardware devices, software interrupt instructions or state changes in 
polling. 
 
For example, ICC insertion and removal are interpreted as separate card detection events. 
Once an ICC is physically inserted and is detected by the hardware device, the event 
dispatcher within the framework processes the event and invokes the corresponding event 
handler. An event handler is a subroutine that primarily  handles  the  subsequent  processing  
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for a particular event that the application will respond to. As such, the event dispatcher 
manages the association between events and event handlers. During application initialisation, 
event handlers need to be registered with the underlying framework so that the dispatcher is 
aware of the handler for each event. 
 
While the framework handles the events, the user is generally expected to provide the code 
for the event handlers. Once the ICC insertion handler is invoked, the application begins to 
access the card according to a predefined and organised manner. For example, the 
application may display an informative card insertion message to notify the user of the current 
card status. 
 
5.2.2  Integrated Circuit Card (ICC) identification 
 
For applications that support multiple types of ICC, the specific card type needs to be 
acquired in order for the applications to apply the necessary communication parameters when 
recurrently communicating with different cards. These parameters are used for the 
construction and processing of the two main types of APDU structures, namely command and 
response. A command APDU is sent by the IFD to the ICC while a response APDU is sent by 
the ICC to the IFD. Unintelligible communication between the ICC and the IFD due to 
incorrect parameters may cause either component to remain idle and unresponsive or 
produce worthless ineffective responses. 
 
The ATR string is a sequence of characters from the ICC in response to the IFD initiating a 
reset of the card. The ATR advises the IFD of parameters that are required by the card to 
establish a data communication pathway. It is limited to 33 bytes in length and contains the 
transmission mode such as T = 0 or T = 1, that is supported by the card. As the ATR typifies a 
flexible format of mainly optional characters, it may provide supplementary information to the 
application such as: 
 
a) data transmission rate; 
 
b) card hardware characteristics such as type and version number; 
 
c) chip serial number; or 
 
d) mask version number. 
 
There is no established standard for the data organisation within the optional characters of 
the ATR as they are generally defined by the ICC manufacturer or issuer. Having ascertained 
the distinctive attributes within each ICC type’s ATR, the application is able to tell apart 
various cards by merely parsing the received ATR. 
 
5.2.3  Integrated Circuit Card (ICC) removal 
 
Contrary to insertion, ICC removal refers to isolation to the extent where the ICC is 
undetectable by the IFD. Evidently, an ICC firstly has to be inserted into the IFD prior to its 
discretionary removal. An ICC is normally removed once all data exchanges between the ICC 
and IFD have been concluded and the continued card insertion no longer serves any valid 
purpose. On the other hand, an ICC may be abruptly removed mainly due to unforeseen and 
impromptu circumstances. For example, a lengthy data transfer may be forcibly terminated by 
removing the ICC from the IFD before the transfer completion. The corresponding ICC 
session is destroyed or terminated following ICC removal as the session related information 
ceases to be of any meaningful use. 
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The destruction or termination of a session involves releasing all dynamically-allocated 
memory (explicitly if automatic garbage collection or integrated memory management is 
nonexistent) and resetting global state and environment variables to their initial values before 
the session was first created. Once the memory storage for these data objects is de-allocated 
their references and values are cleared without leaving any lingering trace. If the information 
held by these objects are required beyond their lifetime, they may be recorded in a log or 
trace file that resides in non-volatile memory.  
 
For multithreaded applications, all ICC related threads are terminated except for the ICC 
detection thread which is preserved to detect the next occurrence of ICC insertion and is 
responsible for creating the subsequent session. 
 
Similar to insertion, the detection of ICC removal may be implemented through polling or 
event handling.  
 
5.3 Integrated Circuit Card (ICC) access/data transfer 
 
Primarily, an ICC offers an efficient and conclusive approach for personal identification with 
biometrics authentication. The GMPC ICC was designed to accommodate the applications as 
shown in Table 1. New applications may be added in the future. 
 

Table 1.  Application in GMPC 
 

No. Applications MyKad MyKid MyPR MyKas 

1 Identification card information Yes Yes Yes Yes 

2 Holder Image and Fingerprint 
minutiae 

Yes No Yes Yes 

3 Driving license Yes No Yes Yes 

4 Passport information Yes No Yes Yes 

5 Health information Yes Yes Yes Yes 

6 Education information No Yes No No 

7 e-Cash Yes No Yes Yes 

8 Touch ‘n’ Go Yes No Yes Yes 

9 Automated Teller Machine (ATM) Yes No Yes Yes 

10 Public Key Infrastructure (PKI) Yes No Yes Yes 
 
When an ICC is powered on by the IFD, it responds by sending a string of bytes referred to as 
the Answer-to-Reset or ATR. The ATR informs the IFD of the ICC’s electrical and 
communication capabilities as well as notifies and establishes a commonly understood 
protocol for further communications. Once communication is established based on the ATR, 
the IFD and the ICC is able to effectively exchange data. During their exchanges, the ICC and 
the IFD have specific functions. 
 
Communication with the ICC is always initiated by the IFD. The ICC always responds to 
commands from the IFD, which means that the card never sends data without an external 
stimulus. This yields a pure master-slave relationship with the IFD as master and the ICC as 
the slave (see Figure 2). 
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Figure 2.  IFD and ICC data exchange 
 
The IFD dispatches commands to the card by referring to a command structure that is defined 
in MS ISO/IEC 7816-4 and known as Application Protocol Data Unit (APDU). The ICC 
processes received commands and replies to the IFD with the corresponding response 
APDU. Each command that is successfully sent requires a response that determines the 
IFD’s next course of action. 
 
Writing and reading to and from ICC protected area require a genuine SAM card from the 
specific agency. The SAM card will perform the challenge and response with the ICC before 
the specific area can be assessed. 
 
On the part of the IFD, the ICC communication channel is restricted to single-threaded where 
upon issuing a command to the ICC, it is blocked until a response is received. A response 
from the ICC is perceived and treated as the exact reply for the immediate preceding 
command. 
 
Depending on the application design, the main application process may split into multiple sub-
processes or threads that execute in parallel but independently. Each thread runs different 
program instructions for performing various tasks while sharing the parent process’ resources. 

Reset

Answer-to-Reset (ATR)

Command APDU 1

Response APDU 1

Command APDU 2

Response APDU 2

Analyse ATR 

ICC Session 

Data exchanges continues until 
the session is terminated 

gradually by the IFD or abruptly 
by the ICC 

IFD (Master) ICC (Slave) 
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The concept of multithreading is useful when there are multiple events that may occur 
arbitrarily. The processing of a prior event may be temporarily interrupted following the 
occurrence of an event of higher priority. ICC detection events assert greater priority over 
common application events as they indicate the ICC status to the application. 
 
Polling requires the formation of a dedicated thread that will continuously check the card 
status by calling the specific interface device API. A thread of execution results from dividing 
a computer program into two or more concurrently running tasks. Computing resources that 
are allocated to the program such as CPU cycles, memory and I/O are shared among threads 
that are contained within a single program. 
 
At the onset of an ICC session, data objects such as state and environment variables are 
initialised to their predefined or default values. These objects are essentially used to store and 
maintain the updated status, progress and result of data exchanges that are underway 
between the ICC and the IFD. The end product of these exchanges may well be sizeable 
arrays of data which are then accumulated and organised into specially designed data 
structures that act as abstract data types. 
 
For multithreaded applications, dedicated threads are dispatched for executing separate 
portions of code to ensure they perform distinct tasks and avoid duplication of results. Thread 
executed code are usually enclosed within a thread procedure. 
 
5.3.1   Process synchronisation 
 
In concurrent programming, a critical section refers to a segment of code that accesses a 
shared resource such as a data structure or device. To prevent deadlocks, the execution of 
critical sections is required to terminate within finite time. It is essential for event handlers that 
contain critical sections to implement synchronisation mechanisms as a subsequent event’s 
occurrence may generate an additional thread while the previous thread is still executing 
within the handler. Access by both threads into the critical section requires incisive 
coordination to ensure ordered execution within the exclusive code segment. Furthermore, 
synchronisation of simultaneous threads is crucial in maintaining the correct runtime 
sequence and avoiding unexpected race conditions. A race condition describes a type of flaw 
where the result of a process is unexpectedly and critically dependent on the sequence or 
timing of other events. 
 
There are many types of synchronisation mechanisms, with common ones such as: 
 
a) monitors; 
 
b) wait handles; 
 
c) mutexes; and 
 
d) locks/semaphores. 
 
Implementation of the most appropriate synchronisation object depends upon specific 
conditions that define and control thread accessibility into critical regions. Every object has 
certain unique attributes that may be more applicable and prove significant under varying 
synchronisation requirements. 
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5.3.2  Application Protocol Data Unit 
 
Application Protocol Data Units (APDUs) are used to exchange all data that passes between 
the ICC and the IFD. A distinction is made between command APDUs, which represent 
commands sent by the IFD to the ICC and response APDUs, which represent replies to these 
commands from the ICC.  
 
APDUs are passed by the transmission protocol transparently, which means without 
modification or interpretation. APDUs that comply with the MS ISO/IEC 7816-4 standard are 
intended to be independent of the transmission protocol. The content and format of an APDU 
remains the same when a different transmission protocol is used. This applies to both, T = 0 
and T = 1 protocols. 
 
5.3.2.1  Command APDU 
 
A command APDU is composed of a header and a body. The body may have a variable 
length, or it may be entirely absent if the associated data field is empty. Figure 3 shows the 
structure of a command APDU. 
 
 

CLA INS P1 P2 Lc field data field Le field 

 

 
 header body 
 

Figure 3.  Structure of a command APDU 
 
The header consists of four elements which are the class byte (CLA), instruction byte (INS) 
and two parameter bytes (P1 and P2). The class byte is used to identify applications and their 
specific command sets. ISO-based commands are denoted by the class byte ‘0X’.  
 
The instruction byte encodes the actual command. The entire address space of this byte (‘00’ 
- ‘FF’) may be exploited with the sole restriction that only even values may be used as the T = 
0 protocol provides for the programming voltage to be activated by returning the instruction 
byte incremented by one. The instruction byte command APDUs has even values. 
 
The two parameter bytes are primarily used to provide more information about the command 
denoted by the instruction byte. They serve as switches that determine various command 
options. For example, they are used to control certain options for the SELECT FILE command 
or specify the offset for the READ BINARY command. 
 
The part following the header is the body which may be optional depending on the type of 
instruction. The Lc field specifies the length of the data field sent to the ICC while the Le field 
indicates the expected length of the data field to be returned from the ICC. The data field 
contains data that supplement the commands that are sent to the ICC. If the value for the Le 
field is ‘00’, the IFD is expecting the ICC to return the maximum amount of data available for 
the command. 
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The Le and Lc fields usually consist of one byte although they can be converted into fields 
that are three bytes in length. Such fields can be used to  represent data field lengths up to  
65 536 since the first byte may contain the escape sequence ‘00’. The standard defines this 
three byte length specification for future applications (see Figure 4).  
 
 

‘00’ Le/Lc (MSB) Le/Lc (LSB) 

 
 byte 1 byte 2 byte 3 
 

Figure 4.  Structure of an extended Lc or Le field 
 
As various elements of the command APDU are characterised as mandatory or optional, the 
type of instruction determines the eventual composition of the command APDU. There are 
generally four acceptable formations of the command APDU as in Figure 5.  
 

header 

 

header Le field 

 

header Lc field data field 

 

header Lc field data field Le field 

 
Figure 5.  Acceptable formations of command APDUs 

 
5.3.2.2  Response APDU 
 
The response APDU is sent by the ICC in reply to a command APDU that is sent by the IFD. 
It consists of a mandatory trailer that may be appended to an optional body as shown in 
Figure 6.  
 

data field SW1 SW2

 

 
 body trailer 
 

Figure 6.  Structure of a response APDU 
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The body consists of data field whose length is specified by the Le byte of the preceding 
command APDU. Regardless of the value specified in the Le byte, the length of the data field 
can be zero if the ICC terminates the command processing due to an error or incorrect 
parameters. The overall response is represented by the two single byte status words in the 
trailer (SW1 and SW2) as shown in Figure 7. 
 
There are generally two acceptable formations of the response APDU. The status words 
within the trailer are always mandatory. 
 
 

SW1 SW2

 

data field SW1 SW2

 
Figure 7.  Acceptable formations of response APDUs 

 
The ICC always sends a trailer in response to a command. The two byte status words are 
also called the return code and they are used to encode the response to the command (see 
Figure 8). For example, the return code ’90 00’ denotes that the command was executed 
completely and successfully. There are more than 50 different codes which are categorised 
according to a classification scheme. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 8.  Return code classification scheme as defined by the MS ISO/IEC 7816-4 
standard 

 
 
Although there is a standard for return codes, many applications use non-standard codes. 
The only exception is the code ’90 00’, which almost universally indicates successful 
processing. With all other codes, it is always necessary to consult the relevant specification in 
order to be sure of their significance and denotations. 
 

return code 
(SW1  SW2)

process completed 

normal processing 

’61 XX’ 
’90 00’ 

process aborted 

warning processing

’62 XX’ ’64 XX’ 

execution error checking error 

’63 XX’ ’65 XX’ ’67 XX’ to 
’6F XX’ 
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5.3.3  Integrated Circuit Card (ICC) reading 
 
The following information is available in the GMPC at the moment.  
 
a)  Identification card information 
 
b)  Holder Image and Fingerprint minutiae 
 
c)  Driving license 
 
d)  Passport information 
 
e)  Health information 
 
f)  Education information 
 
g)  e-Cash 
 
h)  Touch ‘n’ Go 
 
i)  Automated Teller Machine (ATM) 
 
j)  Public Key Infrastructure (PKI) 
 
Other information may be added in the future. 
 
When implementing the SDK API’s or direct card commands to read the GMPC, the total 
cycle time should be considered for performance efficiency. It is recommended to have a 
proper user interface to highlight the process status. 
 
Figure 9 shows the example of data retrieval process flow from the ICC. 
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Figure 9.  Example of data retrieval process flow from the ICC 
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5.4 IFD shutdown 
 
When the application closes, it is imperative for the IFD to be gradually shutdown to conserve 
and also release the appropriate resources so that they may be utilised by other applications. 
For example, the serial communication physical interface is closed. This is to avoid system 
collision that may cause application to hang or indefinite wait period. 
 
An ICC removal should never cause the IFD to shutdown but switched to a detection state to 
anticipate the next ICC insertion. If the IFD is shutdown while the application is still running, 
pending ICC operations are abruptly aborted which renders the application incapable of 
carrying out ICC transactions as it no longer seizes and communicates with the IFD. It is 
possible for a badly designed application to retain the IFD even after it has been terminated 
due to a worker thread that is still active in the background operating in the parent process’ 
space. Under such undesirable circumstances, the host IFD has to be reset to release the 
IFD unconditionally and restore the IFD’s availability to normalcy. 
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