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National foreword

This adoption of the EN Standard as a Malaysian Standard was recommended by the
Working Group on Security Office Safes under the authority of the Industry Standards
Committee on Mechanical Engineering.

This Malaysian Standard is identical with EN 1143-1:2012, Secure storage units -
Requirements, classification and methods of test for resistance bulgary - Part 1: Safes, ATM
safes, strongroom doors and strongrooms, published by the European Committee for
Standardization (CEN) with the exceptions as listed below.

a) inthe source text, "this European Standard" should read "this Malaysian Standard";

b) the comma which is used as a decimal sign (if any), to read as a point;

c) incorporation of National Annex NA on “Safes grades and insurance ratings”; and

d) incorporation of National Annex NB on “Custody/storages of classified document,
official/classified material and matter (other than document)”.

There will be a Part 2 of this standard to be developed on resistance to fire.

This Malaysian Standard cancels and replaces MS 1297:1992, Specification for fire and
burglary resistant office safes.

This standard is published with the permission of the European Committee for
Standardization. Such permission is hereby acknowledged.

Compliance with a Malaysian Standard does not of itself confer immunity from legal
obligations.

i © STANDARDS MALAYSIA 2014 - All rights reserved
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Foreword

This document (EN 1143-1:2012) has been prepared by Technical Committee CEN/TC 263 “Secure stroage of
cash, valuables and data media’, the secratariat of which is held by BSL.

This European Standard shall be given the status of a natienal standard, either by publication of an idenfical text or
by endorsement, at the latest by October 2012, and conflicting naticnal standards shall be withdrawn at the latest
hy October 2012,

Attention is drawn {o the possibility that some of the elementis of this document may be the subject of patent rights.
CEN [and/or CENELEC] shall nof be held responsible for identifying any or ali such patent rights.

This European Standard supersedes EN 1143-1:2005+A1:2008,
Compared with EMN 1143-1:2005+A1:2008, the following changes were made:

a) Addition of requirementis and technical type testing criteria for the conduct of the additional gas fest on ATM
safes of resistence grades l to VIl {Table 2; Clauses 4, 10 and sub-clause 12.4);

b) Optimisation of the reguirements and {echnical type testing critaria for the anchoring test on ATM safes
(Table 2; 8.2} as a basis of the use of fixed and flexible ATM bases;

¢) Modification of the requirements for the resistance value for the post-destonation test in the conduct of the
additiona!l test with explosives (EX). The previous criterion of complete access was deleted and replaced with
pariial access {Tables 1 and 2 and sub-clauses 5.8e, 6.1, 7.54.4, 7.6.13, 7.7 and 9.5.1};

d} Editorial clarifications in sub-clauses 3.12, 42 3 and 82.3.1.

According to the CEN/CENELEC Internai Regulations, the national standards organizations of the following
gountries are bound to implement this European Standard: Ausiria, Belgium, Bulgaria, Croatia, Cyps, Czech
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, lceland, Ireland, ltaly, Latvia Lithuania,
tuxembourg, Maita, Netheriands, Norway, Poland, Poriugal, Romania, Slovakia, Slovenia, Spain, Sweden,
Switzerland, Turkey and the United Kingdom.
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introduction

Tesis are made, the resuits of which are used to classify the resistance to burglary. The resistance cfassification
can aiso be used for designing secunty systems with the provision that, depsnding on the criminal, the conditions at
the piace of the crime and the availability of tools, considerably fonger times are likely to occur in real burglary
attacks than in a test.

Manuai tesis are inciuded, whose resufts and repeatability is dependant on the skill of the festing team. Machine-
related tests are under development and may be included when this European Standard is revised.

|
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1 Scope

This European Standard establishes the basis for testing and classifying free-standing safes, built-in safes (floor
and wall), ATM safes and ATM bases, sirongroom doors and strongrooms {with or without a door} according to
thelr burglary resistance. This European Standard does not cover testing and classifying Deposit Systems and
ATM systems.

2 Mormative references

The following documents, in whole cr in part, are normatively referenced in this documesnt and are indispensable for
its application, For dated references, only the edition cited apnlies. For undated references, the latest ediion of the
referenced document (including any amendments) applies.

EN 1300, Secure storage units — Classification for high security locks according lo their resistance fo unauthcrized
opening

3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.

3.1

safe

storage unit which protects its contents against burglary and when closed has at least one internal side < 1 m
length

3.2

free-standing safe

safe whose protection against burglary depends only upon the materials and construction of its primary
manufacture and not upon materials added or atlached during installation

3.3

built-in safe

safe whose protection against burglary is partly dependent upon materials incorporated into it, or attached to it
during instalfation

Note 1 to entry: Under floor safes and wall safes are special types of built-in safes.

3.4
strongroom
storage unit which protects against burglary and when closed has internal side lengths in all directions > 1m

Mote 1 1o entry: Strongrooms may be cast in-situ, constructed from pre-fabricated elemenis or a combination of both.

35
strongroom door
doar with lock(s), bottwork and frame intended for giving access to a strongroom

3.8
ATM safe
safe forming part of an ATM system

3.7
ATH base
integral part of an ATM system located between the ATM safe and the surface to which the safe is o be anchored

!
{
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3.8

internal space

part of the interior of an ATM safe which is bounded by the inside surfaces and the boliwork cover plate(s} of the
door of the ATM safe body

3.9

ATM

automatic teller machine

means for holding and processing cash and/or valuables

MNote 1 to entry: For the purpose of this standard, automated teller machines, currency exchange machnes, curency
recycling machines and machines such as teller assist machines are all considered types of AT,

3.10

ATM-System

assembly of sub-units which provides an ATM function and affords security to cash and/or valuables stored within
the ATM safe

Nota 1 fo entry: An exampie of an ATM system is shown in Figure 1.

ATM System

1

H
z

ATM safe ATM mechanism AT control unit

ATM base

Figure 1 — Example of an ATH system

MNote Z to entry: Of the sub-units shown in Figure 1, the ATM mechanism and the ATM control unit are not tested according
to this Eurcpean Standard.

3.1

accessories

installations/devices which are part of the structure or which pass through the structure of the stongroom or
strongroom door(s) for ventilation or for deposit of cash and valuables

Note 1 to entry: Accessories may be aslways open, usually open (but can be closed in case of emergency), or closed (but
can be opened if necessary).

3.12
operating time
time during which a toal is used attempting to create a change in the test specimen

Note 1 to entry: in the context of this standard, there are alsc operating times considerad during which no visibie
madifications/changes are caused fo the test specimen.

3.13

resistance unit

RU

burglary resistance which results from one minute's use of a tool carrying the coefficient 1 and the basic value 0
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3.14
resistance grade
classification designation for burglary resistance

3.15
resistance value
numericai vaiue in resistance unils calculated for each test

3.16

basic value

BY

number in resistance units allocated to a particuiar tool

Note 1 to entry: The basic value represenis problems in obtaining, ransporting, using and operating the relevant tool at the
site in guestion. and the necessary knowledge and experience for its efficient use.

3.17
tool coefficient
number in resistance units per minute allocated to a group of tools

Note 1 to entry: The ool coefficient represents factors such as noise, smoke, fumes and other effects, which increase the
liketihood of a burglary attack being detected.

3.48
holtwork
mechanism by which a closed door is held such that, until it is in the withdrawn position, the door cannot be opaned

3.8
tock
device able to recognize a coded input and which performs a blocking function on the boltwork or the doer

3.20

relocking device

system compriging blocking and detecting elements which will prevent the boltwork from being withdrawn if a
burglary attack is detected

Note 1 to entry: A relocking device can be part of the locking mechanism (e.g. active or live relocker) or an independent unit
(e.g. passive relocker).

3.21
to close
to move the door s it becomes possible to boit it

3.22

to bolt

to throw the boltwork or the bolt of the lock {if there is no boltwork) io a position where it fixes the door in closed
position

3.23

to lock
to block a thrown boltwork by action of a lock

4 Classification and requirements

4.1 Classification

Safes are classified to a resistance grade according to Table 1.

i
:
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ATM safes are classified to a resistance grade according {o Tabie 2.

Strongroom doors and strongrooms (with or without a door) are classiffed to a resistance grade according to Tahls
3.

All products shall meet general requirements (4.2} and products with EX, GAS and CD designation shall mest
additional requirements (4.3, 4.4 and 4.5).

4.2 General reguiremenis

4.2.1 Safes, strongroom doors and strongrooms

There shall be no holes through the protection material other than those necessary for locks, cables or anchoring,
nor for the fitting of accessories to strongroom doors and strongrooms.

2
Cable openings in safes, strongroom doors and strongroocms {(with or without a deor) shall not excezd 100 mm .
Unused cable entry cpenings shall be obstructed or plugged by the manufacturer by a means of which cannot be
removed from the cutside without leaving visibie traces.

Free-standing safes with a2 mass of less than 1 000 kg shall have at least one hole by which they can be anchored.
The anchoring assembly for each anchoring hole shall sustain the force given in Table 1,

4.2.2 ATM safes

ATHM safes shalt have means for plugging unused openings. These means shall be impossible to remove from the
outside without leaving visible traces.

NOTE 1 Cpenings through the protection material for ATiM functioning are permiited in AT safes.

2
NOTE2  Cable entry openings in ATM safes may be larger than 100 mm .

ATM safes, including optional ATM bases, shzall have a fixing capability by which they can be anchored, and which
shall sustain the required force given in Table 2.

4.2.3 Boltwork cover plate
Safes, ATiM safes and strongroom doors shall have an internal beltwork cover plate that prevents unauthorized

viewing of the locks and boltwork and access fo them, when the door is open. Boliwork cover plates shall be
secured so that they cannot be opened or removed by an unauthorized person without leaving visible taces.

4.2.4 Cable hole

Safes, strongroom doors and strongrooms of grade lfl and higher shall either have a hole for a cable or a
preparation enabling a connection to be made {0 an alarm system after the secure storage unit has baen installed.

4.2.5 User instructions

Safes, strongrooms and ATM safes shall be pravided with operating and maintenance instructions, including
instructions regarding the locks. Free-standing safes and ATM safes shall have instructions for anchoring. For buiit-
in safes, strongroom doors and strongrooms, instaiation instructions shall be provided.

4.3 Addifional requirements for EX designation

When tested in accordance with Clause 9, safes of resistance grades It to X designated 'EX' shall achieve the
minimum post-detonation resistance values given in Table 1. EX designation is not applicable to safes of resistance
grade Oto .

§
i
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When tested in accordance with Clause 9, ATM safes of resistance gradss H to Vil designated 'EX' shall achieve
the minimum post-detonation resistance values given in Table 2. EX designation is not applicable to ATM safes of
resistance grades L and I.

When tested in accordance with Clause 9, strongroom doors and strongrooms {with ar without doors) ofresistance
grades |l to Xill designated 'EX' shall achieve the minimum post-detonation resistance values given in Table 3. EX
designation is not applicable to strongroom doors and strongrooms of resistance grades 0 and L.

When tested in accordance with Clause 9, the cable-entry openings of safes, strongroom doors and sfrongrooms
{with or without a door) shall not permit the entry of explosives (e.g. fuses or charges),

4.4 Additional reguirements for GAS designation

When tested in zccordance with Clause 10, ATM safes of resistance grades Il to Vil designated GAS' shall
achieve the minimum posi-detonation resistance values given in Table 2. 'GAS' designation is not applicable o
ATHM safes of resistance grades L and 1.

4.5 Additional requirements for CD designation

When tested in accordance with Clause 11, safes of resistence grades 1V {o X designated 'CD' shall achieve the
minimum resistance values given in Table 1. 'CD’ designation is not applicable to safes of resistance grades 0 to lll
and ATM safes.

Whan iested in accordance with Clause 11, strongroom doors and strongrooms (with or without a door) of

resistance grades VIil to Xill designated 'CD' shail achieve the minimum resistance values given in Table 3. 'CDY
designation is not applicable to strongroom doors and strongrooms of resistance grades 0 to VIl

10
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Table 2 — Minimum requirements for classification of ATM safes info resistance grades

Additional
Resistance Tool affack test Anchoring | Tool atiack | Additional Locks require-
grade {Clause 7) strength ieston requirement ments for EX
{8.2) fixing s for post- and GAS
aitachment | anchoring designation
{Clause 7} | forcing test (optional)
{Clause 8} {Clauses 9
Resistance value for and 10}
partial complete | Required | Resistance Post- Quan- | Class Post-
access access force value anchoring tity { accordin | detonation
resistance gto resistance
value EN 1300 value®
general used
aperures
b
RU RU RU kN Ry Ry RU
body 20 20 30
L 50 30 18 1 A €
door 30 30 50 '
| 30 30 50 50 30 18 1 A N
I 50 35 an 50 50 22 1 A 4
Hi &0 65 120 50 50 22 1 B 5]
(A% 120 100 180 100 50 22 2 B 9
Y 180 145 270 100 50 22 2 B 14
\l 270 220 400 100 70 22 2 c 20
Vit 400 350 600 100 120 22 2 C 30
VHI 550 500 825 100 160 22 2 C 41

? Resistance values do not apply to the body of grade L ATM safes which fulfil the requirements of 7.5.5.
b Applies only lo aperiures actually used; plugged and unused apertures shali satisfy the general values.

“ EX and GAS designation are not permitted for resistance grades L and |
9 Resistance value for partial access.
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Table 3 - Minimum requirements for classification of strengroom doors and strongrooms

into resistance grades

Resistance Tool attack test Locks® Additional Additionai
grade (Clause 7) requirements for | requirements for
EX designation 0D designation
{opitonal) {optienal)
{Clause 9) {Clause 11}
Resistance value Quantity Class Posi-detonation Resistance
for complete access according to | resistance value® valse®
EN 1200
RU RU RU
G 30 1 A ¢ !
| 50 1 A ¢ !
1l 80 1 A !
il 120 1 B !
v 180 2 B !
v 270 2 B 14 ‘
Vi 400 2 c 20 ‘
il 500 2 C 30 ’
VI 825 2 C 41 10500
X 1050¢ 2 C 53 10 000
X 1350 2 C 58 10 000
Xl 2 000 S Cor 100 10 000
2 D
Xit 3000 3 Cor 150 10 000
2 o
X 4 500 2 ) 225 10 030
? Not applicable for classification of sirongrooms without a door,
" Ex designation is not permitied for resistance grades 0 and .
¢ Resistance value for complete access.
d

CD designation is not permitied for resistance grades 0 to VIL.
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5 Technical documeniation
The technical documentation shall contain the following information:

5.1 The date of issue, the name of the manufaciurer or the name of the applicani requesting the tasting shall be
on each page.

5.2 Statement of the type of product: free-standing safe, built-in safe (floor and wall), ATM safe, strongroom door
or strongroom (with or without a door), iogether with & list of sizes covered by the same design.

5.3 Drawings of the test specimen showing the following:

a) weight, outside ard inside dimensicns, and the manufacturing tolerances;
k) horizontal and vertical cross sections;

c) quantity, layout and features of locks, boltwork and refocking devices;

dy quantity, pitch and position of door balts, their dimensions (e.g. cross saction), throw and engagements and
their type (e.g. moving or fixed);

e} location and design of any local areas of $pecial protection materials;
f) details of the fastening and/or fitting or anchoring of all elements relevant to physical securily: e.g. construction
and position of joints and connactions, the maans by which door andfor frames are joined to wallg, the means

by which prefabricated panels are joined;

@) marking, position and dimensions of any holes which pass through the protection material with a detailed
representation of spacially protected areas;

n) details of optional features, €.g. features for time locking and time delay locking;

) for ATM safes, the ATM base, if any, will be idaniified by the manufacturer.

5.4  List of all the locks that may be fitted, including the manufacturer and model number.
5.5 Specification of the materials of construction {if not cantained in the drawings).

5.6 Statements of details of any materials or device(s) intended to generate gas, smoke, seof, ete. in the event of
physical attack, or which could generate harmful substances during testing.

5.7 Statements of the nature and position of any cables andfor facilities for penetration of detection systems, for
the mounting of electro-mechanical securing devices, alarm devices, afc.

5.8 Instructions for instaliation, giving at least the following details:
a) method of anchoring free-standing safes with a mass less than 1 000 kg;

b} method of encasing buili-in safes, Le. proportion of body which is 1o be encased; the minimum size and section
thickness of the encasement; the minimum quality of encasement material; (types and propotions of
aggregates, cement and any other constituents, flowability of the freshly prepared mass and the 28-day cube
compression strength together with the relevant methods of test to define these features); any reinfocement or
anchoring to be included within the encasing mass;

¢} method for the construction of monclithic cast in-situ strongrooms, inciuding the following: minimum guality of

concrete ({types and proportions of aggregates, cement and any other constituents, flowability of the frashly
orepared mass, and the 28-day cube compression strength together with the relevant methods of test to define
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these features); reinfercement to be included in the strongroom, the means by which door and frame are joined
to walls and the means by which armouring and anchoring are jointed to elements;

d} method for assembling pre-fabricated strongroom elements;
&) method by which:
1) the ATM safe is anchored to the floor or other surface;

2y the ATM safe is anchored to the ATM base and the ATM bzase is anchored to the floor or other surface.

8 Testspecimen

8.1 The test specimen shall be a safe, an ATM safe, g strongroom door or a strongroom (with or without a daor).
The strongroom test specimen shall consist of elements representing all joints and assemblies essenfial for testing
purposes. Optional features {see 5.3 h)) which could decreasa the burgiary resistance vaiue shall ke included in
the test specimen. Optional features (see 5.3 h)) and accessories such as fime locking and time delay locking
which could increase the resistance value in the tool attack test shall be removed or made not operative during the
ool attack test.

An ATM safe test specimen shall include an ATM base if this is required for any type of instaiiation. If the ATM base
is optional, the testing laboratory can choose whether to test with or without the ATM base.

8.2 Cable enirances for detection systems and/or accessories specified in the technical docurnentation shall be
present in the test specimen.

8.3 Test specimens for built-in safes and cast in-situ strongrooms shall be constructed using the componenis
supplied and following the instructions for instailation, {see 5.8}

T Tool attack test

7.1 Principle

The test serves to establish the compiete access, and for safes and ATM safes also the partial access, minimum
resisiance values of the test specimen.

A testing team (see 7.2) examines a test specimen (sze Clause 6) together with the technical documentation {see
Clause 5) and devises a programme of aftacking the test specimen. The testing team atiacks the test specimen.
The time iaken to gain partial or complete access, assessed by inserting a test block, is recorded and then used to
calculate a resistance value.

The tools and programme of attack used during testing shall be those most likely, in the opinion of thetesting team,
to result in the lowest resistance values. Exploratory tests may be made.

WARMING: Because some of the tests specified in this Eurcpean Standard involve the use of processes imposing
risk on the persons concernad, use only trained staff and ensure adequate supervision.

7.2 Testing team
The testing team shall comprise:

a) testing team leader who is responsible for the conduct of the test and whase function is to plan, direct and
supervise the testing;

b) time keeper whose function is confined to timekeeping and the compiling of the event record;

15
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c) testing operatives whose function is to carry out the necessary tool attacks on the test specimen as directed by
the testing team leader.

NOTE Testing should be camied out accerding to the current state of knowledge, To ensure maximum consistency in test
results, testing laboratories should have EN ISOQ/IEC 17025 accreditation and should participate in audits, cooperstive tests,
experience-sharing events and other refevant training.

7.3 Apparatus

7.3.1 Attack tools

Any tool used for the testing shall be given a coefficient and hasic value according to Annex A.
Tool category B includes tools of category A,

Toot category C includes toois of categories A and B.

Tool category D includes jools of categories A, B and C.

Tool category S includes tools of categories A, B, C and B.

Alterations tc taols other than those permitied as 'specially made {ools’ shali not be made. For insiance, | is not
permitted to enlarge nozzies, lengthen electrodes, rods or levers eto.

SAFETY WARMING: Tool safety devices such as guards, fuses and other current limiting features and/or
maximum spaed controls, shall not be removed or altered.

To protect the operator(s), in the case of combined use of 2 hand impact tool and a chisel, a specially consiructed
chisel helder may be used. Such a chisel holder shall be regarded as a hand-gripping too! (see Table A 2).

NOTE Testing laboratories should maintain a list of their current tcols, together with their categories in accodance with
Annex A.
7.3.2 Clock

Clock to an accuracy of at least 0,05 min for each 10 min measuring period. The scating shall be at least 0,01 min.

Clocks shall be visible to all observers, and the beginning and end of each operating time shall be indicated by an
acoustic or optical signal.

7.33 Test blocks

7.33.1  General

The test biocks shall be made of a rigid material.

7.3.3.2  Test blocks to measure partial access

Three test blocks, each with a length of 150 mm, and the following cross sections:
a) circle with 125 mm diameter;

b) square with 112 mm side length; edges and corners rounded with r = 5 mm;

¢) rectangle with 100 mm x 125 mm side length; edges and corners rounded with r = 5 mm.
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+2
For all dimensions the tolerance shall be { 0 } ik

7.3.3.3 Test blocks to measure complete access

Three test blocks, each with a length of 400 mm, and the following cross sactions:
a) circle with 350 mm diameter,;

h) square with 315 mm side length; comers rounded with r = 10 mm;

c) rectangte with 306 mm x 330 mm side length; edges and cormers rounded with r = 10 mm.

+3
For all dimensions the tolerance shall be ( 0 J mm,

7.4 Test criteria
The requirernants for a fulfilled tool attack test are:

a) for pariial access that one of the test blocks defined in 7.3.3.2 can pass completely through the aperture
created.

k) for complete access that one of the following conditions is met;
1)  one of the test blocks defined in 7.3.3.3 can pass through the aperiure created;

2y dooris removed or the door is opened to a clear width of at least 300 mm over at least §0% of the inside
height of the storage volums;

¢) for fool attack on the ATM safe fixing attachments that the fixing attachments are completsly seversd,

In case of a built-in safg, its removal from the encasement is also regarded as a complete access.

Any tool attack test shall be continued until no more information necessary for determining the resistance grade
can be reasonably expected. This can occur when the resistance value discovered in previous test attacks is

exceeded.

An abandoned tool aftack test shall count as one of the tests required in 7.5.
7.5 Testing programme

7.5.1 Free-standing safes

The tests shail comprise at least ane tool attack test for:

a) partial access against the area of the body wall or the door of the test specimen; and

b) complete access against the body or the door,

Additional tool attack tests according to a} and b) are required against the wall, top, base or door if the test

specimen has areas or zones of a different construction and for which the resistance value can be reasonably
expected to be lower (e.g. in the area of pre-existing holes).
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7.5.2 Built-in safes

The test shall comprise at least one tool attack test for:

a) partial access against the door or lid {including the doocr frame and encasement, if appropriate); and

b) complete access against the door and/or against the body o remove the built-in safe from its encasement.
Additional tool attack tests according to a) and b) are required if the test specimen has areas aor zones of a different

construction and for which the resistance value can be reasonably expected to be lower (e.g. in the aea of pre-
existing holes).

7.5.3 Strongrooms

7.5.3.1 General

The test shall comprise at least one tooi attack test for complete access ageinst the sirongroom wall and one tool
attack test against the strongroem door for complete access.

7.5.3.2 Swongroom without door
The test shall comprise al least one tool afiack test for complete access.
Addittonal tool attack tesis for the complete access are required against ceiling, hase and wall segments if the

construction of the strongroom has areas or zones of different construction and for which the resistance velue can
reasonably be expected io be lower (e.g. in the area of pre-axisting hotes).

7.5.3.3 Strongroom doors

The test shall comprise at least one tool atiack test for complete access on the door (including frame and adjoining
wall sections, if necessary).

Additional tcol attack tests for the complete access are required if the test specimen has areas or zones of different

canstruction and for which the resistance value can reasonably be expected {o be lower {&.g. in the ar=a of pre-
existing holes).

7.54 Grades | to Vil ATM safes

7.5.4.1  General

Testing of grades | to VIH ATM safes shall comprise at least one tool attack test for:

a) partial access against the body or door;

b) complete access against the body or door;

¢) cutting or destroying the fixing by aitack on any fixing attachment.

Additional tool attack tests according to a) and b) shall be made on any area or zong of the test specimen which

has a different construction and for which the resistance value can be reasonably expectad to be lower (e.g. in the
area of pre-existing holes).

7.5.4.2 Partial access testing

Partial access testing of grades 1 to VIii ATM safes shall comprise:
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a) at least one tool attack test against body or door shall be made in such a way that pre-existing heles {plugged
or unpiugged} do not form part of & panial access penetration; the grade partia! access reguirements are those
of the column of Table 2 headed "general”;

by &t least one tool atiack test shall be made so as to create a partial access by enlarging an unplugged cash exit
opening or an unplugged deposit opening {if such an opening is present in the fest specimen). the grade
partial access requiremeants are those of the column of Table 2 headed "used aperiures’;

c) tocl attack tests shall be made against plugged cash exit openings or plugged deposit openings (should a
plugged opening be present in the test specimen); the grade partial access requirements are those of the
column in Table 2 headed "general”.

Additional partial access tool attack testing shall b2 made against any area, zone or feature of the test specimen,

including different means of plugging unused openings, and for which the resistance value can reasonably be
expected to be lower.

7.5.4.3 Complete access {esting
Complete access iesting of grade | to VIil ATM safes shall comprise 2 too! attack test against body or door.

Additional complete access tool attack testing shall be made against any area or zone of the test specimen for
which lower resistance values can be reasonably expected.

7.5.44  Attack against fixing testing

There shall be an sttack against the fixing attachment of the ATM safes and/or the ATM base of gradeito VI ATM
safes by cutting or destroying the fixing of the ATM safe and/or the ATM base andlor the ATM base itself,

755 Gradel ATM safes

7551 GCeneral

All grade L. ATM safes shait be subject to at least one tool attack tsst for:
a) partial access against the door;

b) complete access against the door;

c) cutting or destroying the fixing by aitack on any fixing attachment.

Further testing of grade L ATM safes shall be carried out according to whether or not the construction requirements
of 7.5.5.2 and 7.5.5.3 are met,

7.5.5.2 Body construction

The body of grade L ATM safes shall not be subject to partial access or complete access testing if 'a) and 'b)' are

satisfied:

a) Body is consiructed from steel of not less than > 24 mm thickness which has an ultimate tensile strength in
excess of 345 MPa, or from steel of not less than 12 mm thickness which has an ultimate tensile strength
greater than 690 MPa.

b} Body is joined along all sides in a manner not less strong than a continucus 6,4 mm penetration weld of steel
with an ultimate tensile strength of 345 MPa.

If the body of a grade L ATM safe does not satisfy either 'a) or 'by, both partial access and complete access tests
will be carried out against the body.
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7.5.5.3 Aperture limitations

Testing to exploit the presence of apertures wiil not be carried out if the apertures in a grade L ATM safe satisfy
both 'a) and 'b)"

a) all apertures have an area of less then 125 cm” or have at least one dimension less than 80 mm:
b} wall thickness within 15 mm of the sides of an apertura is not less than 8 mm.

Grade L ATM safes will be subject {o foo! attack tests for partial access and complete access against any aperiure
which does not satisfy 'a)’ and/or 'b)'.

7.6 Test conditions

7.6.% Prior to performing the tool attack tesi, exploratory tests can be carried out. These tests shall nat affect the
number of tests required according to 7.5.

7.6.2 Mon-destructive lock manipulation or lock picking attacks are not permiited.

7.8.3 Any holes {ather than those through the base of a safe that are provided for anchoring the safe} which are
present in the test specimen may be exploiied in the testing.

7.84 No mechanical advaniage shail be derived from an artificial condition for the fest specimen. For example,
the tools shall not be used below the plane of the base of the free-standing safe when it has been elevated for test
on bearers.

7.6.5 Safes and ATM safes shall only be tesied with tools of categories A, B, C and D. Strongrooms and
strongroom doors can be {ested with tools of categories A, B, C, D and 8.

7.6.6 During any one iool atiack test, the following tools shall not be used simultanecusly;

a) lwo electric powered tools (see Tables A7, A8, A8 and A.‘iO);

) twe thermal tocls (see Table A 11);

¢) two hand hammering iools (see Table A.9);

d) electric powered tcol and a thermal teol;

e) hand hammering tool and an electric powered fool;

fy hand hammering tool and a thermal tool;

g) two specially made electric powerad tocls (see Table A.8).

7.8.7 For hand hammering tools used with both hands, the number of blows is limited to 250 per tool atiack test.

7.6.8 Inany one tool attack test, only twe operatives and the testing team leader are aliowed to work on the test
specimen. Only two persans are allowed to work on the test specimen at one time.

7.6.9 The use of balancers is not allowed in a tool attack test.
7.6.10 Dustcleaners and compressed air may be used for cleaning the test specimen,
7.6.11 Testing shall only be done in areas or against features which have not been weakened by sarliartests.

7.6.12 Tool attacks for the purpose of opening the door of an ATM safe shall not pass through any part of the
internai space which is =100 mm from the plane of the boltwork cover plate (see Figure 2).
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Dimensionsin millimetres

_F“"--‘

O

O
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A 4
E I

160

Key
1 Plane of boltwork cover plate

2  Tool attack shall not pass through volume represented by shaded area
3  Door

Figure 2 — Schematic diagram showing the internal space of an AT safe through which & door opening
tool attack shall not pass
7.6.13 For a tool attack test on ATM safe fixing attachments and/or the ATM base fixing attachmenis and/or the
ATM base itself, oniy tools of tool categeries A, B, C and D may be used. Toois listed in Table A.6 shall not be

used, neither shall the non-tocls listed in Table A 14 be used.

Fixing bolts of the ATM safe and/or the ATM base may be attackad through the ATM base or through holes pre-
existing in the ATM safe if the holes are within 250 mm of the bolt being attacked.

7.7 Procedure

Record the date of receipt of the test specimen {see Clause 6) and technical documentation (ses Clause 5)
together with the unigue identification number.

Examine the test specimen (see Clause 6} and the technical documentation {see Clause 5) and ensure they
correlate.

Prepare attack tools so that they are ready for immediate use. Set-up times for first assembly are included in the
basic values and shall not be additionally added for the determination of the resistance value. For example, power
drills shall be fitted with a drill bit, angle grinders fitted with a cutting disc, thermat toois fitted with the appropriate
nozzies, drill stands attached to the sample, etc.

Close and lock the test specimen, if that wilt influence the test resull.

For unclassified locks, the code or key shall be available.

21



BS EN 1143-1:2012
EN 1143-1:2012 (E)

At the start of a test, a free-standing safe or an ATM safe with or without an ATM base iest specimen shall be
positioned in its normal attitude on the floor, or simulated floor, and may be fixed 10 assist iesting. Free standing
safe or ATM safe test specimens need not be anchored for complete access testing or for partial access testing.
During partial access testing, a free standing safe or ATM safe test specimen may be {oppled so thatany of the
sides can be tested; the time taken for toppling shall be counted as operating time. ATM safe test specimens shall
not be toppled for any door opening aitack.

Carry cut the tocl| attack test.

Record all events.

7.8 Operating time measuring

a)

b)

c)

d}

e}

22

Measure and record the operating fime for each ool used. For each operation, start the clock as the tool
touches the test specimen, stop the clock when the tool ceases to touch the test specimen,

Any fime taken to position the {ool inside the test specimen shall be measured as operation time.
The operating time recorded shali be rounded to the next complete 1/80 min or 1/100 min.

If hand hammering tools {see Table A.5) are used with both hands, the operating time shzll be calculated from
the number of blows in accordance with the following:

Tools of category A;

1) 1/860 min per biow (when the tool impacts directly against the test specimen);

2) 140 min per blow (when accessories (see Table A, 12) transmit the impact force to the test specimen).

Tools of category B:

3y 130 min per blow (when the ool impacts direcily against the test specimen);

4y 1/15 min per blow (when accessories (see Table A.12} transmit the impact force to the test spadimen).

if an atiack uses a two-handed impact method, where the time is calculated from the number of blows, and at

the same time uses another mechanical attack method, £.g. using a crowbar, then the time taken shall be the

longer of the two times, i.e. either the actual operating time, or the operating time calculated from the number

of biows.

Operating time inciudes any time taken to exiract tools {or parts of tools} whose removal is necessary to

continue the test. The operating time also includes any time for repositioning the test specimen during a tool

attack test.

Operating time inciudes any time(s) in which a tocl is removed from contact with the test specimenfor g short

period but which time cannot be avoided for the most effective continuation of the test attack (For example,

when an electric hammer is removed from contact so that the point or angle of attack can be changed).

QOperating time does not include:

1) time taken to relocate the position of a tool stand, or remove i;

2) time of a temporary interruption of a tool attack test, ordered by the testing team leader on the grounds of
operative safely, due o the emission from the test specimen of excessive gas, smoke, soot, eic., or for
cleaning or removing debris from the work area;

3) any time the testing team leader authorizes for inspection/checks of the test specimen:

4)  use of non-tools (see Table A.14) and the dustcleansar or compressed air for cleaning.
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7.9 Calculation of resistance values

For each tool attack test, calculate the resistance vaiues V), using the following formula:

Vo= (Sixe)r > By (1)

where
Z{ is the sum of all operating times in minutes;
C is the highest tool coefficient of the used atiack {ools (see Annex A);
Z BV is the sum of the basic vaiues for all attack tools used.

The calculated value shall be rounded-up to the next full number: it represents the resistance value in resistance
units (RU) for that tool attack test.

710 Tesirecord

For each ool attack tesi, record at least the following information:
a} tiestrecord reference number;

b} testing laboratory name;

¢) date and place of the testing;

d} composition of testing team, indicating who was the tasting team leader, the {ime keeper and who were the
testing operatives;

e) names of testing ohservers, if any;

fy type of product (see 5.2),;

g) identification of test specimen {see Clause 8),

h} description of each tool attack test made (in chronological order), giving details of the point of attack, attack
tools, measurements made and events, together with a record of all operating times and reference to any

photographic or video records made;

iy calculation of the resistance value (1) in resistance units (RU).

8 Anchoring strength test

8.1 Free-standing safes

8.1.1 Principle

The strength of the anchering system for free-standing safes is assessed by applying a load accordingto Figure 3.

8.1.2 Loading equipment

Tensile test equipment shall have a capacity of at least 100 kN. The load shall be applied in principle as shown in
Figure 3. Measurements of an applied load shaill be made to an accuracy within + 5% of the applied load.
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1 Hydraulic jack
2 Steel plate support
3 Anchoring assembly
4  Adaptor and load measuring unit
5  Cylinder support with an inside diameter of (2,5 £ 0,5) d (d = wall thickness)
6 Safe wall with thickness d in mm and with an anchoring hole
7  Anchoring components as described in the installation instructions

Figure 3 — Example of loading equipment
8.1.3 Procedure

8.1.3.1 Preparation

Attach the test specimen for free-standing safes to the loading equipment by an anchoring assembly through one
of the anchoring holes, according to the instaliation instructions (see 5.8).
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81.3.2 Loading

The required force {see Table 1} shall be applied in a directicn that attempts to pull the assembly through the safe's
wall or hase.

Apply the load smoothly up to the force required within 2 min to 3 min. Hold the load at this level for 1 min, and then
release,

8.1.4 Expression of test resulis

The applied force shail be given, together with a statement as to whether the force was sustained wihout the bolt
failing or without the bolt head being pulled through the wall or base of the safe.

8.1.5 Testcriteria

The anchoring assembly shall not fail or be pulled through the wall or base when testad.
8.2 ATM safes

8.2.1 Pringipls

The strength of anchoring of ATM safes is assessed by applying a horizontal force to the test specimen.

8.2.2 loading equipment

8.2.2.1 Means for applying & horizonial force of at least 100 kNN to the sample and which is able o measure
the applied force with an accuracy within £ 5 %.

8222 Steel plate to which the ATM safe {or ATM safe with ATM base) shall be anchored and which is
capabie of withstanding the full test force.

8.2.3 Procedure

8.2.3.1 Preparation

For the anchoring test of an ATM safe without an ATM base, the ATM safe shall be fixed to the steel plate using the
fixing method the manufacturer recommends for anchoring.

For the anchoring test of an ATM safe with an ATM base, the ATM safe shall be attached to the ATM base by
welding or screwing according to manufacturer's instructions; and the ATM base shall be attached to the steel plate
by the means the manufacturer recommends for anchoring.

For wall mounted ATM safes, the safe shall be turned through 50° and attached fo the horizontal steel plate so that
the steel fixing plate simulates the vertical mounting wall.

New fixing bolts and asscociated ifems shall be used for each anchoring strength test.

Cemponents may be added to the ATM safes to facilitate the application of the required test force; for instance by
welding either 2 steel bar to the ATM safe against which a jack can be applied or an attachment on which {o pull.

8.2.3.2 Loading
The test shall be carried out with the ATM safe closed and locked.
Before any force is applied, an attempt shall be made to remove or weaken any external fixings. This shall be done

using category A hand (dis}assembling fools (see Table A.1) for a maximum of 50 RU or 3G RU in the case of a
grade L. ATM safe.
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The force shall be applied horizontally at the commencement of the test. For floor-mounted ATM safes, the force

+10
shail be applied (100 0 } mm below the top of the safe. For wall mounted ATM safes, the force ghallbe applied
\ M

+10
[1{}(} J mm below the highest point of the safe when mounted according 10 §.2.3.1. {See also Figura4.)

Dimensions in milimetres

=
=
z 5 -
|
|
i < 100
2
7 %
3
Key
1 Force
2 Testspecimen
3 Steeiplate

Figure 4 — Application of the force

For ATM safes fitted with an ATM base, the |cad will be applied in a pushing direction and will continue to be
applied from the initial point of contact while the ATM safe tilts, effectively changing the height of the force
application relative to the base of the test equipment. Alternatively, pulling equipment may be used. Additional test
equipment (such as weided-on or clamped brackets) shall be utilised for such pulling equipment however, to
ensure that the application of the force is compressive onto the safe. If during the test the angle from horizontal of
the applied force exceeds £15°, the fixed mounted point of the load mechanism shall be repositioned fo restore the
horizontal force.

Apply the load smoothly up to the force required within 2 min {0 3 min. Hold the load at this level for 1 min and then
release.

The testing team leader will choose the direction of the forcing test.
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A post-anchoring forcing test will be carried out after the applied forces have been reduced to zero. This will apply
whether or not the ATM safe has been tested with an ATM base fixed in place. The purpese of this test will be
either to compietely sever the ATM safe from the anchoring test equipment, o completely sever the ATM safe from
the ATM base, or to completely sever the ATM base from the anchoring test equipment. Use of the teos for a post-
anchoring forcing test shall follow the test conditions of 7.6.5, 7.66, 7.6.7, 7.6.8, 7.6.9, 7.8.10, 7.6.11 and 7.6.13.
Attacks to open the ATM safe door o gain access to the anchoring bolis are not allowed. Attacks to anchoring belts
within the safe via access holes in the safe are not sliowed.

Further forcing and post-anchoring forcing testing will be afiowed on similar untested or undamaged samale ATM
bases in a different direction. if it is supposed that an alternative forcing direction may cause the ATM safe and
ATM base io fail the test.

The testing team leader may choose to stop the pushing force test sarlier than the compietion of the required force

criterion (irrespective of the 1 min duration force criterion) o initiate the post-anchoring forcing test ifhe considers
that a lower RU for the post-anchoring forcing test may be achieved by that method.

8.2.4 Expression of resulls
The test report shall record for each individual anchoring test: the direction through which the forces were applied,

the operating times for each tool used during the post-anchoring resistance iests, and the calculstion of the
resistance value I, for the post-anchoring resistance test sccording 30 7.8,

B.2.5 Test criteria
The ATHM safe and/or ATM base with ATM safe will be deemed to have passed the anchoring test if the required

force and the post-anchoring forcing requirements according to Table 2 are achieved prior to completely severing
the fixing atiachments.

9 Explosive tesi

8.1 Principnle

The iest is done for the purpose of determining the resistance against atiacks with explosives. The test is only
carried out, if the applicant applies for EX designaticn.

An explosive charge is detonated. A tool attack test is then made to measure the remaining resistance value.

9.2 Test specimen
The test specimen shall be the same design as that used in the tocl attack test {see Clause 7).

Test an undamaged empty test specimen. A test specimen which has previously been subjected to the toot attack
test (see Clause 7) may be used if that test will not influence the result of the explosive test.

The internal capacity of ATM safes to be tested shall be in the range of 300 dm® to 400 dm®. if no safe in a model
series will reach such a volume, the nearest existing size shall be chosen.

9.3 Explosives

The charge shall be of pentaerythritol tetranitrate (PETN) with the following properties:
— density (1,500 + 50) kg/m¥:

— specific energy {5,000 £ 500) J/g;

— detonation velocity (7,000 £ 500) m/s.
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9.4 Determination of explosive charge mass

The mass of the explosive charge shall be in accerdance with Table 4:

Table 4 — Explosive charge mass for resistance grades Il to Xiii

Explosive charge mass (g) - folerance + g
Resistance grade Safes ATM Safes Strongroom doors
and sfrongrooms

i il and IV 70 70 70

v, Vl and Vil 100 100 125

Vill 200 200 250

Xand X 200 not applicable 250

X1, Xl and XiH not applicable nof applicable 375

8.8 Conditions for explosive attack test

.51 BSafes and AT zafes

Paosition the explosive charge in a compact shape at the geometric centre of the storage volume of the safe. Close
and lock the door and detonate the charge. '

After detonation, the tool attack shall be continued until partial access {as defined in 7.4.a)) is achieved, or until the
required post-detongtion resistance value (for safes see Table 1; for ATM safes ses Table 2} is reached. The
continuation of the tool attack shall be recorded as a post-detonation ool attack.

This posi-detonation tool atiack is limited fo the use of attack tool categories A, B, C and B. Any post-detonation

tool attack shall be continued until no more infarmation necessary for determining the post-detonation resistance
value can be reasonably expecied.

8.5.2 Strongroom doors and strongrooms

Preparatory tool attacks may be undertaken and shali follow the tool attack test (see Clause 7) to create holes into
which the explosive charge can be placed. This preparatory work is limited to 25% of the minimum resistance value
in RU (for the compiete access) of the resistance grade to which the test specimen previcusly has been classified
(see Table 3}, and limited to the use of attack tocl categories A, B, C and D. The calculation of the resistance value
for this preparatory work shall be done in accordance with 7.9

The charge is placed, stemmed, and detonated.

After detonation, the tool attacks shall be continued until complete access {as defined in 7.4 b)) or the reguired
posi-detonation resistance value in accordance with Table 3 has been achieved. These remaining tool attacks are
recorded as post-detonation tool attacks.

This post-detonation tool attack is limited to the use of attack tool categories A, B, C and D,

Any post-detonation teol altack shall be continued until no more information necessary for determining the post
detonation resistance value can be reasonably expected.

8.6 Calculation of resistance values for the post-detonation tool atiack

Calculate the resistance value for the tool attack using the foliowing foermula:
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RV, = (Z Lo C)"" Z BV, (2)

where
RV, is the post-detonation resistance value,
Zrm is the sumn of all operating times for the post-detonation tool attacks;
c is the highest tool coefficient of the attack tool used in the post-detonation tool altacks (see
Annex A);
Z BV, is the sum of basic values for all attack tools used only in the post-tetonation {ool attacks.

This sum is limitad to basic values for attack tools not used in the preparatory tool attacks.

The calculated vatue shall be rounded-up to the next full number: it represents the resistance vaiue in RU for the
post-cletonation work.

4.7 Test record

For the posi-detonation ool attack test, record in chronoiogical order at least the following details:
~  point of attack;

— tools used:

—— record of all operating {imes;

— measurements made and events;

— reference to any photographic or video records made;

— resistance vaiue in KU,

10 GAS explosive test

10.1 Principle
The gas attack test determines the resistance against attacks with gas. The test is only made if the applicant

applies for 'GAS' designation. A gas charge is introduced inio the ATM safe and detonated. A tool attack test is
then made to measure the remaining resistance value.

10.2 Testspecimen
The test specimen shall be undamaged and of the same design {including apertures (see 4.2.2)) as used in the tcol
attack test (see Clause 7). The storage volume of the specimen shall be empty (i.e. no cash equipment instalied).

Urused apertures that are normally not blocked shall be open during the test. A test specimen previously subjected
to a tool attack test may be used if that test will not influence the result of the gas atiack test.

10.3 Gas

The charge shall be gas (acetylene C;H; + oxygen Gj) with a stoichiometric and homogensous mixture
{1 CoH, + 2.5 05}, with a gas component purity of > 98.0%.
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The C;H; and O; volumes shall be corrected to conditions of 20°C and 1013 hPa, and shall have z plerance of
5 %,

10.4  Determinaticn of gas charge volume

The gas volume charge shall be calculated using the following formula:
Fenarge = 50 1< B0% Fomar e <100 1

NOTE Internal space is defined in 3.8.

The calculated volume shali be rounded-up to the next full number.

10.5 Test equipment for gas attack testing
Gas flow/charge measuring equipment capable of reaching the requirements of 10.3 (with volumes within the
tolerance and homogeneity). For the sterage of the gas volume, the laboratory shall use a flexible container(s). The

properties of the flexibie container(s) in respect to the dimensions, material and stabitity shall be chosen so that
these will not influence the resulis of the gas attack test (e.g. back pressure < 1 hPa , no absorption of enargy).

10.86 Procedure for gas attack testing

For reascns of worst case test conditions and reproducibility, the ignition device and the flexible container(s) for the
gas charge shall be positioned near the middle of the internal space of the ATM safe (see 3.8). The sequence of
the procedure is as follows:

— Fill the gas charge container(s) with air ar inert gas to check it for leakage and position;

—  Empty the gas charge container(s};

— Close and lock the door;

—-  Fill the flexible container(s) with the stoichiometric and homogenous gas charge;

— Ignite the charge.

NOTE Te obtain a homogeneous gas charge, the mixing of the gas components can either be dong before (€.4. mixing by
devices slich as a nozzle) or after {e.g. mixing by a circulation pump} filling into the flexible container(s). A webcam may be used
to check for leakage and container position.

After detonation, the teol attack shall be performed until partial access (as defined in 7.4.a)) is achieved, or uniil the
required post-ignition resistance value (see Table 2) is reached. The fool altack shall be recorded as a post-
detonation tool attack.

This post-detonation tool attack is fimited to the use of attack tool categories A, B, C and D.

Any post-detenation fool attack shall be continued until no more information necessary for determining the post-
detonation resistance value can be reasonably expected.

10.7 Calculation of resistance values for the post-detonation tool attack

Calculate the resistance value for the tool attack using the following formula:

RV, = (z Ten - C) + Z BV, (3)

where
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RV,, is the post-detonation resistance value;

Z! i is the sum of all operating times for the post-detonation tool attacks;

¢ is the highest tool coefficient of the attack tocl used in the post-detonation tool atiacks (see
Annex A);

z BV, is the sum of basic values for all attack tcols used only in the post-detonation todl attacks.

The calculated value shall be rounded-up to the next full number: it represents the resistance value in RU for the
post-detonation work.

10.8  Testrecord
Before the ignition:
— Record observations, volumes, gas charge and mixing procedurs,
After the ignition:
— Record observations describing the effect on the test specimen.
_For the post-defonation {ool attack test, record in chronological order at least the following dstails:
— poini of attack;
— tiools used;

- — record of all aperating times;

— measurements made and record of events;

— reference to any photographic or video records made;

— resistance value in RU.

10.8  Marking

If the requirement {e.g. ATM safe |Il GAS} is met, the product may be marked with the letters ‘GAS’ after the grade
number. Products shall not be marked with a grade number which is higher than that achieved in the icol attack
tests (see Clause 7).

11 Core drilling test

11.1  Principle
The test establishes the resistance (o a burglary attack using core driliing equipment as the principle tool. The test

applies only to safes, strongrooms doors and strongrooms, and is carried out only if the applicant wishes to claim
CD designation.

a1
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11.2  Test specimen
The core drilling test may be carried out on the {est specimens used for tool altack lests. Alternatively, ifagreed by

the testing laboratory, another panel whose construction is identical with that of the test specimen used for the {ool
attack may be used.

11.3  Apparatus

11.3.1 Saies
Testing shall be carried out with eleciric power tools of category D in accordance with Table A10, and with core
bits of (150 % 5) mm diameter of category D or S in accordance with Table A 12. Preparatory work prior to core

drilling is permitted with tocls of categories B and C in accordance with Table A.11. The use of these toos is limited
to 150 RLU. The resistance value for this preparatory work shall be calculated in accordance with 7.9.

11.3.2 Strongroom doors and strongrooms

Testing shall be carried out with eleciric power tools of tool category S in accordance with Table A 10, and with
core bits of (150 £ 5} mm diameter or (400 £ 10) mm diameter of category S in accordance with Table A2 ltis not
allowable to change the diameter of core drills after the test has comimenced.

The following ancillary tools are permitied to assist in the core drill fest;

— thermal tocls (see Table A.11, tool category C) or grinding/siitting tools (see Table A.10, tool category C);

— hammer with a head weight of 1,5 kg {see Table A.5, icol category A);

- any number of screwdrivers and chisels (see Table A.1, tool category A).

The resistance value from the use of the ancillary tools is calculated according to 7.8 with the respeadlive basic

values and tool coefficient of 35 RWmin. The use of thase {ools is limited to 800 RU. The calculated resistance
value of the ancillary toois adds to the resistance value of the core drill equipment.

1.4  Test method

Core drilling shall be used to create a partial access (as defined in 7.4 &) through the test specimen of safes as
well as a compleie access (as defined in 7.4 b)} through the test specimen of strongroom doors and strongrooms.
During the fest, the core bit may be changed.

The core drilling test may be ferminated, and the requirements for CD designation deemed to have been achieved;
if the tester decides that, because of slow penetration, or because the drilling is repeatedly halted or the bit
damaged, there is sufficient evidence to suggest that the resistance value requirement in accordance with Table 1
(safes) respectively Table 3 (strongroom doors and strongrooms) would be achieved.

NOTE 1 For positioning the test equipment and fixing it io the test specimen, cther {cols can be used, but they should be
used cnly for this purpose and should not otherwise influence the time of penetration.

NOTE 2 A compiete access (fest blocks in accordance with 7.3.3} on strengroom doors and strangroems can be achieved by
a single penetration or several overapping penetrations.

11.56 Calculation of resistance value

The resistance value for making a partial access on safes as well as a complete access on strongroom doors and
strongrooms shall be calculated according to 7.9.

Basic values for tools used for fixing or positioning of the core driling eguipment shall not be inclided in the

caleulation: nelther shall the fime taken for positicning or fixing be includad in the operating time. Time used to
‘sharpen’ or ctherwise treat a core bit {o restore its cutting ability shall be counted as operating time.
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11.6 Marking
If the requirement (e.9. safe V CD, strongroom door X1} CI) is met, the product may be marked with the letters 'CE’

after the grade number. Products shall not be marked with a grade number which is higher than that achieved in
the tocls attack tests (see Clause 7).

12 Testreport
12.1  Allocate a unigue identification number to the test report.

12.2 When no EX and no GAS attack tests have been made, report the following:

a) name of manufaciurer and place and year of manufacture;

b) technical documentation supplied in accordance with Clause 5; and, in the case of a bhuilt-in safe or cast in-situ
strongroom, the guality of the encasement work done at the test site;

¢} manufacturer’s identification of the test specimen;

d) description and result of any exploratory access made;

e) testing programme developed on the basis of the initial examination;
fy date and place of testing;

gy composition of the testing team, the names of the testing team leader, the time keeper and the testing
operatives; names of any independent technical experts consulied;

h) specifications of the atiack tools used;
i) calculated resistance value for each tool atiack test;

J)  apolied force in kilonewions (kN} from the anchoring strength test and a description of any deformation or
failure in the safe wall or base (if applicable).

12.3 When an EX atlack test has been made, report the following in addition io 12.2:

a) description and result of any exploratory access made;

b)Y testing programme developed on the basis of the initial examination;
¢) date and place of explosive test;

d} composition of the testing team, the names of the testing ieam leader, the time keeper and the testing
operatives,

g} specifications of the attack {ool used;

f) trade mark and type of explosives, charge mass and a description of the location of the charge,;

i
£
i
i
¢
i
;
i
;

g} description of the post-detonation tcol attack and calculation of the resulting resistance value.
124 When a GAS attack iest has been made, report the following in addition to 12.2:
a) description and result of any exploratory access made;

b) testing programme developed on the basis of the inifial examination;
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c) date and place of gas aftack test;

d} composition of the festing team, the names of the testing team leader, the time keeper and the testing
operatives,

e) calculation of the internal space and calculation of the charge and a description of the location of the flexible
container(s) in the internal space;

f} specifications of the attack tool used;
g) descriptien of the post-detonation tool attack and calculation of the resulting resistance value,

NOTE The test report should contain a statement that the results obtained relate only to the sample tested, and should be
regarded only as the basis for certification. The test report itself should not be considerad to be a Certificate of Confumance. .

13 Marking

The product for which a resistance grade is stated shall be marked with reference to the classification according o
this European Standard.

The marking (metal plate) shall be indelible and securely fixed on the inside face of the door, in the locking
chamber or on the face of the prefabricated element for a strongroom.

The marking shall comprise:

z) manufacturer's name or identification code;
b) standard designation and resistance grade;
c) EX designation (if applicable);

d) GAS designation (if applicabie);

e) CD designation (if applicable);

f}  vyear of manufacture;

¥
i
i
i
v
{
i

g) product type (see 5.2).
Additional marking may comprise:
h) type, model number, designation or size,

i} serial number.
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Annex A
(normative)

Attack iools

In this annex, tool coefficients and basic values are given for each tool (see Tables A1 to A.14) and ool category
{A, B, C, D and 3) which are allowed to be used in the (ool aftack test. In addition, the intended use of the tool is
described,

NOTE in some cases, the basic value also will vary within a tool category.
Tools of Tables A1 {o A6 are only used manually, and without an external power supply. Tools of Tables A7 to
A0 are used with external supply terminals and usually {(with the exception of tool category A) depend on exiernal

sources of power. Tools of Tables A.7, A.B and A.10 can be used with cutting and/or coaling fluids.

Tools shall be used for the purpose for which they are designed. If a tool replaces another type of tool, the
coeflicient of the replaced or simulated tool (if higher) is applicable.

EXAMPLE if a screwdriver is used as a punch then it shall not be regarded as a hand (dis)assembiing tod but as a tool
specific accessory with a basic value of 1 resistance unit {RU).

Table A.1 — Hand (dis)assembling tools

TOOL CATEGORY (BY = Basic Value in RU)
A B c D S
Tool cosfficient: Tool coefficient: Tool coefficient: Tool cosfiicient: Tool coefficient:
5 RU/min 7.5 RU/min 10 RUimin 15 RU/Mmin 35 RU/min
weight £ 1,5 kg weight < 3,0 kg --- --- ne=
and and
length < 400 mm length < 1,500 mm

BY: 0 BV: 5
NOTE These tools are used for non-destructive assembling and disassembling of detachable elements, e.g.
1o detach screws, ping or bolts, spring clips.
EXAMPLES Screwdrivers, fork/ring wrenches,
Table A.2.— Hand gripping tools

TOOL CATEGORY (BV = Basic Valus in RU)
A B C [ S
Tool coefficient: Tool coefficient: Tool coefficient: Tool coefficient: Tool coefficient:
& RU/min 7.5 RU/min 16 RU/min 15 RU/min 35 RU/min
weight £ 1,5 kg length < 1,500 mm |- --- -
and BvV: 7
length < 400 mm

BV: 0

NOQTE These tools are used for the gripping (fever transmission) of tonls and materials, =.g. fixingholding of
a chisel.
EXAMPLES Universal pliers. wranches, chisel hoiders, forge tongs.
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Table A.3 — Hand levering tocls

TOOL CATEGORY (BV = Basic Value in RU)

A B C D S
Tool coefficient; Toof coefficient: Tooi coefficient: Teot coefficient: Tool ceefficient:
5 RU/min 7.5 RU/min 10 RU/min 15 RUimin 35 RU/min
length <750 mm length < 1,500 mm |~ - ---

BV: 5 BV, 7
NOTE These toals transmit physical force by a lever e.g. prise-up a door, deform or fraciure weak pieces.
EXAMPLES Screwdriver, tyre levers, hand levers, crowbars,

Table A.4— Hand sawing/filling/cutting and driiling tools

TOCL CATEGORY (BV = Basic Valus in RU}

A B c D S
Tool ceefficient: Tool coefficient: Tool coefficient: Taol coefiicient: Tool coefficient:
5 RU/min 7.5 RU/min 10 RUfmin 15 RUMmin 35 RU/min
weight £ 1,5 kg - - e -
and
length € 430 mm 5

BV: O
NOTE These tools are used for manual grinding, cutiing and detaching of various materials without additicnal
glectric means of propuision, e.g. sawing steel sheels. :
EXAMPLES Hand drilis, saws, files, side cutters, bolt croppers, plate shears, sizel cutiers.

Tabhle A5 — Hand hammering tools

TOOL CATEGORY (BV = Basic Vailuzin RU)
A B C D S ;
Tocl coefficient: Tool coefficient: Tool coefficient: Toal coefficient: Tool coefiicient: ;
5 RU/min 7.5 RU/min 10 RUimin 15 RU/min 35 RUsmin
head weight head weight ——— - e
<1,5kg <3,0kg :
and and
moment < 10 Nm | moment <25 Nm f
and and
length < 750 mm length < 1,000 mm

BV: 5 BvV: 7

NOTE These tools are used to brezk up varicus materials and to propel different accessories such as
chisels, drift punches and wedges.
EXAMPLES Hammers, hand axes, pick axes,
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A

Tool coefficient:
5 RU/min

TOOL CATEGORY

B

Tool coefficient:
7.5 Ruimin

C

Tool coefficient:
10 RUsmin

D

Tool coefficient;
15 RU/min

{BY = Basic Value in RU)

3

Tool coafficiet:
35 RU/min

power consumpiion
< 500 W
length < 400 mm
and
weight < 1,5 kg

BV: 18

power consumpticn
< 800 W
fength < 750 mm
and
weight < 3,0 kg

BY: 28

NOTE

These tools are teols which are usually not commercially available but are conceived o provided

specially for certain purposes at the test If appropriate, sources of electricity not exceeding the working voltage
{max. 240V } may be used for attacks dealt to electro-mechanical security devices.

Tabkle A.7 — Electric powered iools, without impast

TOOL CATEGORY

{BV = Basic Vahe in RU)

A B Cc 2 =
Tool coefficient: Too! coefficient: Tool coefficient: Tool cosfficient: Toot coeflicient:
5 RUMN 7.5 RUimin 10 RU/min 15 RUsmin 35 RUimin
weight £ 3,0 kg power consumption | power consumption | ---
and < 800 W < 1,380W
power consumption BvY: 11 By 25
<500 W plus an addition for
BvY: 7 a drilling rig
8v: 1

NOTE

by a source of eleciricity.

These tools are used to drill or cut {without an impacting option} and their working energy is supplied

EXAMPLES Drilling machines.
Table A.8 — Electric powered rotary tools, with impact option
TOOL CATEGORY (BV = Basic Vaiue in RU)
A B c D S
Tocl coefficient: Tool coefficient: Tool coefficient: Tool coefficient: Tool coefficient: §
5 RUfmin 7.5 RU/min 10 RU/min 15 RU/mMin 35 RUsmin !
-—- power censumption | power consumption | --- - [
< 800 W < 1,350 W E
and singte biow and single blow
energy €6 J energy < 15 J
BV: 11 BV: 25 |
NOTE These tools are efectric drilling machines that can be used with or without an impacting option. E
EXAMPLES Hammer drills, jack hammers, concrete breakers.
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Table A.8 - Eleciric power impacting machine tools, withouf rotation

TOOL CATEGORY (BV = Basic Valuein RU}

A B C D S
Tool coefficient: Tool coefficient: Tool coefficient: Tool coefficient: Tool coefficient:
5 RU/min 7.5 RU/min 10 RU/min 15 RU/min 35 RU/min
= power consumption | power consumption | --- -—

< 800 W < 1,350 W

and single blow and single blow

energy <8 J enargy <20 4

BV: 11 BV: 25

NOTE These tools are used for hammering, breaking up or defarming.
EXAMPLES  Building hammers.

Table A.10 — Electric power grinding/slitiing machine fools

TOCL CATEGORY (BY = Basic Vafugin RU}
A B C 3 3
Tool coefficient: Tool coeflicient: Tooi coefficient: Tool coefficient: Tooi coefficient:
5 Ru/min 7.5 RU/min 10 RU/min 15 RU/min 356 BLmin
- power consumption | power consumption | power consumption | powsr consumption
<800W <2,300W <2300W < 11,000 W
BY- 14 | and with: and with: and with:
abrasive disc arig and a drill with | & drill with
BV: 25 | length = 450 mm length < 450 mm
or BV: 49 BvV: 245
or or
diamond disc
BV: 35 | length < 1,000 mm | length < 1,000 mm
Bv: 63 BY: 300
o7 wall saw
BY: 245
NOTE These tools are used for cutting or abrasion.
EXAMPLES Electric disc cutters, diamond care drilis.
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TOOL CATEGORY {BY = Basic Value in RU)
A B C L S
Todol coefficient: Too! cosflicient: Tool coefficient: Tool coetficient: Tool coefficent:
5 RU/min 7.5 RUImin 10 RU/min 15 RU/min 35 RU/min
- axygen axygen oxygen oxygen
consumption consumption censumption consumption
< 50 lfmin® < 250 I/min® < 750 {min® < 1,500 Imin®
BV 14 BY: 28 BY: 42 BV: 70

plus an addition for
the power source
current < 350 A

BY: 25

# At standard ambient tem perature and pressure with a purity >98,0%.

NOTE

{heating/cutting gas. solid material/cutting gas) or from arc cutiing.

These thermal tools receive the necessary energy either frorn an exothermic chemical reaction

EXAMPLES Gas cutting and welding, oxygen lance, electric cuiting and welding.

Table A.12 — Accessories Tor tools of Tables At up to Al

TOOL CATEGORY

(BV = Basic Value in RU)

ABC DorS B,C,Dors C.DorS DorS 5
HSS-drifl® HSS/carhide HSS/carbide tipped | rod with & < 16 mm | 3.0 m oxygen lance
BY: 1 | tipped drills drills BV 8fm BV: 32
saw blade BV: 2 BV: 3| Lances/electrodes | diamond core il
By 1 | saw blade chisel/bi & with out-side with
chisel BV: 2 BV: 41<86,5 mm and length <45C mm
Bv- 1 | chisel / bit disc length < 1200 mm BV: 70
wedge BV: 3| & <230 mm and BY: 10 diamond core  drif
BV: 1| disc @ <425 mm  |thickness 2 2,6 mm | Lances/slectrodes | with
punch and thickness BY: 5 | with out-side tength < 1,000 mm
By: 1122.5mm diamond disc with | @ =7,0 mm BV 140
BV 4@ <230 mm in-side @ = 3,5 mm | disc for wall saw
nozzle BV 14 | length =450 mm BV: 70
BV: 4 | nozzle BV: 8
gy 5 | hozzle
BV:. 8
diamond core drili
with fength
< 450 mm
BV: 14

diamond core drill
with length < 1,000
mm

BY: 28

#HsS = High speed steel

NCOTE

value.

These tools include drills, saw blades, abrasive discs, nozzies, electrodes. They are consumable
and/or replaceable objects, used together with tools of Tables A1 up to A11. Their use s represented by a basic
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Table A.13 — Niiscellaneous "toois™

TOOL CATEGORY {BV = Basic Value in R}

A B C D S
Tool coefficient: Tool coefficient: Toal coefficient: Tool coefficient; Tool coefficient:
5 RU/min 7.5 RU/min 10 RU/min 15 RUimin 38 RU/min
hook - acids / alkali fluids |~ -

BV 1 per lifre used:
line Bv: 7

BV 1
wire

Bv: 1
commercial fishing
device

BV: 5
NOTE This group inciudes tools, special procedures and devices that cannot be subsumed into the

categories of defined {ools but still are to be taken into account. Their use is timed.

EXAMPLES Battery lamps. cooling/cutting agents, chemicais, hydraulic eguipment, fibre optic and electronic
devices, hooks, fishing devices.

Table A 14 — Mon-tools

TOOL CATEGORY {BY = Bask Value in RU)

EQUIPMENT BV

measuring eguipment 0

torch 1

mastic/foam per used 300 mi 7

jack < 30 kN 7

rigid endoscope 14

flexible endoscope 35

hydraulic eguipment < 200 kN and for 35

each pressure application
NOTE These are tools used to enhance testing work. Their use is not timed but represented only by a basic
value.

EXAMPLES Torches, endoscopes, electronic devices.
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National Annex NA
(informative)

Safes grades and insurance ratings

NA.1 Products for protection of valuables with certification according to the MS EN 1143-1
are available in the resistance grades 0 to X. By rule of thumb, lower values, lower
resistance grade; higher values, higher resistance grades. The recommended
insurance amount for each grade can be taken as a benchmark on the value that is
recommended to be stored in the safes. Listed below is the UK insurance rating
taken from ECB-S website.

NA.1.1  Safes
Table NA.1 Grade based on insurance rating
Grade € Value Ringgit Equivalent (RM)

0 9.00 36.00
1 15.00 60.00
2 26.00 104.00
3 51.00 204.00
4 88.00 352.00
5 146.00 584.00
6 219.00 876.00

The onus is on the individual to decide with their insurer on the value of the property to be
kept in the safes. For non-monetary property, example documents, the individual has to
decide on its intrinsic value.

Generally, for an international bank, the CEN grade requirement is grade V. The insurance
requirement for a high end jeweler is also CEN grade V.

NA.1.2 Vault doors

For vault doors, the standard certified requirements are for UL 608 Class 1, 2 and 3. UL Class
3 is the highest grade available under UL 608.

Generally for international banks, the common grade used is UL Class 2 for vault rooms
keeping cash.

NOTE. The vault room construction has to be equivalent to the grading of the door.
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NA.1.3 Fire protection of paper documents

A common certification for fire protection of paper documents is UL 72 Class 350 for 1 h or 2
h fire protection. The product can be in the form of a 4-drawer filing cabinet of a single or
double door cabinet. Paper burns at about 177 °C. The cabinet will ensure that the paper
documents remain intact for that period of 1 h or 2 h during fire.

NA.1.4  Fire protection of computer diskettes

A common certification for fire protection of computer disk or tape reels is UL 72 Class 125 for
1 h or 2 h fire protection. The product can be in the form of a single door cabinet. Computer
tapes burn at about 53 °C, hence the need for a different type of protection.

NOTE. Some safes come with burglary and fire protection with certification. These safes are more
suitable for protection of valuable documents. For example, EN grade 2 safes with 1 h fire protection.
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National Annex NB
(informative)

Custody/storages of classified document, official/classified material and

matter (other than document) by Chief Government Security
Organisation (CGSO)

NB.1  Storage of classified/official secret documents

Classified/official secret documents will be stored as follows:

a)

TOP SECRET - documents will be kept in a safes, preferably fitted with a combination
lock, or in racks in a properly constructed strong room. Such documents, when held by
officers for action, may be kept temporarily in a steel filing cabinet fitted with a locking
bar but unless the premises are adequately guarded they will be returned to the safes or
strong room at the end of the day;

SECRET - documents will be kept in the same manner as TOP SECRET documents or
in the strong steel cabinet fitted with a locking bar;

CONFIDENTIAL and RESTRICTED - document will be locked in steel cabinets. Where
there are insufficient cabinets they may kept, as an interim measure, in other lockable
safes/security containers as approved by Chief Government Security Officer’s Office;

Other methods of storage of classified/official matter (other than document) and official
material (includes any equipment, device or object used for official purposes) will be
stored as in (a, b, c) above, provided that if by its nature it cannot be so stored it will be
treated in accordance with instructions issued by the Departmental Security Officer with
the concurrence of the Government Security Officer;

NOTES.

1.

Official Matter - includes all documents, information and material.

2. Official Material - includes any equipment, device or object used for official purposes.
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NB.2 Security safes
CGSO minimum requirement for safes:
a) atleast are made of 0.5 cm thick steel;
b) certified for fire protection of 2 h fire protection;
c) door hinges should be protected and should be snug with the jamb of the door;
d) shall be equipped with a security lock and key combination;

e) light safes should be installed permanently on the floor or wall;

f)  safes should not be placed close to the outer wall or walls shared in the ground floor
where the area next to it can’t be controlled; and

g) safes should equip with anti-spy shield.

NB.3 Approved security safes grade for government sector

Safes furnished under the EN specifications are tested, inspected, and approved and in
accordance with instructions issued with the concurrence of the Chief Government Security
Officer’'s Office of Malaysia. Products for protection of valuables with certification according to
the MS EN 1143-1 are available in the resistance grades 0 to 6.

NB.4 For vault doors

For vault doors, the standard certified requirements are for UL 608 Class 1, 2 and 3. UL Class
3 is the highest grade available under UL 608. Generally for international banks, the common
grade used is UL Class 2 for vault rooms keeping cash.

NOTE. The vault room construction has to be equivalent to the grading of the door.

NB.5 For fire protection of paper documents

A common certification for fire protection of paper documents is UL 72 Class 350 for 1 h or 2
h fire protection. The product can be in the form of a 4-drawer filing cabinet of a single or
double door cabinet. Paper burns at about 177 °C. The cabinet will ensure that the paper
documents remain intact for that period of 1 h or 2 h during fire;

NB.6 For fire protection of computer diskettes

A common certification for fire protection of computer disk or tape reels is UL 72 Class 125 for
1 h or 2 hour fire protection. The product can be in the form of a single door cabinet.
Computer tapes burn at about 53 °C, hence the need for a different type of protection;

NOTE: Some safes come with burglary and fire protection with certification. These safes are more
suitable for protection of valuable documents. For example: EN grade 2 safes with 1 h fire protection.
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