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National foreword

The 

 

adoption 

 

of 

 

the 

 

ISO 

 

Standard 

 

as 

 

a 

 

Malaysian 

 

Standard 

 

was 

 

recommended 

 

by 

 

the

 

Technical

 

Committee

 

on

 

Quality

 

Management

 

and

 

Quality

 

Assurance

 

on

 

Supporting

 

Technologies 

 

under 

 

the 

 

authority 

 

of 

 

the

 

National

 

Standards 

 

Committee 

 

on 

 

Quality 

 

and

 

Organisational Management.

This Malaysian Standard is identical with ISO 19011:2018, Guidelines for auditing management

 

systems, published by the International Organization for Standardization (ISO). However, for
the purposes of this Malaysian Standard, the following apply:

a)

 

in the source text, "this International Standard" should read "this Malaysian Standard";
and

b)

 

the comma which is used as a decimal sign (if any), to read as a point.

This Malaysian Standard cancels and replaces MS ISO 19011:2011,

 

Guidelines for auditing
management systems (First revision).

Compliance with a Malaysian Standard does not of itself confer immunity from legal obligations.

NOTE.  IDT on the front cover indicates an identical

 

standard i.e. a standard where the technical content,

 

structure, and wording (or is an identical translation) of a Malaysian Standard is exactly the same as in an

 

International Standard or is identical in technical content and structure although it

 

may contain the minimal

 

editorial changes specified in

 

clause 4.2 of ISO/IEC Guide 21-1.
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ForewordISO (the International Organization for Standardization) is a worldwide federation of national standards

 

bodies 

 

(ISO 

 

member 

 

bodies). 

 

The 

 

work 

 

of 

 

preparing 

 

International 

 

Standards 

 

is 

 

normally 

 

carried 

 

out

 

through 

 

ISO 

 

technical 

 

committees. 

 

Each 

 

member 

 

body 

 

interested 

 

in 

 

a 

 

subject 

 

for 

 

which 

 

a 

 

technical

 

committee 

 

has 

 

been 

 

established 

 

has 

 

the 

 

right 

 

to 

 

be 

 

represented 

 

on 

 

that 

 

committee. 

 

International

 

organizations, 

 

governmental 

 

and 

 

non-governmental, 

 

in 

 

liaison 

 

with 

 

ISO, 

 

also 

 

take 

 

part 

 

in 

 

the 

 

work.

 

ISO 

 

collaborates 

 

closely 

 

with 

 

the 

 

International 

 

Electrotechnical 

 

Commission 

 

(IEC) 

 

on 

 

all 

 

matters 

 

of

 

electrotechnical standardization.The 

 

procedures 

 

used 

 

to 

 

develop 

 

this 

 

document 

 

and 

 

those 

 

intended 

 

for 

 

its 

 

further 

 

maintenance 

 

are

 

described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the

 

different types of ISO documents should be noted. This document was drafted in accordance with the

 

editorial rules of the ISO/IEC Directives, Part 2 (see

 

www.iso.org/directives).Attention is drawn to the possibility that some of the elements of this document may be the subject of

 

patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of

 

any patent rights identified during the development of the document will be in the Introduction and/or

 

on the ISO list of patent declarations received (see

 

www.iso.org/patents).Any trade name used in this document is information given for the convenience of users and does not

 

constitute an endorsement.For 

 

an 

 

explanation 

 

on 

 

the 

 

voluntary 

 

nature 

 

of 

 

standards, 

 

the 

 

meaning 

 

of 

 

ISO 

 

specific 

 

terms 

 

and

 

expressions 

 

related 

 

to 

 

conformity 

 

assessment, 

 

as 

 

well 

 

as 

 

information 

 

about 

 

ISO's 

 

adherence 

 

to 

 

the

 

World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following
URL:

 

www.iso.org/iso/foreword.html.This 

 

document 

 

was 

 

prepared 

 

by 

 

Project 

 

Committee 

 

ISO/PC

 

302,

 

Guidelines 

 

for 

 

auditing 

 

management
systems.This third edition cancels and replaces the second edition (ISO

 

19011:2011), which has been technically
revised.The main differences compared to the second edition are as follows:—

 

addition of the risk-based approach to the principles of auditing;—

 

expansion of the guidance on managing an audit programme, including audit programme risk;—

 

expansion of the guidance on conducting an audit, particularly the section on audit planning;—

 

expansion of the generic competence requirements for auditors;—

 

adjustment of terminology to reflect the process and not the object (“thing”);—

 

removal 

 

of 

 

the 

 

annex 

 

containing 

 

competence 

 

requirements 

 

for 

 

auditing 

 

specific 

 

managementsystem disciplines (due to the large number of individual management system standards, it would

 

not be practical to include competence requirements for all disciplines);—

 

expansion of

 

Annex

 

A

 

to provide guidance on auditing (new) concepts such as organization context,leadership and commitment, virtual audits, compliance and supply chain.



 

     

 
  

1st party audit 2nd party audit 3rd party auditInternal audit External provider audit Certification and/or accreditation auditOther external interested party audit Statutory, regulatory and similar auditTo simplify the readability of this document, the singular form of “management system” is preferred, but the reader can adapt the implementation of the guidance to their own situation. This also applies to the use of “individual” and “individuals”, “auditor” and “auditors”.This document is intended to apply to a broad range of potential users, including auditors, organizations implementing management systems and organizations needing to conduct management system audits for contractual or regulatory reasons. Users of this document can, however, apply this guidance in developing their own audit-related requirements.The guidance in this document can also be used for the purpose of self-declaration and can be useful to organizations involved in auditor training or personnel certification.The guidance in this document is intended to be flexible. As indicated at various points in the text, the use of this guidance can differ depending on the size and level of maturity of an organization’s management system. The nature and complexity of the organization to be audited, as well as the objectives and scope of the audits to be conducted, should also be considered.

                                                                                         

vi
          © ISO 2018 – All rights reserved

    © STANDARDS MALAYSIA 2020 for national adoptions.

 
MS ISO 19011:2020

IntroductionSince the second edition of this document was published in 2011, a number of new management system

 

standards have been published, many of which have a common structure, identical core requirements

 

and

 

common

 

terms

 

and

 

core

 

definitions.

 

As

 

a

 

result,

 

there

 

is

 

a

 

need

 

to

 

consider

 

a

 

broader

 

approach

 

to management system auditing, as well as providing guidance that is more generic. Audit results can

 

provide

 

input

 

to

 

the

 

analysis

 

aspect

 

of

 

business

 

planning,

 

and

 

can

 

contribute

 

to

 

the

 

identification

 

ofimprovement needs and activities.An audit can be conducted against a range of audit criteria, separately or in combination, including but
not limited to:—

 

requirements defined in one or more management system standards;—

 

policies and requirements specified by relevant interested parties;—

 

statutory and regulatory requirements;—

 

one or more management system processes defined by the organization or other parties;—

 

management system plan(s) relating to the provision of specific outputs of a management system(e.g. quality plan, project plan).This document provides guidance for all sizes and types of organizations and audits of varying scopes

 

and

 

scales,

 

including

 

those

 

conducted

 

by

 

large

 

audit

 

teams,

 

typically

 

of

 

larger

 

organizations,

 

and

 

those by single auditors, whether in large or small organizations. This guidance should be adapted as

 

appropriate to the scope, complexity and scale of the audit programme.This

 

document

 

concentrates

 

on

 

internal

 

audits

 

(first

 

party)

 

and

 

audits

 

conducted

 

by

 

organizations

 

on

 

their

 

external

 

providers

 

and

 

other

 

external

 

interested

 

parties

 

(second

 

party).

 

This

 

document

 

can

 

also be useful for external audits conducted for purposes other than third party management system

 

certification. ISO/IEC 17021-1 provides requirements for auditing management systems for third partycertification; this document can provide useful additional guidance (see

 

Table

 

1).

Table

 

1

 

— Different types of audits
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This document adopts the combined audit approach when two or more management systems of different

 

disciplines are audited together. Where these systems are integrated into a single management system,

 

the principles and processes of auditing are the same as for a combined audit (sometimes known as an

 

integrated audit).This 

 

document 

 

provides 

 

guidance 

 

on 

 

the 

 

management 

 

of 

 

an 

 

audit 

 

programme, 

 

on 

 

the 

 

planning 

 

and

 

conducting of management system audits, as well as on the competence and evaluation of an auditor

 

and an audit team.
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Guidelines for auditing management systems

1

 

ScopeThis document provides guidance on auditing management systems, including the principles of auditing,

 

managing 

 

an 

 

audit 

 

programme 

 

and 

 

conducting 

 

management 

 

system 

 

audits, 

 

as 

 

well 

 

as 

 

guidance 

 

on

 

the evaluation of competence of individuals involved in the audit process. These activities include the

 

individual(s) managing the audit programme, auditors and audit teams.It 

 

is 

 

applicable 

 

to 

 

all 

 

organizations 

 

that 

 

need 

 

to 

 

plan 

 

and 

 

conduct 

 

internal 

 

or 

 

external 

 

audits 

 

of

 

management systems or manage an audit programme.The application of this document to other types of audits is possible, provided that special consideration

 

is given to the specific competence needed.
2

 

Normative referencesThere are no normative references in this document.
3 

 

Terms

 

and

 

definitionsFor the purposes of this document, the following terms and definitions apply.ISO and IEC maintain terminological databases for use in standardization at the following addresses:—

 

ISO Online browsing platform: available at

 

https://www.iso.org/obp—

 

IEC Electropedia: available at

 

http://www.electropedia.org/

3.1
auditsystematic, independent and documented process for obtaining

 

objective evidence

 

(3.8) and evaluating

 

it objectively to determine the extent to which the

 

audit criteria

 

(3.7) are fulfilledNote

 

1

 

to 

 

entry:

 

Internal 

 

audits, 

 

sometimes 

 

called 

 

first 

 

party 

 

audits, 

 

are 

 

conducted 

 

by, 

 

or 

 

on 

 

behalf 

 

of, 

 

the

 

organization itself.Note

 

2

 

to entry:

 

External audits include those generally called second and third party audits. Second party audits

 

are conducted by parties having an interest in the organization, such as customers, or by other individuals on

 

their behalf. Third party audits are conducted by independent auditing organizations, such as those providingcertification/registration of conformity or governmental agencies.[SOURCE: ISO 9000:2015, 3.13.1, modified — Notes to entry have been modified]
3.2
combined

 

audit
audit

 

(3.1) carried out together at a single

 

auditee

 

(3.13) on two or more

 

management systems

 

(3.18)Note

 

1

 

to

 

entry:

 

When 

 

two 

 

or 

 

more 

 

discipline-specific 

 

management 

 

systems 

 

are 

 

integrated 

 

into 

 

a 

 

singlemanagement system this is known as an integrated management system.[SOURCE: ISO 9000:2015, 3.13.2, modified]
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3.3
joint

 

audit
audit

 

(3.1) carried out at a single

 

auditee

 

(3.13) by two or more auditing organizations[SOURCE: ISO 9000:2015, 3.13.3]
3.4
audit

 

programmearrangements 

 

for 

 

a 

 

set 

 

of 

 

one 

 

or 

 

more

 

audits

 

(3.1) 

 

planned 

 

for 

 

a 

 

specific 

 

time 

 

frame 

 

and 

 

directedtowards a specific purpose[SOURCE: ISO 9000:2015, 3.13.4, modified — wording has been added to the definition]
3.5
audit

 

scopeextent and boundaries of an

 

audit

 

(3.1)Note

 

1

 

to entry:

 

The audit scope generally includes a description of the physical and virtual-locations, functions,

 

organizational units, activities and processes, as well as the time period covered.Note

 

2

 

to entry:

 

A virtual location is where an organization performs work or provides a service using an on-line

 

environment allowing individuals irrespective of physical locations to execute processes.[SOURCE: ISO 9000:2015, 3.13.5, modified — Note 1 to entry has been modified, Note 2 to entry has

 

been added]
3.6
audit

 

plandescription of the activities and arrangements for an

 

audit

 

(3.1)[SOURCE: ISO 9000:2015, 3.13.6]
3.7
audit

 

criteria
set of

 

requirements

 

(3.23) used as a reference against which

 

objective evidence

 

(3.8) is comparedNote

 

1

 

to 

 

entry:

 

If 

 

the 

 

audit 

 

criteria 

 

are 

 

legal 

 

(including 

 

statutory 

 

or 

 

regulatory) 

 

requirements, 

 

the 

 

words“compliance” or “non-compliance” are often used in an

 

audit finding

 

(3.10).Note

 

2

 

to 

 

entry:

 

Requirements 

 

may 

 

include 

 

policies, 

 

procedures, 

 

work 

 

instructions, 

 

legal 

 

requirements,

 

contractual obligations, etc.[SOURCE: ISO 9000:2015, 3.13.7, modified — the definition has been changed and Notes to entry 1 and

 

2 have been added]
3.8
objective

 

evidencedata supporting the existence or verity of somethingNote

 

1

 

to entry:

 

Objective evidence can be obtained through observation, measurement, test or by other means.

 

Note

 

2

 

to entry:

 

Objective evidence for the purpose of the

 

audit

 

(3.1) generally consists of records, statements offact, or other information which are relevant to the

 

audit criteria

 

(3.7) and verifiable.[SOURCE: ISO 9000:2015, 3.8.3]
3.9
audit

 

evidencerecords, 

 

statements 

 

of 

 

fact 

 

or 

 

other 

 

information, 

 

which 

 

are 

 

relevant 

 

to 

 

the

 

audit 

 

criteria

 

(3.7) 

 

andverifiable[SOURCE: ISO 9000:2015, 3.13.8]
    © ISO 2018 – All rights reserved
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3.10
audit

 

findingsresults of the evaluation of the collected

 

audit evidence

 

(3.9) against

 

audit criteria

 

(3.7)Note

 

1

 

to entry:

 

Audit findings indicate

 

conformity

 

(3.20) or

 

nonconformity

 

(3.21).Note

 

2

 

to entry:

 

Audit findings can lead to the identification of risks, opportunities for improvement or recordinggood practices.Note

 

3

 

to 

 

entry:

 

In 

 

English 

 

if 

 

the 

 

audit 

 

criteria 

 

are 

 

selected 

 

from 

 

statutory 

 

requirements 

 

or 

 

regulatoryrequirements, the audit finding is termed compliance or non-compliance.[SOURCE: ISO 9000:2015, 3.13.9, modified — Notes to entry 2 and 3 have been modified]
3.11
audit

 

conclusionoutcome of an

 

audit

 

(3.1), after consideration of the audit objectives and all

 

audit findings

 

(3.10)[SOURCE: ISO 9000:2015, 3.13.10]
3.12
audit

 

clientorganization or person requesting an

 

audit

 

(3.1)Note

 

1

 

to

 

entry:

 

In the case of internal audit, the audit client can also be the

 

auditee

 

(3.13) or the individual(s)managing 

 

the 

 

audit 

 

programme. 

 

Requests 

 

for 

 

external 

 

audit 

 

can 

 

come 

 

from 

 

sources 

 

such 

 

as 

 

regulators,contracting parties or potential or existing clients.[SOURCE: ISO 9000:2015, 3.13.11, modified — Note 1 to entry has been added]
3.13
auditeeorganization as a whole or parts thereof being audited[SOURCE: ISO 9000:2015, 3.13.12, modified]
3.14
audit

 

teamone or more persons conducting an

 

audit

 

(3.1), supported if needed by

 

technical experts

 

(3.16)Note

 

1

 

to entry:

 

One

 

auditor

 

(3.15) of the

 

audit team

 

(3.14) is appointed as the audit team leader.Note

 

2

 

to entry:

 

The audit team can include auditors-in-training.[SOURCE: ISO 9000:2015, 3.13.14]
3.15
auditorperson who conducts an

 

audit

 

(3.1)[SOURCE: ISO 9000:2015, 3.13.15]
3.16
technical

 

expert<audit> person who provides specific knowledge or expertise to the

 

audit team

 

(3.14)Note

 

1

 

to 

 

entry:

 

Specific 

 

knowledge 

 

or 

 

expertise 

 

relates 

 

to 

 

the 

 

organization, 

 

the 

 

activity, 

 

process, 

 

product,service, discipline to be audited, or language or culture.Note

 

2

 

to entry:

 

A technical expert to the

 

audit team

 

(3.14) does not act as an

 

auditor

 

(3.15).[SOURCE: ISO 9000:2015, 3.13.16, modified — Notes to entry 1 and 2 have been modified]
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3.17
observerindividual who accompanies the

 

audit team

 

(3.14) but does not act as an

 

auditor

 

(3.15)[SOURCE: ISO 9000:2015, 3.13.17, modified]
3.18
management

 

systemset of interrelated or interacting elements of an organization to establish policies and objectives, and
processes

 

(3.24) to achieve those objectivesNote

 

1

 

to 

 

entry:

 

A 

 

management 

 

system 

 

can 

 

address 

 

a 

 

single 

 

discipline 

 

or 

 

several 

 

disciplines, 

 

e.g. 

 

quality

 

management, financial management or environmental management.Note

 

2

 

to 

 

entry:

 

The 

 

management 

 

system 

 

elements 

 

establish 

 

the 

 

organization’s 

 

structure, 

 

roles 

 

and

 

responsibilities, planning, operation, policies, practices, rules, beliefs, objectives and processes to achieve those

 

objectives.Note

 

3

 

to 

 

entry:

 

The 

 

scope 

 

of 

 

a 

 

management 

 

system 

 

can 

 

include 

 

the 

 

whole 

 

of 

 

the 

 

organization, 

 

specific 

 

and

 

identified 

 

functions 

 

of 

 

the 

 

organization, 

 

specific 

 

and 

 

identified 

 

sections 

 

of 

 

the 

 

organization, 

 

or 

 

one 

 

or 

 

morefunctions across a group of organizations.[SOURCE: ISO 9000:2015, 3.5.3, modified — Note 4 to entry has been deleted]
3.19
riskeffect of uncertaintyNote

 

1

 

to entry:

 

An effect is a deviation from the expected – positive or negative.Note

 

2

 

to entry:

 

Uncertainty is the state, even partial, of deficiency of information related to, understanding orknowledge of, an event, its consequence and likelihood.Note

 

3

 

to entry:

 

Risk is often characterized by reference to potential events (as defined in ISO Guide 73:2009,3.5.1.3) and consequences (as defined in ISO Guide 73:2009, 3.6.1.3), or a combination of these.Note

 

4

 

to 

 

entry:

 

Risk 

 

is 

 

often 

 

expressed 

 

in 

 

terms 

 

of 

 

a 

 

combination 

 

of 

 

the 

 

consequences 

 

of 

 

an 

 

event 

 

(includingchanges in circumstances) and the associated likelihood (as defined in ISO Guide 73:2009, 3.6.1.1) of occurrence.[SOURCE: ISO 9000:2015, 3.7.9, modified — Notes to entry 5 and 6 have been deleted]
3.20
conformityfulfilment of a

 

requirement

 

(3.23)[SOURCE: ISO 9000:2015, 3.6.11, modified — Note 1 to entry has been deleted]
3.21
nonconformitynon-fulfilment of a

 

requirement

 

(3.23)[SOURCE: ISO 9000:2015, 3.6.9, modified — Note 1 to entry has been deleted]
3.22
competenceability to apply knowledge and skills to achieve intended results[SOURCE: ISO 9000:2015, 3.10.4, modified — Notes to entry have been deleted]



 

3.23
requirementneed or expectation that is stated, generally implied or obligatoryNote 1 to entry: “Generally implied” means that it is custom or common practice for the organization and interested parties that the need or expectation under consideration is implied.Note 2 to entry: A specified requirement is one that is stated, for example in documented information.[SOURCE: ISO 9000:2015, 3.6.4, modified — Notes to entry 3, 4, 5 and 6 have been deleted]
3.24
processset of interrelated or interacting activities that use inputs to deliver an intended result[SOURCE: ISO 9000:2015, 3.4.1, modified — Notes to entry have been deleted]
3.25
performancemeasurable resultNote 1 to entry: Performance can relate either to quantitative or qualitative findings.Note 2 to entry: Performance can relate to the management of activities, processes (3.24), products, services, systems or organizations.[SOURCE: ISO 9000:2015, 3.7.8, modified — Note 3 to entry has been deleted]
3.26
effectivenessextent to which planned activities are realized and planned results achieved[SOURCE: ISO 9000:2015, 3.7.11, modified — Note 1 to entry has been deleted]
4 Principles of auditingAuditing is characterized by reliance on a number of principles. These principles should help to make the audit an effective and reliable tool in support of management policies and controls, by providing information on which an organization can act in order to improve its performance. Adherence to these principles is a prerequisite for providing audit conclusions that are relevant and sufficient, and for enabling auditors, working independently from one another, to reach similar conclusions in similar circumstances.The guidance given in Clauses 5 to 7 is based on the seven principles outlined below.a) Integrity: the foundation of professionalismAuditors and the individual(s) managing an audit programme should:— perform their work ethically, with honesty and responsibility;— only undertake audit activities if competent to do so;— perform their work in an impartial manner, i.e. remain fair and unbiased in all their dealings;— be sensitive to any influences that may be exerted on their judgement while carrying out an audit.b) Fair presentation: the obligation to report truthfully and accuratelyAudit findings, audit conclusions and audit reports should reflect truthfully and accurately the audit activities. Significant obstacles encountered during the audit and unresolved diverging 
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opinions between the audit team and the auditee should be reported. The communication shouldbe truthful, accurate, objective, timely, clear and complete.c)

 

Due professional care: the application of diligence and judgement in auditingAuditors 

 

should 

 

exercise 

 

due 

 

care 

 

in 

 

accordance 

 

with 

 

the 

 

importance 

 

of 

 

the 

 

task 

 

they 

 

perform

 

and the confidence placed in them by the audit client and other interested parties. An important

 

factor in carrying out their work with due professional care is having the ability to make reasonedjudgements in all audit situations.d)

 

Confidentiality: security of informationAuditors should exercise discretion in the use and protection of information acquired in the course

 

of 

 

their 

 

duties. 

 

Audit 

 

information 

 

should 

 

not 

 

be 

 

used 

 

inappropriately 

 

for 

 

personal 

 

gain 

 

by 

 

the

 

auditor 

 

or 

 

the 

 

audit 

 

client, 

 

or 

 

in 

 

a 

 

manner 

 

detrimental 

 

to 

 

the 

 

legitimate 

 

interests 

 

of 

 

the 

 

auditee.This concept includes the proper handling of sensitive or confidential information.e)

 

Independence: the basis for the impartiality of the audit and objectivity of the audit conclusionsAuditors should be independent of the activity being audited wherever practicable, and should in

 

all cases act in a manner that is free from bias and conflict of interest. For internal audits, auditors

 

should 

 

be 

 

independent 

 

from 

 

the 

 

function 

 

being 

 

audited 

 

if 

 

practicable. 

 

Auditors 

 

should 

 

maintain

 

objectivity 

 

throughout 

 

the 

 

audit 

 

process 

 

to 

 

ensure 

 

that 

 

the 

 

audit 

 

findings 

 

and 

 

conclusions 

 

are

 

based only on the audit evidence.For small organizations, it may not be possible for internal auditors to be fully independent of the

 

activity being audited, but every effort should be made to remove bias and encourage objectivity.f)

 

Evidence-based 

 

approach: 

 

the 

 

rational 

 

method 

 

for 

 

reaching 

 

reliable 

 

and 

 

reproducible 

 

auditconclusions in a systematic audit processAudit 

 

evidence 

 

should 

 

be 

 

verifiable. 

 

It 

 

should 

 

in 

 

general 

 

be 

 

based 

 

on 

 

samples 

 

of 

 

the 

 

information

 

available, since an audit is conducted during a finite period of time and with finite resources. An

 

appropriate use of sampling should be applied, since this is closely related to the confidence thatcan be placed in the audit conclusions.g)

 

Risk-based approach: an audit approach that considers risks and opportunitiesThe risk-based approach should substantively influence the planning, conducting and reporting of

 

audits in order to ensure that audits are focused on matters that are significant for the audit client,

 

and for achieving the audit programme objectives.
5

 

Managing an audit programme

5.1

 

GeneralAn 

 

audit 

 

programme 

 

should 

 

be 

 

established 

 

which 

 

can 

 

include 

 

audits 

 

addressing 

 

one 

 

or 

 

more

 

management system standards or other requirements, conducted either separately or in combination(combined audit).The extent of an audit programme should be based on the size and nature of the auditee, as well as on

 

the nature, functionality, complexity, the type of risks and opportunities, and the level of maturity of

 

the management system(s) to be audited.The functionality of the management system can be even more complex when most of the important

 

functions 

 

are 

 

outsourced 

 

and 

 

managed 

 

under 

 

the 

 

leadership 

 

of 

 

other 

 

organizations. 

 

Particular

 

attention needs to be paid to where the most important decisions are made and what constitutes the

 

top management of the management system.
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In 

 

the 

 

case 

 

of 

 

multiple 

 

locations/sites 

 

(e.g. 

 

different 

 

countries), 

 

or 

 

where 

 

important 

 

functions 

 

are

 

outsourced and managed under the leadership of another organization, particular attention should bepaid to the design, planning and validation of the audit programme.In the case of smaller or less complex organizations the audit programme can be scaled appropriately.

 

In order to understand the context of the auditee, the audit programme should take into account theauditee’s:—

 

organizational objectives;—

 

relevant external and internal issues;—

 

the needs and expectations of relevant interested parties;—

 

information security and confidentiality requirements.The 

 

planning 

 

of 

 

internal 

 

audit 

 

programmes 

 

and, 

 

in 

 

some 

 

cases 

 

programmes 

 

for 

 

auditing 

 

externalproviders, can be arranged to contribute to other objectives of the organization.The individual(s) managing the audit programme should ensure the integrity of the audit is maintainedand that there is not undue influence exerted over the audit.Audit priority should be given to allocating resources and methods to matters in a management systemwith higher inherent risk and lower level of performance.Competent individuals should be assigned to manage the audit programme.The 

 

audit 

 

programme 

 

should 

 

include 

 

information 

 

and 

 

identify 

 

resources 

 

to 

 

enable 

 

the 

 

audits 

 

to 

 

beconducted effectively and efficiently within the specified time frames. The information should include:a)

 

objectives for the audit programme;b)

 

risks 

 

and 

 

opportunities 

 

associated 

 

with 

 

the 

 

audit 

 

programme 

 

(see

 

5.3) 

 

and 

 

the 

 

actions 

 

toaddress them;c)

 

scope (extent, boundaries, locations) of each audit within the audit programme;d)

 

schedule (number/duration/frequency) of the audits;e)

 

audit types, such as internal or external;f)

 

audit criteria;g)

 

audit methods to be employed;h)

 

criteria for selecting audit team members;i)

 

relevant documented information.Some of this information may not be available until more detailed audit planning is complete.The implementation of the audit programme should be monitored and measured on an ongoing basis
(see

 

5.6) to ensure its objectives have been achieved. The audit programme should be reviewed in orderto identify needs for changes and possible opportunities for improvements (see

 

5.7).

Figure

 

1

 

illustrates the process flow for the management of an audit programme.



 

NOTE 1 This Figure illustrates the application of the Plan-Do-Check-Act cycle in this document.NOTE 2 Clause/subclause numbering refers to the relevant clauses/subclauses of this document.
Figure 1 — Process flow for the management of an audit programme
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5.2 Establishing audit programme objectivesThe audit client should ensure that the audit programme objectives are established to direct the planning and conducting of audits and should ensure the audit programme is implemented effectively. Audit programme objectives should be consistent with the audit client’s strategic direction and support management system policy and objectives.These objectives can be based on consideration of the following:a) needs and expectations of relevant interested parties, both external and internal;b) characteristics of and requirements for processes, products, services and projects, and any changes to them;c) management system requirements;d) need for evaluation of external providers;e) auditee’s level of performance and level of maturity of the management system(s), as reflected in relevant performance indicators (e.g. KPIs), the occurrence of nonconformities or incidents or complaints from interested parties;f) identified risks and opportunities to the auditee;g) results of previous audits.Examples of audit programme objectives can include the following:— identify opportunities for the improvement of a management system and its performance;— evaluate the capability of the auditee to determine its context;— evaluate the capability of the auditee to determine risks and opportunities and to identify and implement effective actions to address them;— conform to all relevant requirements, e.g. statutory and regulatory requirements, compliance commitments, requirements for certification to a management system standard;— obtain and maintain confidence in the capability of an external provider;— determine the continuing suitability, adequacy and effectiveness of the auditee’s management system;— evaluate the compatibility and alignment of the management system objectives with the strategic direction of the organization.
5.3 Determining and evaluating audit programme risks and opportunitiesThere are risks and opportunities related to the context of the auditee that can be associated with an audit programme and can affect the achievement of its objectives. The individual(s) managing the audit programme should identify and present to the audit client the risks and opportunities considered when developing the audit programme and resource requirements, so that they can be addressed appropriately.There can be risks associated with the following:a) planning, e.g. failure to set relevant audit objectives and determine the extent, number, duration, locations and schedule of the audits;b) resources, e.g. allowing insufficient time, equipment and/or training for developing the audit programme or conducting an audit;c) selection of the audit team, e.g. insufficient overall competence to conduct audits effectively;
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d)

 

communication, e.g. ineffective external/internal communication processes/channels;e)

 

implementation,

 

e.g.

 

ineffective

 

coordination

 

of

 

the

 

audits

 

within

 

the

 

audit

 

programme,

 

or

 

notconsidering information security and confidentiality;f)

 

control

 

of

 

documented

 

information,

 

e.g.

 

ineffective

 

determination

 

of

 

the

 

necessary

 

documentedinformation

 

required

 

by

 

auditors

 

and

 

relevant

 

interested

 

parties,

 

failure

 

to

 

adequately

 

protectaudit records to demonstrate audit programme effectiveness;g)

 

monitoring,

 

reviewing

 

and

 

improving

 

the

 

audit

 

programme,

 

e.g.

 

ineffective

 

monitoring

 

of

 

auditprogramme outcomes;h)

 

availability and cooperation of auditee and availability of evidence to be sampled.Opportunities for improving the audit programme can include:—

 

allowing multiple audits to be conducted in a single visit;—

 

minimizing time and distances travelling to site;—

 

matching the level of competence of the audit team to the level of competence needed to achieve theaudit objectives;—

 

aligning audit dates with the availability of auditee’s key staff.
5.4

 

Establishing the audit programme

5.4.1

 

Roles and responsibilities of the individual(s) managing the audit programmeThe individual(s) managing the audit programme should:a)

 

establish the extent of the audit programme according to the relevant objectives (see

 

5.2) and anyknown constraints;b)

 

determine the external and internal issues, and risks and opportunities that can affect the auditprogramme,

 

and

 

implement

 

actions

 

to

 

address

 

them,

 

integrating

 

these

 

actions

 

in

 

all

 

relevantauditing activities, as appropriate;c)

 

ensuring

 

the

 

selection

 

of

 

audit

 

teams

 

and

 

the

 

overall

 

competence

 

for

 

the

 

auditing

 

activities

 

byassigning roles, responsibilities and authorities, and supporting leadership, as appropriate;d)

 

establish all relevant processes including processes for:—

 

the coordination and scheduling of all audits within the audit programme;—

 

the

 

establishment

 

of

 

audit

 

objectives,

 

scope(s)

 

and

 

criteria

 

of

 

the

 

audits,

 

determining

 

auditmethods and selecting the audit team;—

 

evaluating auditors;—

 

the establishment of external and internal communication processes, as appropriate;—

 

the resolutions of disputes and handling of complaints;—

 

audit follow-up if applicable;—

 

reporting to the audit client and relevant interested parties, as appropriate.e)

 

determine and ensure provision of all necessary resources;f)

 

ensure

 

that

 

appropriate

 

documented

 

information

 

is

 

prepared

 

and

 

maintained,

 

including

 

auditprogramme records;
10



 

g) monitor, review and improve the audit programme;h) communicate the audit programme to the audit client and, as appropriate, relevant interested parties.The individual(s) managing the audit programme should request its approval by the audit client.
5.4.2 Competence of individual(s) managing audit programmeThe individual(s) managing the audit programme should have the necessary competence to manage the programme and its associated risks and opportunities and external and internal issues effectively and efficiently, including knowledge of:a) audit principles (see Clause 4), methods and processes (see A.1 and A.2);b) management system standards, other relevant standards and reference/guidance documents;c) information regarding the auditee and its context (e.g. external/internal issues, relevant interested parties and their needs and expectations, business activities, products, services and processes of the auditee);d) applicable statutory and regulatory requirements and other requirements relevant to the business activities of the auditee.As appropriate, knowledge of risk management, project and process management, and information and communications technology (ICT) may be considered.The individual(s) managing the audit programme should engage in appropriate continual development activities to maintain the necessary competence to manage the audit programme.
5.4.3 Establishing extent of audit programmeThe individual(s) managing the audit programme should determine the extent of the audit programme. This can vary depending on the information provided by the auditee regarding its context (see 5.3).NOTE In certain cases, depending on the auditee's structure or its activities, the audit programme might only consist of a single audit (e.g. a small project or organization).Other factors impacting the extent of an audit programme can include the following:a) the objective, scope and duration of each audit and the number of audits to be conducted, reporting method and, if applicable, audit follow up;b) the management system standards or other applicable criteria;c) the number, importance, complexity, similarity and locations of the activities to be audited;d) those factors influencing the effectiveness of the management system;e) applicable audit criteria, such as planned arrangements for the relevant management system standards, statutory and regulatory requirements and other requirements to which the organization is committed;f) results of previous internal or external audits and management reviews, if appropriate;g) results of a previous audit programme review;h) language, cultural and social issues;i) the concerns of interested parties, such as customer complaints, non-compliance with statutory and regulatory requirements and other requirements to which the organization is committed, or supply chain issues;
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j)

 

significant changes to the auditee’s context or its operations and related risks and opportunities;k)

 

availability of information and communication technologies to support audit activities, in particularthe use of remote audit methods (see

 

A.16);l)

 

the

 

occurrence

 

of

 

internal

 

and

 

external

 

events,

 

such

 

as

 

nonconformities

 

of

 

products

 

or

 

service,

  

information security leaks, health and safety incidents, criminal acts or environmental incidents;m)

 

business risks and opportunities, including actions to address them.
5.4.4

 

Determining audit programme resourcesWhen determining resources for the audit programme, the individual(s) managing the audit programme
should consider:a)

 

the

 

financial

 

and

 

time

 

resources

 

necessary

 

to

 

develop,

 

implement,

 

manage

 

and

 

improve

 

auditactivities;b)

 

audit methods (see

 

A.1);c)

 

the

 

individual

 

and

 

overall

 

availability

 

of

 

auditors

 

and

 

technical

 

experts

 

having

 

competenceappropriate to the particular audit programme objectives;d)

 

the extent of the audit programme (see

 

5.4.3) and audit programme risks and opportunities (see

 

5.3);e)

 

travel time and cost, accommodation and other auditing needs;f)

 

the impact of different time zones;g)

 

the availability of information and communication technologies (e.g. technical resources requiredto set up a remote audit using technologies that support remote collaboration);h)

 

the availability of any tools, technology and equipment required;i)

 

the availability of necessary documented information, as determined during the establishment ofthe audit programme (see

 

A.5);j)

 

requirements

 

related

 

to

 

the

 

facility,

 

including

 

any

 

security

 

clearances

 

and

 

equipment

 

(e.g.background checks, personal protective equipment, ability to wear clean room attire).
5.5

 

Implementing audit programme

5.5.1

 

GeneralOnce the audit programme has been established (see

 

5.4.3) and related resources have been determined
(see

 

5.4.4) it is necessary to implement the operational planning and the coordination of all the activitieswithin the programme.The individual(s) managing the audit programme should:a)

 

communicate

 

the

 

relevant

 

parts

 

of

 

the

 

audit

 

programme,

 

including

 

the

 

risks

 

and

 

opportunitiesinvolved,

 

to

 

relevant

 

interested

 

parties

 

and

 

inform

 

them

 

periodically

 

of

 

its

 

progress,

 

usingestablished external and internal communication channels;b)

 

define objectives, scope and criteria for each individual audit;c)

 

select audit methods (see

 

A.1);d)

 

coordinate and schedule audits and other activities relevant to the audit programme;e)
 

ensure the audit teams have the necessary competence (see
 

5.5.4);
12
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f)

 

provide necessary individual and overall resources to the audit teams (see

 

5.4.4);g)

 

ensure 

 

the 

 

conduct 

 

of 

 

audits 

 

in 

 

accordance 

 

with 

 

the 

 

audit 

 

programme, 

 

managing 

 

all 

 

operationalrisks, opportunities and issues (i.e. unexpected events), as they arise during the deployment of theprogramme;h)

 

ensure 

 

relevant 

 

documented 

 

information 

 

regarding 

 

the 

 

auditing 

 

activities 

 

is 

 

properly 

 

managedand maintained (see

 

5.5.7);i)

 

define and implement the operational controls (see

 

5.6) necessary for audit programme monitoring;j)

 

review the audit programme in order to identify opportunities for its improvement (see

 

5.7).

5.5.2 

 

Defining

 

the

 

objectives,

 

scope

 

and

 

criteria

 

for

 

an

 

individual

 

auditEach individual audit should be based on defined audit objectives, scope and criteria. These should be

 

consistent with the overall audit programme objectives.The 

 

audit 

 

objectives 

 

define 

 

what 

 

is 

 

to 

 

be 

 

accomplished 

 

by 

 

the 

 

individual 

 

audit 

 

and 

 

may 

 

include 

 

the
following:a)

 

determination of the extent of conformity of the management system to be audited, or parts of it,with audit criteria;b)

 

evaluation 

 

of 

 

the 

 

capability 

 

of 

 

the 

 

management 

 

system 

 

to 

 

assist 

 

the 

 

organization 

 

in 

 

meetingrelevant statutory and regulatory requirements and other requirements to which the organizationis committed;c)

 

evaluation of the effectiveness of the management system in meeting its intended results;d)

 

identification of opportunities for potential improvement of the management system;e)

 

evaluation of the suitability and adequacy of the management system with respect to the contextand strategic direction of the auditee;f)

 

evaluation 

 

of 

 

the 

 

capability 

 

of 

 

the 

 

management 

 

system 

 

to 

 

establish 

 

and 

 

achieve 

 

objectives 

 

andeffectively address risks and opportunities, in a changing context, including the implementation of

 

the related actions.The audit scope should be consistent with the audit programme and audit objectives. It includes such

 

factors as locations, functions, activities and processes to be audited, as well as the time period covered

 

by the audit.The audit criteria are used as a reference against which conformity is determined. These may include

 

one or more of the following: applicable policies, processes, procedures, performance criteria including

 

objectives, 

 

statutory 

 

and 

 

regulatory 

 

requirements, 

 

management 

 

system 

 

requirements, 

 

information

 

regarding 

 

the 

 

context 

 

and 

 

the 

 

risks 

 

and 

 

opportunities 

 

as 

 

determined 

 

by 

 

the 

 

auditee 

 

(including

 

relevant external/internal interested parties requirements), sector codes of conduct or other planned

 

arrangements.In the event of any changes to the audit objectives, scope or criteria, the audit programme should be

 

modified if necessary and communicated to interested parties, for approval if appropriate.When 

 

more 

 

than 

 

one 

 

discipline 

 

is 

 

being 

 

audited 

 

at 

 

the 

 

same 

 

time 

 

it 

 

is 

 

important 

 

that 

 

the 

 

audit

 

objectives, 

 

scope 

 

and 

 

criteria 

 

are 

 

consistent 

 

with 

 

the 

 

relevant 

 

audit 

 

programmes 

 

for 

 

each 

 

discipline.

 

Some disciplines can have a scope that reflects the whole organization and others can have a scope that

 

reflects a subset of the whole organization.
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5.5.3

 

Selecting and determining audit methodsThe

 

individual(s)

 

managing

 

the

 

audit

 

programme

 

should

 

select

 

and

 

determine

 

the

 

methods

 

for

 

effectively

 

and

 

efficiently

 

conducting

 

an

 

audit,

 

depending

 

on

 

the

 

defined

 

audit

 

objectives,

 

scope

 

and

 

criteria.Audits

 

can

 

be

 

performed

 

on-site,

 

remotely

 

or

 

as

 

a

 

combination.

 

The

 

use

 

of

 

these

 

methods

 

should

 

be

 

suitably balanced, based on, among others, consideration of associated risks and opportunities.Where

 

two

 

or

 

more

 

auditing

 

organizations

 

conduct

 

a

 

joint

 

audit

 

of

 

the

 

same

 

auditee,

 

the

 

individuals

 

managing the different audit programmes should agree on the audit methods and consider implications

 

for

 

resourcing

 

and

 

planning

 

the

 

audit.

 

If

 

an

 

auditee

 

operates

 

two

 

or

 

more

 

management

 

systems

 

ofdifferent disciplines, combined audits may be included in the audit programme.
5.5.4

 

Selecting audit team membersThe

 

individual(s)

 

managing

 

the

 

audit

 

programme

 

should

 

appoint

 

the

 

members

 

of

 

the

 

audit

 

team,

 

including the team leader and any technical experts needed for the specific audit.An audit team should be selected, taking into account the competence needed to achieve the objectives

 

of the individual audit within the defined scope. If there is only one auditor, the auditor should performall applicable duties of an audit team leader.
NOTE

 

Clause

 

7

 

contains guidance on determining the competence required for the audit team members anddescribes the processes for evaluating auditors.To assure the overall competence of the audit team, the following steps should be performed:—

 

identification of the competence needed to achieve the objectives of the audit;—

 

selection of the audit team members so that the necessary competence is present in the audit team.

 

In deciding the size and composition of the audit team for the specific audit, consideration should be
given to the following:a)

 

the

 

overall

 

competence

 

of

 

the

 

audit

 

team

 

needed

 

to

 

achieve

 

audit

 

objectives,

 

taking

 

into

 

accountaudit scope and criteria;b)

 

complexity of the audit;c)

 

whether the audit is a combined or joint audit;d)

 

the selected audit methods;e)

 

ensuring objectivity and impartiality to avoid any conflict of interest of the audit process;f)

 

the ability of the audit team members to work and interact effectively with the representatives ofthe auditee and relevant interested parties;g)

 

the

 

relevant

 

external/internal

 

issues,

 

such

 

as

 

the

 

language

 

of

 

the

 

audit,

 

and

 

the

 

auditee’s

 

socialand cultural characteristics. These issues may be addressed either by the auditor's own skills orthrough the support of a technical expert, also considering the need for interpreters;h)

 

type and complexity of the processes to be audited.Where appropriate, the individual(s) managing the audit programme should consult the team leader onthe composition of the audit team.If

 

the

 

necessary

 

competence

 

is

 

not

 

covered

 

by

 

the

 

auditors

 

in

 

the

 

audit

 

team,

 

technical

 

experts

 

withadditional competence should be made available to support the team.Auditors-in-training may be included in the audit team, but should participate under the direction andguidance of an auditor.
14
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Changes 

 

to 

 

the 

 

composition 

 

of 

 

the 

 

audit 

 

team 

 

may 

 

be 

 

necessary 

 

during 

 

the 

 

audit, 

 

e.g. 

 

if 

 

a 

 

conflict 

 

of

 

interest or competence issue arises. If such a situation arises, it should be resolved with the appropriate

 

parties (e.g. audit team leader, the individual(s) managing the audit programme, audit client or auditee)before any changes are made.
5.5.5

 

Assigning responsibility for an individual audit to the audit team leaderThe individual(s) managing the audit programme should assign the responsibility for conducting theindividual audit to an audit team leader.The 

 

assignment 

 

should 

 

be 

 

made 

 

in 

 

sufficient 

 

time 

 

before 

 

the 

 

scheduled 

 

date 

 

of 

 

the 

 

audit, 

 

in 

 

order 

 

toensure the effective planning of the audit.To ensure effective conduct of the individual audits, the following information should be provided tothe audit team leader:a)

 

audit objectives;b)

 

audit criteria and any relevant documented information;c)

 

audit 

 

scope, 

 

including 

 

identification 

 

of 

 

the 

 

organization 

 

and 

 

its 

 

functions 

 

and 

 

processes 

 

to 

 

beaudited;d)

 

audit processes and associated methods;e)

 

composition of the audit team;f)

 

contact details of the auditee, the locations, time frame and duration of the audit activities to beconducted;g)

 

resources necessary to conduct the audit;h)

 

information 

 

needed 

 

for 

 

evaluating 

 

and 

 

addressing 

 

identified 

 

risks 

 

and 

 

opportunities 

 

to 

 

theachievement of the audit objectives;i)

 

information which supports the audit team leader(s) in their interactions with the auditee for theeffectiveness of the audit programme.The assignment information should also cover the following, as appropriate:—

 

working and reporting language of the audit where this is different from the language of the auditoror the auditee, or both;—

 

audit reporting output as required and to whom it is to be distributed;—

 

matters related to confidentiality and information security, as required by the audit programme;—

 

any health, safety and environmental arrangements for the auditors;—

 

requirements for travel or access to remote sites;—

 

any security and authorization requirements;—

 

any actions to be reviewed, e.g. follow-up actions from a previous audit;—

 

coordination with other audit activities, e.g. when different teams are auditing similar or relatedprocesses at different locations or in the case of a joint audit.Where a joint audit is conducted, it is important to reach agreement among the organizations conducting

 

the audits, before the audit commences, on the specific responsibilities of each party, particularly with

 

regard to the authority of the team leader appointed for the audit.



 

5.5.6 Managing audit programme resultsThe individual(s) managing the audit programme should ensure that the following activities are 
performed:a) evaluation of the achievement of the objectives for each audit within the audit programme;b) review and approval of audit reports regarding the fulfilment of the audit scope and objectives;c) review of the effectiveness of actions taken to address audit findings;d) distribution of audit reports to relevant interested parties;e) determination of the necessity for any follow-up audit.The individual managing the audit programme should consider, where appropriate:— communicating audit results and best practices to other areas of the organization, and— the implications for other processes.
5.5.7 Managing and maintaining audit programme recordsThe individual(s) managing the audit programme should ensure that audit records are generated, managed and maintained to demonstrate the implementation of the audit programme. Processes should be established to ensure that any information security and confidentiality needs associated with the audit records are addressed.Records can include the following:a) Records related to the audit programme, such as:— schedule of audits;— audit programme objectives and extent;— those addressing audit programme risks and opportunities, and relevant external and internal issues;— reviews of the audit programme effectiveness.b) Records related to each audit, such as:— audit plans and audit reports;— objective audit evidence and findings;— nonconformity reports;— corrections and corrective action reports;— audit follow-up reports.c) Records related to the audit team covering topics such as:— competence and performance evaluation of the audit team members;— criteria for the selection of audit teams and team members and formation of audit teams;— maintenance and improvement of competence.The form and level of detail of the records should demonstrate that the objectives of the audit programme have been achieved.
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5.6

 

Monitoring audit programmeThe individual(s) managing the audit programme should ensure the evaluation of:a)

 

whether schedules are being met and audit programme objectives are being achieved;b)

 

the 

 

performance 

 

of 

 

the 

 

audit 

 

team 

 

members 

 

including 

 

the 

 

audit 

 

team 

 

leader 

 

and 

 

the 

 

technicalexperts;c)

 

the ability of the audit teams to implement the audit plan;d)

 

feedback from audit clients, auditees, auditors, technical experts and other relevant parties;e)

 

sufficiency and adequacy of documented information in the whole audit process.Some factors can indicate the need to modify the audit programme. These can include changes to:—

 

audit findings;—

 

demonstrated level of auditee’s management system effectiveness and maturity;—

 

effectiveness of the audit programme;—

 

audit scope or audit programme scope;—

 

the auditee’s management system;—

 

standards, and other requirements to which the organization is committed;—

 

external providers;—

 

identified conflicts of interest;—

 

the audit client’s requirements.
5.7

 

Reviewing and improving audit programmeThe 

 

individual(s) 

 

managing 

 

the 

 

audit 

 

programme 

 

and 

 

the 

 

audit 

 

client 

 

should 

 

review 

 

the 

 

audit

 

programme 

 

to 

 

assess 

 

whether 

 

its 

 

objectives 

 

have 

 

been 

 

achieved. 

 

Lessons 

 

learned 

 

from 

 

the 

 

auditprogramme review should be used as inputs for the improvement of the programme.The individual(s) managing the audit programme should ensure the following:—

 

review of the overall implementation of the audit programme;—

 

identification of areas and opportunities for improvement;—

 

application of changes to the audit programme if necessary;—

 

review of the continual professional development of auditors, in accordance with

 

7.6;—

 

reporting 

 

of 

 

the 

 

results 

 

of 

 

the 

 

audit 

 

programme 

 

and 

 

review 

 

with 

 

the 

 

audit 

 

client 

 

and 

 

relevantinterested parties, as appropriate.The audit programme review should consider the following:a) 

 

results and trends from audit programme monitoring;b) 

 

conformity with audit programme processes and relevant documented information;c) 

 

evolving needs and expectations of relevant interested parties;d) 
 

audit programme records;
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e)

 

alternative or new auditing methods;f)

 

alternative or new methods to evaluate auditors;g)

 

effectiveness of the actions to address the risks and opportunities, and internal and external issuesassociated with the audit programme;h)

 

confidentiality and information security issues relating to the audit programme.
6

 

Conducting an audit

6.1

 

GeneralThis clause contains guidance on preparing and conducting a specific audit as part of an audit programme.
Figure

 

2

 

provides 

 

an 

 

overview 

 

of 

 

the 

 

activities 

 

performed 

 

in 

 

a 

 

typical 

 

audit. 

 

The 

 

extent 

 

to 

 

which 

 

theprovisions of this clause are applicable depends on the objectives and scope of the specific audit.
6.2

 

Initiating audit

6.2.1

 

GeneralThe 

 

responsibility 

 

for 

 

conducting 

 

the 

 

audit 

 

should 

 

remain 

 

with 

 

the 

 

assigned 

 

audit 

 

team 

 

leader 

 

(see
5.5.5) until the audit is completed (see

 

6.6).To 

 

initiate 

 

an 

 

audit, 

 

the 

 

steps 

 

in

 

Figure

 

1

 

should 

 

be 

 

considered; 

 

however, 

 

the 

 

sequence 

 

can 

 

differ

 

depending on the auditee, processes and specific circumstances of the audit.
6.2.2

 

Establishing contact with auditeeThe audit team leader should ensure that contact is made with the auditee to:a)

 

confirm communication channels with the auditee’s representatives;b)

 

confirm the authority to conduct the audit;c)

 

provide 

 

relevant 

 

information 

 

on 

 

the 

 

audit 

 

objectives, 

 

scope, 

 

criteria, 

 

methods 

 

and 

 

audit 

 

teamcomposition, including any technical experts;d)

 

request 

 

access 

 

to 

 

relevant 

 

information 

 

for 

 

planning 

 

purposes 

 

including 

 

information 

 

on 

 

the 

 

risksand opportunities the organization has identified and how they are addressed;e)

 

determine 

 

applicable 

 

statutory 

 

and 

 

regulatory 

 

requirements 

 

and 

 

other 

 

requirements 

 

relevant 

 

tothe activities, processes, products and services of the auditee;f)

 

confirm the agreement with the auditee regarding the extent of the disclosure and the treatment ofconfidential information;g)

 

make arrangements for the audit including the schedule;h)

 

determine any location-specific arrangements for access, health and safety, security, confidentialityor other;i)

 

agree on the attendance of observers and the need for guides or interpreters for the audit team;j)

 

determine any areas of interest, concern or risks to the auditee in relation to the specific audit;k)

 

resolve issues regarding composition of the audit team with the auditee or audit client.



 

6.2.3 Determining feasibility of auditThe feasibility of the audit should be determined to provide reasonable confidence that the audit objectives can be achieved.The determination of feasibility should take into consideration factors such as the availability of the 
following:a) sufficient and appropriate information for planning and conducting the audit;b) adequate cooperation from the auditee;c) adequate time and resources for conducting the audit.NOTE Resources include access to adequate and appropriate information and communication technology.Where the audit is not feasible, an alternative should be proposed to the audit client, in agreement with the auditee.
6.3 Preparing audit activities

6.3.1 Performing review of documented informationThe relevant management system documented information of the auditee should be reviewed in order to:— gather information to understand the auditee’s operations and to prepare audit activities and applicable audit work documents (see 6.3.4), e.g. on processes, functions;— establish an overview of the extent of the documented information to determine possible conformity to the audit criteria and detect possible areas of concern, such as deficiencies, omissions or conflicts.The documented information should include, but not be limited to: management system documents and records, as well as previous audit reports. The review should take into account the context of the auditee’s organization, including its size, nature and complexity, and its related risks and opportunities. It should also take into account the audit scope, criteria and objectives.NOTE Guidance on how to verify information is provided in A.5.

6.3.2 Audit planning

6.3.2.1 Risk-based approach to planningThe audit team leader should adopt a risk-based approach to planning the audit based on the information in the audit programme and the documented information provided by the auditee.Audit planning should consider the risks of the audit activities on the auditee’s processes and provide the basis for the agreement among the audit client, audit team and the auditee regarding the conduct of the audit. Planning should facilitate the efficient scheduling and coordination of the audit activities in order to achieve the objectives effectively.The amount of detail provided in the audit plan should reflect the scope and complexity of the audit, as well as the risk of not achieving the audit objectives. In planning the audit, the audit team leader should 
consider the following:a) the composition of the audit team and its overall competence;b) the appropriate sampling techniques (see A.6);c) opportunities to improve the effectiveness and efficiency of the audit activities;
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d)

 

the risks to achieving the audit objectives created by ineffective audit planning;e)

 

the risks to the auditee created by performing the audit.Risks

 

to

 

the

 

auditee

 

can

 

result

 

from

 

the

 

presence

 

of

 

the

 

audit

 

team

 

members

 

adversely

 

influencing

 

the auditee’s arrangements for health and safety, environment and quality, and its products, services,personnel or infrastructure (e.g. contamination in clean room facilities).For

 

combined

 

audits,

 

particular

 

attention

 

should

 

be

 

given

 

to

 

the

 

interactions

 

between

 

operationalprocesses and any competing objectives and priorities of the different management systems.
6.3.2.2

 

Audit planning detailsThe

 

scale

 

and

 

content

 

of

 

the

 

audit

 

planning

 

can

 

differ,

 

for

 

example,

 

between

 

initial

 

and

 

subsequent

 

audits, as well as between internal and external audits. Audit planning should be sufficiently flexible topermit changes which can become necessary as the audit activities progress.Audit planning should address or reference the following:a)

 

the audit objectives;b)

 

the audit scope, including identification of the organization and its functions, as well as processesto be audited;c)

 

the audit criteria and any reference documented information;d)

 

the

 

locations

 

(physical

 

and

 

virtual),

 

dates,

 

expected

 

time

 

and

 

duration

 

of

 

audit

 

activities

 

to

 

beconducted, including meetings with the auditee’s management;e)

 

the need for the audit team to familiarize themselves with auditee’s facilities and processes (e.g. by

  

conducting a tour of physical location(s), or reviewing information and communication technology);f)

 

the

 

audit

 

methods

 

to

 

be

 

used,

 

including

 

the

 

extent

 

to

 

which

 

audit

 

sampling

 

is

 

needed

 

to

 

obtainsufficient audit evidence;g)

 

the

 

roles

 

and

 

responsibilities

 

of

 

the

 

audit

 

team

 

members,

 

as

 

well

 

as

 

guides

 

and

 

observers

 

orinterpreters;h)

 

the

 

allocation

 

of

 

appropriate

 

resources

 

based

 

upon

 

consideration

 

of

 

the

 

risks

 

and

 

opportunitiesrelated to the activities that are to be audited.Audit planning should take into account, as appropriate:—

 

identification of the auditee’s representative(s) for the audit;—

 

the working and reporting language of the audit where this is different from the language of theauditor or the auditee or both;—

 

the audit report topics;—

 

logistics and communications arrangements, including specific arrangements for the locations to beaudited;—

 

any specific actions to be taken to address risks to achieving the audit objectives and opportunitiesarising;—

 

matters related to confidentiality and information security;—

 

any follow-up actions from a previous audit or other source(s) e.g. lessons learned, project reviews;—

 

any follow-up activities to the planned audit;—
 

coordination with other audit activities, in case of a joint audit.
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Audit 

 

plans 

 

should 

 

be 

 

presented 

 

to 

 

the 

 

auditee. 

 

Any 

 

issues 

 

with 

 

the 

 

audit 

 

plans 

 

should 

 

be 

 

resolved

 

between 

 

the 

 

audit 

 

team 

 

leader, 

 

the 

 

auditee 

 

and, 

 

if 

 

necessary, 

 

the 

 

individual(s) 

 

managing 

 

the 

 

auditprogramme.
6.3.3

 

Assigning work to audit teamThe 

 

audit 

 

team 

 

leader, 

 

in 

 

consultation 

 

with 

 

the 

 

audit 

 

team, 

 

should 

 

assign 

 

to 

 

each 

 

team 

 

member

 

responsibility 

 

for 

 

auditing 

 

specific 

 

processes, 

 

activities, 

 

functions 

 

or 

 

locations 

 

and, 

 

as 

 

appropriate,

 

authority 

 

for 

 

decision-making. 

 

Such 

 

assignments 

 

should 

 

take 

 

into 

 

account 

 

the 

 

impartiality 

 

and

 

objectivity and competence of auditors and the effective use of resources, as well as different roles and

 

responsibilities of auditors, auditors-in-training and technical experts.Audit team meetings should be held, as appropriate, by the audit team leader in order to allocate work

 

assignments and decide possible changes. Changes to the work assignments can be made as the auditprogresses in order to ensure the achievement of the audit objectives.
6.3.4

 

Preparing documented information for auditThe audit team members should collect and review the information relevant to their audit assignments

 

and 

 

prepare 

 

documented 

 

information 

 

for 

 

the 

 

audit, 

 

using 

 

any 

 

appropriate 

 

media. 

 

The 

 

documentedinformation for the audit can include but is not limited to:a)

 

physical or digital checklists;b)

 

audit sampling details;c)

 

audio visual information.The use of these media should not restrict the extent of audit activities, which can change as a result ofinformation collected during the audit.NOTE

 

Guidance on preparing audit work documents is given in

 

A.13.Documented information prepared for, and resulting from, the audit should be retained at least until

 

audit 

 

completion, 

 

or 

 

as 

 

specified 

 

in 

 

the 

 

audit 

 

programme. 

 

Retention 

 

of 

 

documented 

 

information

 

after audit completion is described in

 

6.6. Documented information created during the audit process

 

involving 

 

confidential 

 

or 

 

proprietary 

 

information 

 

should 

 

be 

 

suitably 

 

safeguarded 

 

at 

 

all 

 

times 

 

by 

 

theaudit team members.
6.4

 

Conducting audit activities

6.4.1

 

GeneralAudit activities are normally conducted in a defined sequence as indicated in

 

Figure

 

1. This sequencemay be varied to suit the circumstances of specific audits.
6.4.2

 

Assigning roles and responsibilities of guides and observersGuides and observers may accompany the audit team with approvals from the audit team leader, audit

 

client and/or auditee, if required. They should not influence or interfere with the conduct of the audit.

 

If 

 

this 

 

cannot 

 

be 

 

assured, 

 

the 

 

audit 

 

team 

 

leader 

 

should 

 

have 

 

the 

 

right 

 

to 

 

deny 

 

observers 

 

from 

 

being

 

present during certain audit activities.For 

 

observers, 

 

any 

 

arrangements 

 

for 

 

access, 

 

health 

 

and 

 

safety, 

 

environmental, 

 

security 

 

and

 

confidentiality should be managed between the audit client and the auditee.
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Guides,

 

appointed

 

by

 

the

 

auditee,

 

should

 

assist

 

the

 

audit

 

team

 

and

 

act

 

on

 

the

 

request

 

of

 

the

 

audit

 

team leader or the auditor to which they have been assigned. Their responsibilities should include the
following:a)

 

assisting the auditors in identifying individuals to participate in interviews and confirming timingsand locations;b)

 

arranging access to specific locations of the auditee;c)

 

ensuring

 

that

 

rules

 

concerning

 

location-specific

 

arrangements

 

for

 

access,

 

health

 

and

 

safety,environmental,

 

security,

 

confidentiality

 

and

 

other

 

issues

 

are

 

known

 

and

 

respected

 

by

 

the

 

auditteam members and observers and any risks are addressed;d)

 

witnessing the audit on behalf of the auditee, when appropriate;e)

 

providing clarification or assisting in collecting information, when needed.
6.4.3

 

Conducting opening meeting

The purpose of the opening meeting is to:a)

 

confirm the agreement of all participants (e.g. auditee, audit team) to the audit plan;b)

 

introduce the audit team and their roles;c)

 

ensure that all planned audit activities can be performed.An

 

opening

 

meeting

 

should

 

be

 

held

 

with

 

the

 

auditee’s

 

management

 

and,

 

where

 

appropriate,

 

those

 

responsible

 

for

 

the

 

functions

 

or

 

processes

 

to

 

be

 

audited.

 

During

 

the

 

meeting,

 

an

 

opportunity

 

to

 

ask

 

questions should be provided.The degree of detail should be consistent with the familiarity of the auditee with the audit process. In

 

many instances, e.g. internal audits in a small organization, the opening meeting may simply consist ofcommunicating that an audit is being conducted and explaining the nature of the audit.For

 

other

 

audit

 

situations,

 

the

 

meeting

 

may

 

be

 

formal

 

and

 

records

 

of

 

attendance

 

should

 

be

 

retained.The meeting should be chaired by the audit team leader.Introduction of the following should be considered, as appropriate:—

 

other participants, including observers and guides, interpreters and an outline of their roles;—

 

the audit methods to manage risks to the organization which may result from the presence of theaudit team members.Confirmation of the following items should be considered, as appropriate:—

 

the audit objectives, scope and criteria;—

 

the audit plan and other relevant arrangements with the auditee, such as the date and time for theclosing meeting, any interim meetings between the audit team and the auditee’s management, andany change(s) needed;—

 

formal communication channels between the audit team and the auditee;—

 

the language to be used during the audit;—

 

the auditee being kept informed of audit progress during the audit;—

 

the availability of the resources and facilities needed by the audit team;—
 

matters relating to confidentiality and information security;
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—

 

relevant access, health and safety, security, emergency and other arrangements for the audit team;—

 

activities on site that can impact the conduct of the audit.The presentation of information on the following items should be considered, as appropriate:—

 

the method of reporting audit findings including criteria for grading, if any;—

 

conditions under which the audit may be terminated;—

 

how to deal with possible findings during the audit;—

 

any 

 

system 

 

for 

 

feedback 

 

from 

 

the 

 

auditee 

 

on 

 

the 

 

findings 

 

or 

 

conclusions 

 

of 

 

the 

 

audit, 

 

includingcomplaints or appeals.
6.4.4

 

Communicating during auditDuring the audit, it may be necessary to make formal arrangements for communication within the audit

 

team, as well as with the auditee, the audit client and potentially with external interested parties (e.g.

 

regulators), especially where statutory and regulatory requirements require mandatory reporting of
nonconformities.The audit team should confer periodically to exchange information, assess audit progress and reassign

 

work between the audit team members, as needed.During the audit, the audit team leader should periodically communicate the progress, any significant

 

findings and any concerns to the auditee and audit client, as appropriate. Evidence collected during the

 

audit that suggests an immediate and significant risk should be reported without delay to the auditee

 

and, as appropriate, to the audit client. Any concern about an issue outside the audit scope should be

 

noted and reported to the audit team leader, for possible communication to the audit client and auditee.Where the available audit evidence indicates that the audit objectives are unattainable, the audit team

 

leader

 

should

 

report

 

the

 

reasons

 

to

 

the

 

audit

 

client

 

and

 

the

 

auditee

 

to

 

determine

 

appropriate

 

action.

 

Such action may include changes to audit planning, the audit objectives or audit scope, or termination of

 

the audit.Any

 

need

 

for

 

changes

 

to

 

the

 

audit

 

plan

 

which

 

may

 

become

 

apparent

 

as

 

auditing

 

activities

 

progress

 

should

 

be

 

reviewed

 

and

 

accepted,

 

as

 

appropriate,

 

by

 

both

 

the

 

individual(s)

 

managing

 

the

 

auditprogramme and the audit client, and presented to the auditee.
6.4.5

 

Audit information availability and accessThe audit methods chosen for an audit depend on the defined audit objectives, scope and criteria, as well

 

as duration and location. The location is where the information needed for the specific audit activity is

 

available to the audit team. This may include physical and virtual locations.Where, when and how to access audit information is crucial to the audit. This is independent of where

 

the

 

information

 

is

 

created,

 

used

 

and/or

 

stored.

 

Based

 

on

 

these

 

issues,

 

the

 

audit

 

methods

 

need

 

to

 

be
determined

 

(see

 

Table

 

A.1).

 

The

 

audit

 

can

 

use

 

a

 

mixture

 

of

 

methods.

 

Also,

 

audit

 

circumstances

 

may

 

mean that the methods need to change during the audit.
6.4.6

 

Reviewing documented information while conducting auditThe auditee’s relevant documented information should be reviewed to:—

 

determine the conformity of the system, as far as documented, with audit criteria;—

 

gather information to support the audit activities.NOTE

 

Guidance on how to verify information is provided in

 

A.5.
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NOTE 1 For verifying information see A.5.NOTE 2 Guidance on sampling is given in A.6.Only information that can be subject to some degree of verification should be accepted as audit evidence. Where the degree of verification is low the auditor should use their professional judgement to determine the degree of reliance that can be placed on it as evidence. Audit evidence leading to audit findings should be recorded. If, during the collection of objective evidence, the audit team becomes aware of any new or changed circumstances, or risks or opportunities, these should be addressed by the team accordingly.
Figure 2 provides an overview of a typical process, from collecting information to reaching audit 
conclusions.

  

 

 

Figure

 

2

 

— Overview of a typical process of collecting and verifying informationMethods of collecting information include, but are not limited to the following:—
 

interviews;
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The 

 

review 

 

may 

 

be 

 

combined 

 

with 

 

the 

 

other 

 

audit 

 

activities 

 

and 

 

may 

 

continue 

 

throughout 

 

the 

 

audit,

 

providing this is not detrimental to the effectiveness of the conduct of the audit.If adequate documented information cannot be provided within the time frame given in the audit plan,

 

the 

 

audit 

 

team 

 

leader 

 

should 

 

inform 

 

both 

 

the 

 

individual(s) 

 

managing 

 

the 

 

audit 

 

programme 

 

and 

 

the

 

auditee. Depending on the audit objectives and scope, a decision should be made as to whether the auditshould be continued or suspended until documented information concerns are resolved.
6.4.7

 

Collecting and verifying informationDuring the audit, information relevant to the audit objectives, scope and criteria, including information

 

relating 

 

to 

 

interfaces 

 

between 

 

functions, 

 

activities 

 

and 

 

processes 

 

should 

 

be 

 

collected 

 

by 

 

means 

 

of

 

appropriate sampling and should be verified, as far as practicable.



 

— observations;— review of documented information.NOTE 3 Guidance on selecting sources of information and observation is given in A.14.NOTE 4 Guidance on visiting the auditee’s location is given in A.15.NOTE 5 Guidance on conducting interviews is given in A.17.

6.4.8 Generating audit findingsAudit evidence should be evaluated against the audit criteria in order to determine audit findings. Audit findings can indicate conformity or nonconformity with audit criteria. When specified by the audit plan, individual audit findings should include conformity and good practices along with their supporting evidence, opportunities for improvement, and any recommendations to the auditee.Nonconformities and their supporting audit evidence should be recorded.Nonconformities can be graded depending on the context of the organization and its risks. This grading can be quantitative (e.g. 1 to 5) and qualitative (e.g. minor, major). They should be reviewed with the auditee in order to obtain acknowledgement that the audit evidence is accurate and that the nonconformities are understood. Every attempt should be made to resolve any diverging opinions concerning the audit evidence or findings. Unresolved issues should be recorded in the audit report.The audit team should meet as needed to review the audit findings at appropriate stages during the audit.NOTE 1 Additional guidance on the identification and evaluation of audit findings is given in A.18.NOTE 2 Conformity or nonconformity with audit criteria related to statutory or regulatory requirements or other requirements, is sometimes referred to as compliance or non-compliance.
6.4.9 Determining audit conclusions

6.4.9.1 Preparation for closing meetingThe audit team should confer prior to the closing meeting in order to:a) review the audit findings and any other appropriate information collected during the audit, against the audit objectives;b) agree on the audit conclusions, taking into account the uncertainty inherent in the audit process;c) prepare recommendations, if specified by the audit plan;d) discuss audit follow-up, as applicable.
6.4.9.2 Content of audit conclusionsAudit conclusions should address issues such as the following:a) the extent of conformity with the audit criteria and robustness of the management system, including the effectiveness of the management system in meeting the intended outcomes, the identification of risks and effectiveness of actions taken by the auditee to address risks;b) the effective implementation, maintenance and improvement of the management system;c) achievement of audit objectives, coverage of audit scope and fulfilment of audit criteria;d) similar findings made in different areas that were audited or from a joint or previous audit for the purpose of identifying trends.
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If 

 

specified 

 

by 

 

the 

 

audit 

 

plan, 

 

audit 

 

conclusions 

 

can 

 

lead 

 

to 

 

recommendations 

 

for 

 

improvement, 

 

or

 

future auditing activities.
6.4.10

 

Conducting closing meetingA closing meeting should be held to present the audit findings and conclusions.The closing meeting should be chaired by the audit team leader and attended by the management of theauditee and include, as applicable:—

 

those responsible for the functions or processes which have been audited;—

 

the audit client;—

 

other members of the audit team;—

 

other relevant interested parties as determined by the audit client and/or auditee.If 

 

applicable, 

 

the 

 

audit 

 

team 

 

leader 

 

should 

 

advise 

 

the 

 

auditee 

 

of 

 

situations 

 

encountered 

 

during 

 

the

 

audit 

 

that 

 

may 

 

decrease 

 

the 

 

confidence 

 

that 

 

can 

 

be 

 

placed 

 

in 

 

the 

 

audit 

 

conclusions. 

 

If 

 

defined 

 

in 

 

the

 

management system or by agreement with the audit client, the participants should agree on the time

 

frame for an action plan to address audit findings.The degree of detail should take into account the effectiveness of the management system in achieving

 

the auditee’s objectives, including consideration of its context and risks and opportunities.The familiarity of the auditee with the audit process should also be taken into consideration during the

 

closing meeting, to ensure the correct level of detail is provided to participants.For 

 

some 

 

audit 

 

situations, 

 

the 

 

meeting 

 

can 

 

be 

 

formal 

 

and 

 

minutes, 

 

including 

 

records 

 

of 

 

attendance,

 

should be kept. In other instances, e.g. internal audits, the closing meeting can be less formal and consistsolely of communicating the audit findings and audit conclusions.As appropriate, the following should be explained to the auditee in the closing meeting:a)

 

advising that the audit evidence collected was based on a sample of the information available and isnot necessarily fully representative of the overall effectiveness of the auditee’s processes;b)

 

the method of reporting;c)

 

how the audit finding should be addressed based on the agreed process;d)

 

possible consequences of not adequately addressing the audit findings;e)

 

presentation of the audit findings and conclusions in such a manner that they are understood andacknowledged by the auditee’s management;f)

 

any related post-audit activities (e.g. implementation and review of corrective actions, addressingaudit complaints, appeal process).Any 

 

diverging 

 

opinions 

 

regarding 

 

the 

 

audit 

 

findings 

 

or 

 

conclusions 

 

between 

 

the 

 

audit 

 

team 

 

and 

 

the

 

auditee should be discussed and, if possible, resolved. If not resolved, this should be recorded.If specified by the audit objectives, opportunities for improvement recommendations may be presented.

 

It should be emphasized that recommendations are not binding.
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6.5

 

Preparing and distributing audit report

6.5.1

 

Preparing audit reportThe 

 

audit 

 

team 

 

leader 

 

should 

 

report 

 

the 

 

audit 

 

conclusions 

 

in 

 

accordance 

 

with 

 

the 

 

audit 

 

programme.

 

The audit report should provide a complete, accurate, concise and clear record of the audit, and should
include or refer to the following:a)

 

audit objectives;b)

 

audit 

 

scope, 

 

particularly 

 

identification 

 

of 

 

the 

 

organization 

 

(the 

 

auditee) 

 

and 

 

the 

 

functions 

 

orprocesses audited;c)

 

identification of the audit client;d)

 

identification of audit team and auditee’s participants in the audit;e)

 

dates and locations where the audit activities were conducted;f)

 

audit criteria;g)

 

audit findings and related evidence;h)

 

audit conclusions;i)

 

a statement on the degree to which the audit criteria have been fulfilled;j)

 

any unresolved diverging opinions between the audit team and the auditee;k)

 

audits by nature are a sampling exercise; as such there is a risk that the audit evidence examined isnot representative.The audit report can also include or refer to the following, as appropriate:—

 

the audit plan including time schedule;—

 

a 

 

summary 

 

of 

 

the 

 

audit 

 

process, 

 

including 

 

any 

 

obstacles 

 

encountered 

 

that 

 

may 

 

decrease 

 

thereliability of the audit conclusions;—

 

confirmation that the audit objectives have been achieved within the audit scope in accordance withthe audit plan;—

 

any 

 

areas 

 

within 

 

the 

 

audit 

 

scope 

 

not 

 

covered 

 

including 

 

any 

 

issues 

 

of 

 

availability 

 

of 

 

evidence,resources or confidentiality, with related justifications;—

 

a summary covering the audit conclusions and the main audit findings that support them;—

 

good practices identified;—

 

agreed action plan follow-up, if any;—

 

a statement of the confidential nature of the contents;—

 

any implications for the audit programme or subsequent audits.
6.5.2

 

Distributing audit reportThe audit report should be issued within an agreed period of time. If it is delayed, the reasons should becommunicated to the auditee and the individual(s) managing the audit programme.The audit report should be dated, reviewed and accepted, as appropriate, in accordance with the auditprogramme.
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The

 

audit

 

report

 

should

 

then

 

be

 

distributed

 

to

 

the

 

relevant

 

interested

 

parties

 

defined

 

in

 

the

 

auditprogramme or audit plan.When

 

distributing

 

the

 

audit

 

report,

 

appropriate

 

measures

 

to

 

ensure

 

confidentiality

 

should

 

be
considered.

6.6

 

Completing auditThe

 

audit

 

is

 

completed

 

when

 

all

 

planned

 

audit

 

activities

 

have

 

been

 

carried

 

out,

 

or

 

as

 

otherwise

 

agreed with the audit client (e.g. there might be an unexpected situation that prevents the audit being

 

completed according to the audit plan).Documented

 

information

 

pertaining

 

to

 

the

 

audit

 

should

 

be

 

retained

 

or

 

disposed

 

of

 

by

 

agreement

 

between

 

the

 

participating

 

parties

 

and

 

in

 

accordance

 

with

 

audit

 

programme

 

and

 

applicable

 

requirements.Unless required by law, the audit team and the individual(s) managing the audit programme should not

 

disclose any information obtained during the audit, or the audit report, to any other party without the

 

explicit approval of the audit client and, where appropriate, the approval of the auditee. If disclosure of

 

the contents of an audit document is required, the audit client and auditee should be informed as soonas possible.Lessons learned from the audit can identify risks and opportunities for the audit programme and theauditee.
6.7

 

Conducting audit follow-upThe outcome of the audit can, depending on the audit objectives, indicate the need for corrections, or for

 

corrective actions, or opportunities for improvement. Such actions are usually decided and undertaken

 

by the auditee within an agreed timeframe. As appropriate, the auditee should keep the individual(s)managing the audit programme and/or the audit team informed of the status of these actions.The completion and effectiveness of these actions should be verified. This verification may be part of a

 

subsequent audit. Outcomes should be reported to the individual managing the audit programme and

 

reported to the audit client for management review.
7

 

Competence and evaluation of auditors

7.1

 

GeneralConfidence in the audit process and the ability to achieve its objectives depends on the competence of

 

those

 

individuals

 

who

 

are

 

involved

 

in

 

performing

 

audits,

 

including

 

auditors

 

and

 

audit

 

team

 

leaders.

 

Competence should be evaluated regularly through a process that considers personal behaviour and the

 

ability to apply the knowledge and skills gained through education, work experience, auditor training

 

and

 

audit

 

experience.

 

This

 

process

 

should

 

take

 

into

 

consideration

 

the

 

needs

 

of

 

the

 

audit

 

programme

 

and its objectives. Some of the knowledge and skills described in

 

7.2.3

 

are common to auditors of any

 

management system discipline; others are specific to individual management system disciplines. It is

 

not

 

necessary

 

for

 

each

 

auditor

 

in

 

the

 

audit

 

team

 

to

 

have

 

the

 

same

 

competence.

 

However,

 

the

 

overall

 

competence of the audit team needs to be sufficient to achieve the audit objectives.The evaluation of auditor competence should be planned, implemented and documented to provide an

 

outcome that is objective, consistent, fair and reliable. The evaluation process should include four mainsteps, as follows:a)

 

determine the required competence to fulfil the needs of the audit programme;b)

 

establish the evaluation criteria;c)
 

select the appropriate evaluation method;
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d) 

 

conduct the evaluation.The outcome of the evaluation process should provide a basis for the following:— 

 

selection of audit team members (as described in

 

5.5.4);— 

 

determining the need for improved competence (e.g. additional training);— 

 

ongoing performance evaluation of auditors.Auditors 

 

should 

 

develop, 

 

maintain 

 

and 

 

improve 

 

their 

 

competence 

 

through 

 

continual 

 

professionaldevelopment and regular participation in audits (see

 

7.6).A process for evaluating auditors and audit team leaders is described in

 

7.3,

 

7.4

 

and

 

7.5.Auditors and audit 

 

team 

 

leaders should be 

 

evaluated against 

 

the criteria 

 

set 

 

out 

 

in

 

7.2.2

 

and

 

7.2.3

 

aswell as the criteria established in

 

7.1.The competence required of the individual(s) managing the audit programme is described in

 

5.4.2.

7.2

 

Determining auditor competence

7.2.1

 

GeneralIn 

 

deciding 

 

the 

 

necessary 

 

competence 

 

for 

 

an 

 

audit, 

 

an 

 

auditor’s 

 

knowledge 

 

and 

 

skills 

 

related 

 

to 

 

the
following should be considered:a)

 

the size, nature, complexity, products, services and processes of auditees;b)

 

the methods for auditing;c)

 

the management system disciplines to be audited;d)

 

the complexity and processes of the management system to be audited;e)

 

the types and levels of risks and opportunities addressed by the management system;f)

 

the objectives and extent of the audit programme;g)

 

the uncertainty in achieving audit objectives;h)

 

other requirements, such as those imposed by the audit client or other relevant interested parties,where appropriate.This information should be matched against that listed in

 

7.2.3.

7.2.2

 

Personal behaviourAuditors 

 

should 

 

possess 

 

the 

 

necessary 

 

attributes 

 

to 

 

enable 

 

them 

 

to 

 

act 

 

in 

 

accordance 

 

with 

 

the

 

principles of auditing as described in

 

Clause

 

4. Auditors should exhibit professional behaviour duringthe performance of audit activities. Desired professional behaviours include being:a)

 

ethical, i.e. fair, truthful, sincere, honest and discreet;b)

 

open-minded, i.e. willing to consider alternative ideas or points of view;c)

 

diplomatic, i.e. tactful in dealing with individuals;d)

 

observant, i.e. actively observing physical surroundings and activities;e)

 

perceptive, i.e. aware of and able to understand situations;f)
 

versatile, i.e. able to readily adapt to different situations;
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g)

 

tenacious, i.e. persistent and focused on achieving objectives;h)

 

decisive, i.e. able to reach timely conclusions based on logical reasoning and analysis;i)

 

self-reliant, i.e. able to act and function independently while interacting effectively with others;j)

 

able to act with fortitude, i.e. able to act responsibly and ethically, even though these actions maynot always be popular and may sometimes result in disagreement or confrontation;k)

 

open to improvement, i.e. willing to learn from situations;l)

 

culturally sensitive, i.e. observant and respectful to the culture of the auditee;m)

 

collaborative, 

 

i.e. 

 

effectively 

 

interacting 

 

with 

 

others, 

 

including 

 

audit 

 

team 

 

members 

 

and 

 

theauditee’s personnel.
7.2.3

 

Knowledge and skills

7.2.3.1

 

General

Auditors should possess:a)

 

the knowledge and skills necessary to achieve the intended results of the audits they are expectedto perform;b)

 

generic competence and a level of discipline and sector-specific knowledge and skills.Audit team leaders should have the additional knowledge and skills necessary to provide leadership to

 

the audit team.
7.2.3.2

 

Generic knowledge and skills of management system auditorsAuditors should have knowledge and skills in the areas outlined below.a)

 

Audit 

 

principles, 

 

processes 

 

and 

 

methods: 

 

knowledge 

 

and 

 

skills 

 

in 

 

this 

 

area 

 

enable 

 

the 

 

auditor 

 

toensure audits are performed in a consistent and systematic manner.An auditor should be able to:—

 

understand the types of risks and opportunities associated with auditing and the principles ofthe risk-based approach to auditing;—

 

plan and organize the work effectively;—

 

perform the audit within the agreed time schedule;—

 

prioritize and focus on matters of significance;—

 

communicate 

 

effectively, 

 

orally 

 

and 

 

in 

 

writing 

 

(either 

 

personally, 

 

or 

 

through 

 

the 

 

use 

 

ofinterpreters);—

 

collect 

 

information 

 

through 

 

effective 

 

interviewing, 

 

listening, 

 

observing 

 

and 

 

reviewingdocumented information, including records and data;—

 

understand the appropriateness and consequences of using sampling techniques for auditing;—

 

understand and consider technical experts’ opinions;—

 

audit 

 

a 

 

process 

 

from 

 

start 

 

to 

 

finish, 

 

including 

 

the 

 

interrelations 

 

with 

 

other 

 

processes 

 

anddifferent functions, where appropriate;—
 

verify the relevance and accuracy of collected information;
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—

 

confirm 

 

the 

 

sufficiency 

 

and 

 

appropriateness 

 

of 

 

audit 

 

evidence 

 

to 

 

support 

 

audit 

 

findings 

 

andconclusions;—

 

assess those factors that may affect the reliability of the audit findings and conclusions;—

 

document audit activities and audit findings, and prepare reports;—

 

maintain the confidentiality and security of information.b)

 

Management system standards and other references: knowledge and skills in this area enable theauditor to understand the audit scope and apply audit criteria, and should cover the following:—

 

management system standards or other normative or guidance/supporting documents used toestablish audit criteria or methods;—

 

the application of management system standards by the auditee and other organizations;—

 

relationships and interactions between the management system(s) processes;—

 

understanding the importance and priority of multiple standards or references;—

 

application of standards or references to different audit situations.c)

 

The organization and its context: knowledge and skills in this area enable the auditor to understandthe auditee’s structure, purpose and management practices and should cover the following:—

 

needs and expectations of relevant interested parties that impact the management system;—

 

type of organization, governance, size, structure, functions and relationships;—

 

general 

 

business 

 

and 

 

management 

 

concepts, 

 

processes 

 

and 

 

related 

 

terminology, 

 

includingplanning, budgeting and management of individuals;—

 

cultural and social aspects of the auditee.d)

 

Applicable statutory and regulatory requirements and other requirements: knowledge and skillsin this area enable the auditor to be aware of, and work within, the organization’s requirements.

 

Knowledge and skills specific to the jurisdiction or to the auditee’s activities, processes, productsand services should cover the following:—

 

statutory and regulatory requirements and their governing agencies;—

 

basic legal terminology;—

 

contracting and liability.NOTE

 

Awareness of statutory and regulatory requirements does not imply legal 

 

expertise and a

 

management system audit should not be treated as a legal compliance audit.
7.2.3.3 

 

Discipline

 

and

 

sector-specific

 

competence

 

of

 

auditorsAudit 

 

teams 

 

should 

 

have 

 

the 

 

collective 

 

discipline 

 

and 

 

sector-specific 

 

competence 

 

appropriate 

 

forauditing the particular types of management systems and sectors.The discipline and sector-specific competence of auditors include the following:a)

 

management system requirements and principles, and their application;b)

 

fundamentals 

 

of 

 

the 

 

discipline(s) 

 

and 

 

sector(s) 

 

related 

 

to 

 

the 

 

management 

 

systems 

 

standards 

 

asapplied by the auditee;c)

 

application of discipline and sector-specific methods, techniques, processes and practices to enablethe audit team to assess conformity within the defined audit scope and generate appropriate audit
 

findings and conclusions;
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d)

 

principles, methods and techniques relevant to the discipline and sector, such that the auditor candetermine and evaluate the risks and opportunities associated with the audit objectives.
7.2.3.4

 

Generic competence of audit team leaderIn order to facilitate the efficient and effective conduct of the audit an audit team leader should have the
competence to:a)

 

plan the audit and assign audit tasks according to the specific competence of individual audit teammembers;b)

 

discuss 

 

strategic 

 

issues 

 

with 

 

top 

 

management 

 

of 

 

the 

 

auditee 

 

to 

 

determine 

 

whether 

 

they 

 

haveconsidered these issues when evaluating their risks and opportunities;c)

 

develop and maintain a collaborative working relationship among the audit team members;d)

 

manage the audit process, including:—

 

making effective use of resources during the audit;—

 

managing the uncertainty of achieving audit objectives;—

 

protecting the health and safety of the audit team members during the audit, including ensuring

  

compliance of the auditors with the relevant health and safety, and security arrangements;—

 

directing the audit team members;—

 

providing direction and guidance to auditors-in-training;—

 

preventing 

 

and 

 

resolving 

 

conflicts 

 

and 

 

problems 

 

that 

 

can 

 

occur 

 

during 

 

the 

 

audit, 

 

includingthose within the audit team, as necessary.e)

 

represent the audit team in communications with the individual(s) managing the audit programme,the audit client and the auditee;f)

 

lead the audit team to reach the audit conclusions;g)

 

prepare and complete the audit report.
7.2.3.5

 

Knowledge and skills for auditing multiple disciplinesWhen 

 

auditing 

 

multiple 

 

discipline 

 

management 

 

systems, 

 

the 

 

audit 

 

team 

 

member 

 

should 

 

have 

 

an

 

understanding of the interactions and synergy between the different management systems.Audit team leaders should understand the requirements of each of the management system standards

 

being audited and recognize the limits of their competence in each of the disciplines.NOTE

 

Audits of multiple disciplines done simultaneously can be done as a combined audit or as an audit of

 

an integrated management system that covers multiple disciplines.
7.2.4

 

Achieving auditor competenceAuditor competence can be acquired using a combination of the following:a)

 

successfully completing training programmes that cover generic auditor knowledge and skills;b)

 

experience 

 

in 

 

a 

 

relevant 

 

technical, 

 

managerial 

 

or 

 

professional 

 

position 

 

involving 

 

the 

 

exercise 

 

ofjudgement, 

 

decision 

 

making, 

 

problem 

 

solving 

 

and 

 

communication 

 

with 

 

managers, 

 

professionals,peers, customers and other relevant interested parties;c) 
 

education/training 
 

and 
 

experience 
 

in 
 

a 
 

specific 
 

management 
 

system 
 

discipline 
 

and 
 

sector 
 

thatcontribute to the development of overall competence;
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Evaluation method Objectives Examples
Review of records To verify the background of the auditor Analysis of records of education, training, employment, professional credentials and auditing experienceFeedback To provide information about how the performance of the auditor is perceived Surveys, questionnaires, personal refer-ences, testimonials, complaints, perfor-mance evaluation, peer review
Interview To evaluate desired professional behav-iour and communication skills, to verify information and test knowledge and to acquire additional information

Personal interviews
Observation To evaluate desired professional behav-iour and the ability to apply knowledge and skills Role playing, witnessed audits, on-the-job performance
Testing To evaluate desired behaviour and knowl-edge and skills and their application Oral and written exams, psychometric 

testingPost-audit review To provide information on the auditor performance during the audit activities, identify strengths and opportunities for 
improvement

Review of the audit report, interviews with the audit team leader, the audit team and, if appropriate, feedback from the auditee
7.5 Conducting auditor evaluationThe information collected about the auditor under evaluation should be compared against the criteria 
set in 7.2.3. When an auditor under evaluation who is expected to participate in the audit programme 
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d)

 

audit experience acquired under the supervision of an auditor competent in the same discipline.NOTE

 

Successful 

 

completion 

 

of 

 

a 

 

training 

 

course 

 

will 

 

depend 

 

on 

 

the 

 

type 

 

of 

 

course. 

 

For 

 

courses 

 

with 

 

an

 

examination 

 

component 

 

it 

 

can 

 

mean 

 

successfully 

 

passing 

 

the 

 

examination. 

 

For 

 

other 

 

courses, 

 

it 

 

can 

 

meanparticipating in and completing the course.
7.2.5

 

Achieving audit team leader competenceAn 

 

audit 

 

team 

 

leader 

 

should 

 

have 

 

acquired 

 

additional 

 

audit 

 

experience 

 

to 

 

develop 

 

the 

 

competence
described in

 

7.2.3.4. This additional experience should have been gained by working under the directionand guidance of a different audit team leader.
7.3

 

Establishing auditor evaluation criteriaThe criteria should be qualitative (such as having demonstrated desired behaviour, knowledge or the

 

performance of the skills, in training or in the workplace) and quantitative (such as the years of work

 

experience and education, number of audits conducted, hours of audit training).
7.4

 

Selecting appropriate auditor evaluation methodThe evaluation should be conducted using two or more of the methods given in

 

Table

 

2. In using

 

Table

 

2,
the following should be noted:a)

 

the methods outlined represent a range of options and may not apply in all situations;b)

 

the various methods outlined may differ in their reliability;c)

 

a combination of methods should be used to ensure an outcome that is objective, consistent, fairand reliable.
Table

 

2

 

— Auditor evaluation methods



 

 

    

 

34

MS

 

ISO 19011:2020

does not fulfil the criteria, then additional training, work or audit experience should be undertaken anda subsequent re-evaluation should be performed.
7.6

 

Maintaining and improving auditor competenceAuditors and audit team leaders should continually improve their competence. Auditors should maintain

 

their auditing competence through regular participation in management system audits and continual

 

professional 

 

development. 

 

This 

 

may 

 

be 

 

achieved 

 

through 

 

means 

 

such 

 

as 

 

additional 

 

work 

 

experience,

 

training, private study, coaching, attendance at meetings, seminars and conferences or other relevantactivities.The 

 

individual(s) 

 

managing 

 

the 

 

audit 

 

programme 

 

should 

 

establish 

 

suitable 

 

mechanisms 

 

for 

 

thecontinual evaluation of the performance of the auditors and audit team leaders.The continual professional development activities should take into account the following:a)

 

changes in the needs of the individual and the organization responsible for the conduct of the audit;b)

 

developments in the practice of auditing including the use of technology;c)

 

relevant standards including guidance/supporting documents and other requirements;d)

 

changes in sector or disciplines.



 

 
 

  

Extent of involvement 
between the auditor 

and the auditee

Location of the auditor

On-site Remote

Human interaction Conducting interviewsCompleting checklists and questionnaires with auditee participationConducting document review with au-ditee participationSampling

Via interactive communication means:—   conducting interviews;—   observing work performed with re-mote guide;—   completing checklists and questionnaires;—   conducting document review with au-ditee participation.
No human interaction Conducting document review (e.g. re-cords, data analysis)Observing work performed

Conducting on-site visitCompleting checklistsSampling (e.g. products)

Conducting document review (e.g. re-cords, data analysis)Observing work performed via surveil-lance means, considering social and stat-utory and regulatory requirementsAnalysing data
On-site audit activities are performed at the location of the auditee. Remote audit activities are performed at any place other than the location of the auditee, regardless of the distance.Interactive audit activities involve interaction between the auditee’s personnel and the audit team. Non-interactive audit activities involve no human interaction with individuals representing the auditee but do involve interaction with equipment, facilities and documentation.The responsibility of the effective application of audit methods for any given audit in the planning stage remains with either the individual(s) managing the audit programme or the audit team leader. The audit team leader has this responsibility for conducting the audit activities.
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Annex

 

A(informative)
Additional guidance for auditors planning and conducting audits

A.1

 

Applying audit methodsAn 

 

audit 

 

can 

 

be 

 

performed 

 

using 

 

a 

 

range 

 

of 

 

audit 

 

methods. 

 

An 

 

explanation 

 

of 

 

commonly 

 

used 

 

audit

 

methods can be found in this annex. The audit methods chosen for an audit depend on the defined audit

 

objectives, scope and criteria, as well as duration and location. Available auditor competence and any

 

uncertainty arising from the application of audit methods should also be considered. Applying a variety

 

and combination of different audit methods can optimize the efficiency and effectiveness of the audit

 

process and its outcome.Performance 

 

of 

 

an 

 

audit 

 

involves 

 

an 

 

interaction 

 

among 

 

individuals 

 

within 

 

the 

 

management 

 

system

 

being 

 

audited 

 

and 

 

the 

 

technology 

 

used 

 

to 

 

conduct 

 

the 

 

audit.

 

Table

 

A.1

 

provides 

 

examples 

 

of 

 

audit

 

methods that can be used, singly or in combination, in order to achieve the audit objectives. If an audit

 

involves 

 

the 

 

use 

 

of 

 

an 

 

audit 

 

team 

 

with 

 

multiple 

 

members, 

 

both 

 

on-site 

 

and 

 

remote 

 

methods 

 

may 

 

be

 

used simultaneously.NOTE

 

Additional information on visiting physical locations is given in

 

A.15.

Table

 

A.1

 

— Audit methods
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The feasibility of remote audit activities can depend on several factors (e.g. the level of risk to achieving

 

the 

 

audit 

 

objectives, 

 

the 

 

level 

 

of 

 

confidence 

 

between 

 

auditor 

 

and 

 

auditee’s 

 

personnel 

 

and 

 

regulatory

 

requirements).At the level of the audit programme, it should be ensured that the use of remote and on-site application

 

of 

 

audit 

 

methods 

 

is 

 

suitable 

 

and 

 

balanced, 

 

in 

 

order 

 

to 

 

ensure 

 

satisfactory 

 

achievement 

 

of 

 

auditprogramme objectives.
A.2

 

Process approach to auditingThe 

 

use 

 

of 

 

a 

 

“process 

 

approach” 

 

is 

 

a 

 

requirement 

 

for 

 

all 

 

ISO 

 

management 

 

system 

 

standards 

 

in

 

accordance 

 

with 

 

ISO/IEC 

 

Directives, 

 

Part 

 

1, 

 

Annex 

 

SL. 

 

Auditors 

 

should 

 

understand 

 

that 

 

auditing 

 

a

 

management system is auditing an organization’s processes and their interactions in relation to one or

 

more management system standard(s). Consistent and predictable results are achieved more effectively

 

and efficiently when activities are understood and managed as interrelated processes that function asa coherent system.
A.3

 

Professional judgementAuditors 

 

should 

 

apply 

 

professional 

 

judgement 

 

during 

 

the 

 

audit 

 

process 

 

and 

 

avoid 

 

concentrating 

 

on

 

the 

 

specific 

 

requirements 

 

of 

 

each 

 

clause 

 

of 

 

the 

 

standard 

 

at 

 

the 

 

expense 

 

of 

 

achieving 

 

the 

 

intended

 

outcome 

 

of 

 

the 

 

management 

 

system. 

 

Some 

 

ISO 

 

management 

 

system 

 

standard 

 

clauses 

 

do 

 

not 

 

readily

 

lend themselves to audit in terms of comparison between a set of criteria and the content of a procedure

 

or work instruction. In these situations, auditors should use their professional judgement to determinewhether the intent of the clause has been met.
A.4

 

Performance resultsAuditors 

 

should 

 

be 

 

focused 

 

on 

 

the 

 

intended 

 

result 

 

of 

 

the 

 

management 

 

system 

 

throughout 

 

the 

 

audit

 

process. While processes and what they achieve are important, the result of the management system

 

and 

 

its 

 

performance 

 

are 

 

what 

 

counts. 

 

It 

 

is 

 

also 

 

important 

 

to 

 

consider 

 

the 

 

level 

 

of 

 

the 

 

integration 

 

of

 

different management systems and their intended results.The absence of a process or documentation can be important in a high risk or complex organization but

 

not so significant in other organizations.
A.5

 

Verifying informationInsofar 

 

as 

 

practicable, 

 

the 

 

auditors 

 

should 

 

consider 

 

whether 

 

the 

 

information 

 

provides 

 

sufficientobjective evidence to demonstrate that requirements are being met, such as being:a)

 

complete (all expected content is contained in the documented information);b)

 

correct (the content conforms to other reliable sources such as standards and regulations);c)

 

consistent (the documented information is consistent in itself and with related documents);d)

 

current (the content is up to date).It 

 

should 

 

also 

 

be 

 

considered 

 

whether 

 

the 

 

information 

 

being 

 

verified 

 

provides 

 

sufficient 

 

objective

 

evidence to demonstrate that requirements are being met.If 

 

information 

 

is 

 

provided 

 

in 

 

a 

 

manner 

 

other 

 

than 

 

expected 

 

(e.g. 

 

by 

 

different 

 

individuals, 

 

alternate

 

media), the integrity of the evidence should be assessed.Specific 

 

care 

 

is 

 

needed 

 

for 

 

information 

 

security 

 

due 

 

to 

 

applicable 

 

regulations 

 

on 

 

protection 

 

of 

 

data(in 
 

particular 
 

for 
 

information 
 

which 
 

lies 
 

outside 
 

the 
 

audit 
 

scope, 
 

but 
 

which 
 

is 
 

also 
 

contained 
 

in 
 

the
document).
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A.6

 

Sampling

A.6.1

 

GeneralAudit sampling takes place when it is not practical or cost effective to examine all available information

 

during an audit, e.g. records are too numerous or too dispersed geographically to justify the examination

 

of every item in the population. Audit sampling of a large population is the process of selecting less than

 

100

 

%

 

of

 

the

 

items

 

within

 

the

 

total

 

available

 

data

 

set

 

(population)

 

to

 

obtain

 

and

 

evaluate

 

evidence

 

about some characteristic of that population, in order to form a conclusion concerning the population.The

 

objective

 

of

 

audit

 

sampling

 

is

 

to

 

provide

 

information

 

for

 

the

 

auditor

 

to

 

have

 

confidence

 

that

 

the

 

audit objectives can or will be achieved.The risk associated with sampling is that the samples may not be representative of the population from

 

which they are selected. Thus, the auditor's conclusion may be biased and be different from that which

 

would be reached if the whole population was examined. There may be other risks depending on thevariability within the population to be sampled and the method chosen.Audit sampling typically involves the following steps:a)

 

establishing the objectives of sampling;b)

 

selecting the extent and composition of the population to be sampled;c)

 

selecting a sampling method;d)

 

determining the sample size to be taken;e)

 

conducting the sampling activity;f)

 

compiling, evaluating, reporting and documenting results.When

 

sampling,

 

consideration

 

should

 

be

 

given

 

to

 

the

 

quality

 

of

 

the

 

available

 

data,

 

as

 

sampling

 

insufficient and inaccurate data will not provide a useful result. The selection of an appropriate sample

 

should be based on both the sampling method and the type of data required, e.g. to infer a particularbehaviour pattern or draw inferences across a population.Reporting

 

on

 

the

 

sample

 

selected

 

could

 

take

 

into

 

account

 

the

 

sample

 

size,

 

selection

 

method

 

andestimates made based on the sample and the confidence level.Audits can use either judgement-based sampling (see

 

A.6.2) or statistical sampling (see

 

A.6.3).

A.6.2

 

Judgement-based samplingJudgement-based sampling relies on the competence and experience of the audit team (see

 

Clause

 

7).For judgement-based sampling, the following can be considered:a)

 

previous audit experience within the audit scope;b)

 

complexity of requirements (including statutory and regulatory requirements) to achieve the auditobjectives;c)

 

complexity and interaction of the organization’s processes and management system elements;d)

 

degree of change in technology, human factor or management system;e)

 

previously identified significant risks and opportunities for improvement;f)

 

output from monitoring of management systems.A
 

drawback
 

to
 

judgement-based
 

sampling
 

is
 

that
 

there
 

can
 

be
 

no
 

statistical
 

estimate
 

of
 

the
 

effect
 

ofuncertainty in the findings of the audit and the conclusions reached.
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A.6.3

 

Statistical samplingIf 

 

the 

 

decision 

 

is 

 

made 

 

to 

 

use 

 

statistical 

 

sampling, 

 

the 

 

sampling 

 

plan 

 

should 

 

be 

 

based 

 

on 

 

the 

 

audit

 

objectives and what is known about the characteristics of overall population from which the samples

 

are to be taken.Statistical 

 

sampling 

 

design 

 

uses 

 

a 

 

sample 

 

selection 

 

process 

 

based 

 

on 

 

probability 

 

theory. 

 

Attribute-

 

based 

 

sampling 

 

is 

 

used 

 

when 

 

there 

 

are 

 

only 

 

two 

 

possible 

 

sample 

 

outcomes 

 

for 

 

each 

 

sample(e.g.

 

correct/incorrect or pass/fail). Variable-based sampling is used when the sample outcomes occur

 

in a continuous range.The 

 

sampling 

 

plan 

 

should 

 

take 

 

into 

 

account 

 

whether 

 

the 

 

outcomes 

 

being 

 

examined 

 

are 

 

likely 

 

to 

 

be

 

attribute-based 

 

or 

 

variable-based. 

 

For 

 

example, 

 

when 

 

evaluating 

 

conformity 

 

of 

 

completed 

 

forms 

 

to

 

the requirements set out in a procedure, an attribute-based approach could be used. When examining

 

the occurrence of food safety incidents or the number of security breaches, a variable-based approachwould likely be more appropriate.Elements that can affect the audit sampling plan are:a)

 

the context, size, nature and complexity of the organization;b)

 

the number of competent auditors;c)

 

the frequency of audits;d)

 

the time of individual audit;e)

 

any externally required confidence level;f)

 

the occurrence of undesirable and/or unexpected events.When a statistical sampling plan is developed, the level of sampling risk that the auditor is willing to

 

accept is an important consideration. This is often referred to as the acceptable confidence level. For

 

example, 

 

a 

 

sampling 

 

risk 

 

of 

 

5

 

% 

 

corresponds 

 

to 

 

an 

 

acceptable 

 

confidence 

 

level 

 

of 

 

95

 

%. 

 

A 

 

sampling

 

risk of 5

 

% means the auditor is willing to accept the risk that 5 out of 100 (or 1 in 20) of the samples

 

examined will not reflect the actual values that would be seen if the entire population was examined.When statistical sampling is used, auditors should appropriately document the work performed. This

 

should include a description of the population that was intended to be sampled, the sampling criteria

 

used for the evaluation (e.g. what is an acceptable sample), the statistical parameters and methods that

 

were utilized, the number of samples evaluated and the results obtained.
A.7

 

Auditing compliance within a management systemThe audit team should consider if the auditee has effective processes for:a)

 

identifying its statutory and regulatory requirements and other requirements it is committed to;b)

 

managing its activities, products and services to achieve compliance with these requirements;c)

 

evaluating its compliance status.In 

 

addition 

 

to 

 

the 

 

generic 

 

guidance 

 

given 

 

in 

 

this 

 

document, 

 

when 

 

assessing 

 

the 

 

processes 

 

that 

 

the

 

auditee 

 

has 

 

implemented 

 

to 

 

ensure 

 

compliance 

 

with 

 

relevant 

 

requirements, 

 

the 

 

audit 

 

team 

 

shouldconsider if the auditee:1)

 

has 

 

an 

 

effective 

 

process 

 

for 

 

identifying 

 

changes 

 

in 

 

compliance 

 

requirements 

 

and 

 

for 

 

consideringthem as part of the management of change;2)

 

has competent individuals to manage its compliance processes;
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3)

 

maintains and provides appropriate documented information on its compliance status as requiredby regulators or other interested parties;4)

 

includes compliance requirements in its internal audit programme;5)

 

addresses any instances of non-compliance;6)

 

considers compliance performance in its management reviews.
A.8

 

Auditing contextMany management systems standards require an organization to determine its context, including the

 

needs and expectations of relevant interested parties and external and internal issues. To do this, an

 

organization can use various techniques for strategic analysis and planning.Auditors should confirm that suitable processes have been developed for this and are used effectively,

 

so 

 

that 

 

their 

 

results 

 

provide 

 

a 

 

reliable 

 

basis 

 

for 

 

determining 

 

the 

 

scope 

 

and 

 

the 

 

development 

 

of 

 

themanagement system. To do this, auditors should consider objective evidence related to the following:a)

 

the process(es) or method(s) used;b)

 

the suitability and competence of the individuals contributing to the process(es);c)

 

the results of the process(es);d)

 

the application of the results to determine management system scope and development;e)

 

periodic reviews of context, as appropriate.Auditors should have relevant sector-specific knowledge and understanding of the management tools

 

that organizations can use in order to make a judgement regarding the effectiveness of the processes

 

used to determine context.
A.9

 

Auditing leadership and commitmentMany management systems standards have increased requirements for top management.These 

 

requirements 

 

include 

 

demonstrating 

 

commitment 

 

and 

 

leadership 

 

by 

 

taking 

 

accountability 

 

for

 

the effectiveness of the management system and fulfilling a number of responsibilities. These include

 

tasks that top management should undertake itself and others that can be delegated.Auditors 

 

should 

 

obtain 

 

objective 

 

evidence 

 

of 

 

the 

 

degree 

 

to 

 

which 

 

top 

 

management 

 

is 

 

involved 

 

in

 

decision-making related to the management system and how it demonstrates commitment to ensuring

 

its effectiveness. This can be achieved by reviewing the results from relevant processes (for example

 

policies, objectives, available resources, communications from top management) and by interviewing

 

staff to determine the degree of top management engagement.Auditors 

 

should 

 

also 

 

aim 

 

to 

 

interview 

 

top 

 

management 

 

to 

 

confirm 

 

that 

 

they 

 

have 

 

an 

 

adequate

 

understanding 

 

of 

 

the 

 

discipline-specific 

 

issues 

 

relevant 

 

to 

 

their 

 

management 

 

system, 

 

together 

 

with

 

the context their organization operates within, so that they can ensure that the management system

 

achieves its intended results.Auditors 

 

should 

 

not 

 

only 

 

focus 

 

on 

 

leadership 

 

at 

 

the 

 

top 

 

management 

 

level 

 

but 

 

should 

 

also 

 

audit

 

leadership and commitment at other levels of management, as appropriate.
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A.10

 

Auditing risks and opportunitiesAs part of the assignment of an individual audit the determination and management of the organization’srisk and opportunities can be included. The core objectives for such an audit assignment are to:—

 

give assurance on the credibility of the risk and opportunity identification process(es);—

 

give assurance that risks and opportunities are correctly determined and managed;—

 

review how the organization addresses its determined risks and opportunities.An 

 

audit 

 

of 

 

an 

 

organization’s 

 

approach 

 

to 

 

the 

 

determination 

 

of 

 

risks 

 

and 

 

opportunities 

 

should 

 

not

 

be performed as a stand-alone activity. It should be implicit during the entire audit of a management

 

system, 

 

including 

 

when 

 

interviewing 

 

top 

 

management. 

 

An 

 

auditor 

 

should 

 

act 

 

in 

 

accordance 

 

with 

 

thefollowing steps and collect objective evidence as follows:a)

 

inputs used by the organization for determining its risks and opportunities, which may include:—

 

analysis of external and internal issues;—

 

the strategic direction of the organization;—

 

interested 

 

parties, 

 

related 

 

to 

 

its 

 

discipline-specific 

 

management 

 

system 

 

and 

 

theirrequirements, also;—

 

potential sources of risk such as environmental aspects, and safety hazards, etc.b)

 

method by which risks and opportunities are evaluated, which can differ between disciplines and
sectors.The organization’s treatment of its risk and opportunities, including the level of risk it wishes to acceptand how it is controlled, will require the application of professional judgement by the auditor.

A.11

 

Life

 

cycleSome 

 

discipline-specific 

 

management 

 

systems 

 

require 

 

the 

 

application 

 

of 

 

a 

 

life 

 

cycle 

 

perspective 

 

to

 

their 

 

products 

 

and 

 

services. 

 

Auditors 

 

should 

 

not 

 

consider 

 

this 

 

as 

 

a 

 

requirement 

 

to 

 

adopt 

 

a 

 

life 

 

cycle

 

approach. A life cycle perspective involves consideration of the control and influence the organization

 

has over the stages of its product and service life cycle. Stages in a life cycle include acquisition of raw

 

materials, 

 

design, 

 

production, 

 

transportation/delivery, 

 

use, 

 

end 

 

of 

 

life 

 

treatment 

 

and 

 

final 

 

disposal.

 

This approach enables the organization to identify those areas where, in considering its scope, it can

 

minimize its impact on the environment while adding value to the organization. The auditor should use

 

their professional judgement as to how the organization has applied a life cycle perspective in terms ofits strategy and the:a)

 

life of the product or service;b)

 

organization’s influence on the supply chain;c)

 

length of the supply chain;d)

 

technological complexity of the product.If an organization has combined several management systems into a single management system to meet

 

its own needs, the auditor should look carefully at any overlap concerning consideration of the life cycle.
A.12

 

Audit of supply chainThe audit of the supply chain to specific requirements can be required. The supplier audit programmeshould be developed with applicable audit criteria for the type of suppliers and external providers. The
40
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scope of the supply chain audit can differ, e.g. complete management system audit, single process audit,

 

product audit, configuration audit.
A.13

 

Preparing audit work documentsWhen preparing audit work documents, the audit team should consider the questions below for each
document.a)

 

Which audit record will be created by using this work document?b)

 

Which audit activity is linked to this particular work document?c)

 

Who will be the user of this work document?d)

 

What information is needed to prepare this work document?For combined audits, work documents should be developed to avoid duplication of audit activities by:—

 

clustering of similar requirements from different criteria;—

 

coordinating the content of related checklists and questionnaires.The audit work documents should be adequate to address all those elements of the management system

 

within the audit scope and may be provided in any media.
A.14

 

Selecting sources of informationThe sources of information selected may vary according to the scope and complexity of the audit andmay include the following:a)

 

interviews with employees and other individuals;b)

 

observations of activities and the surrounding work environment and conditions;c)

 

documented

 

information,

 

such

 

as

 

policies,

 

objectives,

 

plans,

 

procedures,

 

standards,

 

instructions,licences and permits, specifications, drawings, contracts and orders;d)

 

records,

 

such

 

as

 

inspection

 

records,

 

minutes

 

of

 

meetings,

 

audit

 

reports,

 

records

 

of

 

monitoringprogramme and the results of measurements;e)

 

data summaries, analyses and performance indicators;f)

 

information on the auditee’s sampling plans and on any procedures for the control of sampling andmeasurement processes;g)

 

reports

 

from

 

other

 

sources,

 

e.g.

 

customer

 

feedback,

 

external

 

surveys

 

and

 

measurements,

 

otherrelevant information from external parties and external provider ratings;h)

 

databases and websites;i)

 

simulation and modelling.
A.15

 

Visiting the auditee’s locationTo minimize interference between audit activities and the auditee’s work processes and to ensure thehealth and safety of the audit team during a visit, the following should be considered:a)

 

Planning the visit:—
 

ensure permission and access to those parts of the auditee’s location, to be visited in accordancewith the audit scope;
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—

 

provide 

 

adequate 

 

information 

 

to 

 

auditors 

 

on 

 

security, 

 

health 

 

(e.g. 

 

quarantine), 

 

occupationalhealth 

 

and 

 

safety 

 

matters 

 

and 

 

cultural 

 

norms 

 

and 

 

working 

 

hours 

 

for 

 

the 

 

visit 

 

including

 

requested and recommended vaccination and clearances, if applicable;—

 

confirm 

 

with 

 

the 

 

auditee 

 

that 

 

any 

 

required 

 

personal 

 

protective 

 

equipment 

 

(PPE) 

 

will 

 

beavailable for the audit team, if applicable;—

 

confirm the arrangements with the auditee regarding the use of mobile devices and camerasincluding recording information such as photographs of locations and equipment, screen shot

 

copies or photocopies of documents, videos of activities and interviews, taking into considerationsecurity and confidentiality matters;—

 

except 

 

for 

 

unscheduled, 

 

ad 

 

hoc 

 

audits, 

 

ensure 

 

that 

 

personnel 

 

being 

 

visited 

 

will 

 

be 

 

informedabout the audit objectives and scope.b)

 

On-site activities:—

 

avoid any unnecessary disturbance of the operational processes;—

 

ensure that the audit team is using PPE properly (if applicable);—

 

ensure emergency procedures are communicated (e.g. emergency exits, assembly points);—

 

schedule communication to minimize disruption;—

 

adapt the size of the audit team and the number of guides and observers in accordance with theaudit scope, in order to avoid interference with the operational processes as far as practicable;—

 

do not touch or manipulate any equipment, unless explicitly permitted, even when competentor licensed;—

 

if an incident occurs during the on-site visit, the audit team leader should review the situationwith the auditee and, if necessary, with the audit client and reach agreement on whether theaudit should be interrupted, rescheduled or continued;—

 

if 

 

taking 

 

copies 

 

of 

 

documents 

 

in 

 

any 

 

media, 

 

ask 

 

for 

 

permission 

 

in 

 

advance 

 

and 

 

considerconfidentiality and security matters;—

 

when taking notes, avoid collecting personal information unless required by the audit objectivesor audit criteria.c)

 

Virtual audit activities:—

 

ensure that the audit team is using agreed remote access protocols including requested devices,software, etc.;—

 

if taking screen shot copies of document of any kind, ask for permission in advance and considerconfidentiality and security matters and avoid recording individuals without their permission;—

 

if an incident occurs during the remote access, the audit team leader should review the situationwith the auditee and, if necessary, with the audit client and reach agreement on whether theaudit should be interrupted, rescheduled or continued;—

 

use floor plans/diagrams of the remote location for reference;—

 

maintain respect for privacy during audit breaks.Consideration 

 

needs 

 

to 

 

be 

 

given 

 

to 

 

disposition 

 

of 

 

information 

 

and 

 

audit 

 

evidence, 

 

irrespective 

 

of 

 

the

 

type of media, at a later date, once the need for its retention has lapsed.
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A.16

 

Auditing virtual activities and locationsVirtual audits are conducted when an organization performs work or provides a service using an on-

 

line environment allowing persons irrespective of physical locations to execute processes (e.g. company

 

intranet, a “computing cloud”). Auditing of a virtual location is sometimes referred to as virtual auditing.

 

Remote audits refer to using technology to gather information, interview an auditee, etc. when “face-to-

 

face” methods are not possible or desired.A virtual audit follows the standard audit process while using technology to verify objective evidence.

 

The 

 

auditee 

 

and 

 

audit 

 

team 

 

should 

 

ensure 

 

appropriate 

 

technology 

 

requirements 

 

for 

 

virtual 

 

auditswhich can include:—

 

ensuring 

 

the 

 

audit 

 

team 

 

is 

 

using 

 

agreed 

 

remote 

 

access 

 

protocols, 

 

including 

 

requested 

 

devices,software, etc.;—

 

conducting technical checks ahead of the audit to resolve technical issues;—

 

ensuring 

 

contingency 

 

plans 

 

are 

 

available 

 

and 

 

communicated 

 

(e.g. 

 

interruption 

 

of 

 

access, 

 

use 

 

ofalternative technology), including provision for extra audit time if necessary.
Auditor competence should include:—

 

technical skills to use the appropriate electronic equipment and other technology while auditing;—

 

experience in facilitating meetings virtually to conduct the audit remotely.When 

 

conducting 

 

the 

 

opening 

 

meeting 

 

or 

 

auditing 

 

virtually, 

 

the 

 

auditor 

 

should 

 

consider 

 

and 

 

the
following items:—

 

risks associated with virtual or remote audits;—

 

using floor plans/diagrams of remote locations for reference or mapping of electronic information;—

 

facilitating for the prevention of background noise disruptions and interruptions;—

 

asking for permission in advance to take screen shot copies of documents or any kind of recordings,and considering confidentiality and security matters;—

 

ensuring 

 

confidentiality 

 

and 

 

privacy 

 

during 

 

audit 

 

breaks 

 

e.g. 

 

by 

 

muting 

 

microphones, 

 

pausingcameras.
A.17

 

Conducting

 

interviewsInterviews 

 

are 

 

an 

 

important 

 

means 

 

of 

 

collecting 

 

information 

 

and 

 

should 

 

be 

 

carried 

 

out 

 

in 

 

a 

 

manner

 

adapted 

 

to 

 

the 

 

situation 

 

and 

 

the 

 

individual 

 

interviewed, 

 

either 

 

face 

 

to 

 

face 

 

or 

 

via 

 

other 

 

means 

 

ofcommunication. However, the auditor should consider the following:a)

 

interviews 

 

should 

 

be 

 

held 

 

with 

 

individuals 

 

from 

 

appropriate 

 

levels 

 

and 

 

functions 

 

performingactivities or tasks within the audit scope;b)

 

interviews 

 

should 

 

normally 

 

be 

 

conducted 

 

during 

 

normal 

 

working 

 

hours 

 

and, 

 

where 

 

practical, 

 

atthe normal workplace of the individual being interviewed;c)

 

attempts should be made to put the individual being interviewed at ease prior to and during theinterview;d)

 

the reason for the interview and any note taking should be explained;e)

 

interviews may be initiated by asking individuals to describe their work;f)
 

the 
 

type 
 

of 
 

question 
 

used 
 

should 
 

be 
 

carefully 
 

selected 
 

(e.g. 
 

open, 
 

closed, 
 

leading 
 

questions,appreciative inquiry);
© ISO 2018 – All rights reserved
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g)

 

awareness of limited non-verbal communication in virtual settings; instead focus should be on thetype of questions to use in finding objective evidence;h)

 

the 

 

results 

 

from 

 

the 

 

interview 

 

should 

 

be 

 

summarized 

 

and 

 

reviewed 

 

with 

 

the 

 

interviewedindividual;i)

 

the interviewed individuals should be thanked for their participation and cooperation.
A.18 Audit

 

findings

A.18.1 Determining

 

audit

 

findingsWhen determining audit findings, the following should be considered:a)

 

follow-up of previous audit records and conclusions;b)

 

requirements of the audit client;c)

 

accuracy, sufficiency and appropriateness of objective evidence to support audit findings;d)

 

extent to which planned audit activities are realized and planned results achieved;e)

 

findings exceeding normal practice, or opportunities for improvement;f)

 

sample size;g)

 

categorization (if any) of the audit findings.
A.18.2

 

Recording

 

conformitiesFor records of conformity, the following should be considered:a)

 

description of or reference to audit criteria against which conformity is shown;b)

 

audit evidence to support conformity and effectiveness, if applicable;c)

 

declaration of conformity, if applicable.
A.18.3

 

Recording

 

nonconformitiesFor records of nonconformity, the following should be considered:a)

 

description of or reference to audit criteria;b)

 

audit evidence;c)

 

declaration of nonconformity;d)

 

related audit findings, if applicable.
A.18.4 Dealing

 

with

 

findings

 

related

 

to

 

multiple

 

criteriaDuring an audit, it is possible to identify findings related to multiple criteria. Where an auditor identifies

 

a finding linked to one criterion on a combined audit, the auditor should consider the possible impact onthe corresponding or similar criteria of the other management systems.Depending on the arrangements with the audit client, the auditor may raise either:a)

 

separate findings for each criterion; orb)
 

a single finding, combining the references to multiple criteria.
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Depending 

 

on 

 

the 

 

arrangements 

 

with 

 

the 

 

audit 

 

client, 

 

the 

 

auditor 

 

may 

 

guide 

 

the 

 

auditee 

 

on 

 

how 

 

to

 

respond to those findings.
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