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FOREWORD 
 
 

This Malaysian Standard was developed by the Technical Committee on Business Continuity 
Management under the authority of the Organisational Management Industry Standards 
Committee. 

 
MS 1970, Business Continuity Management-Framework , has been developed to provide 
recommendations for organisations to design, develop, implement and maintain business 

continuity management plans. This standard is not meant to be prescriptive. It however 
recommends best practices of business continuity planning. 
 

Compliance with a Malaysian Standard does not of itself confer immunity from legal 
obligations. 
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BUSINESS CONTINUITY MANAGEMENT - FRAMEWORK 
 
 

0. Introduction 
 

0.1 Background 
 
In a fast paced world where dependencies on partnerships, external resources, and 

technology is increasingly playing a vital role in the day to day activities of corporate business 
and government services, it is prudent and vital that a level of resilience is incorporated into 
the organisation. 

 
In recent times we have seen the results of both man made disasters and natural disasters. 
While the cause may be different, the impact and consequences of these events have 

affected the lives and businesses around the world. We have seen that an organisation is 
adequately prepared and capable of continuing to provide a level of continuous service to its 
customer in a productive, effective and efficient manner. 

 
Business Continuity (BC), the capability to provide continuous key services to customers and 
business partners, is no longer an option for management but a necessity. Business 

Continuity Management (BCM) is a holistic approach to safeguarding the interests of its key 
stakeholders, reputation, brand and value-creating activities. By implementing BCM an 
organisation will indicate sound corporate governance and good business leadership. 
 

BCM is an on-going process that needs regular management’s attention and support because 
in any growing organisation, the potential of a disaster can change from time to time. 
Emergency management, supply chain management, disaster recovery, crisis management, 

risk management and occupational health and safety are a few areas which BCM covers. 
 
This standard was developed to provide organisations with a clear and correct approach in 

strategising, developing and implementing BCM based on better industrial practices. 
 
0.2 Purpose and objective 

 
The purpose of this standard is to provide the user with a structured process of developing a 
Business Continuity Management Framework. Users are encouraged to expand on this 

framework to suit the special requirements of their respective sector/industry. 
 
The objective of this standard is to answer the question “What is Business Continuity 

Management Framework?” This standard is NOT an Implementation Guideline hence DOES 
NOT discuss the issue of “how to implement a Business Continuity Management 
framework?”. 

 
0.3 Intended users 
 

This standard is intended for directors, top management, managers, implementers of BCM 
projects, business continuity professionals and other related parties from government, private 
and commercial entities in this country. 

 
 
 

 
 
 



MS 1970:2007 

2  © STANDARDS MALAYSIA 2007 – All rights reserved 

 

 
 
 

0.4 Developing your own guidelines 
 
This standard may be defined as a starting point for developing organisation specific 

guidelines. It is also envisaged that this standard be used as the base standard to existing 
organisational guidelines and controls. 
 

0.5 How to read this standard 
 
Users are encouraged to read the entire standard from start to finish to fully appreciate the 

contents. This standard prescribes a lifecycle that consists of five modules (Central Module, 
Module 1, Module 2, Module 3 and Module 4) to develop, implement and maintain a Business 
Continuity Management framework. The execution of the modules is sequential in manner 

with each module producing outputs necessary for the succeeding module.  
 
Hence it is recommended that this standard is read in a sequential manner. Each module has 

five distinct areas. The table below provides the reference number of each of these areas in 
relation to the module name. 
 

Table 1.  Reference matrix 
 

Process name Description Objectives Deliverables Recommended 
steps 

Assumptions 

Getting top 

management support  
5.1 5.2 5.3 5.4 5.5 

Risk assessment 6.2.1 6.2.2 6.2.3 6.2.4 6.2.5 

Business Impact 

Analysis 
6.3.1 6.3.2 6.3.3 6.3.4 6.3.5 

BCM policy and 
procedures 

6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 

Crisis management 

plan 
7.2.1 7.2.2 7.2.3 7.2.4 7.2.5 

Establishment of 

alternate site  
7.3.1 7.3.2 7.3.3 7.3.4 7.3.5 

Documentation of 
procedures 

7.4.1 7.4.2 7.4.3 7.4.4 7.4.5 

Awareness and 

training programmes 
8.2.1 8.2.2 8.2.3 8.2.4 8.2.5 

Exercising/testing 
programmes 

8.3.1 8.3.2 8.3.3 8.3.4 8.3.5 

Business Continuity 

maintenance 
programme 

8.4.1 8.4.2 8.4.3 8.4.4 8.4.5 

BCM audit 8.5.1 8.5.2 8.5.3 8.5.4 8.5.5 

 

The clauses in this standard should not be interpreted in isolation. It should be read in its 
entirety in relation to the whole document.  
 

Each module or sub-module has a “description” clause and an “objective” clause to give the 
user the reason and purpose for it. Users should read these clauses prior to perusing the 
other clauses. 
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0.6 Relations to other standards and regulations 
 
This standard has been developed to avoid the duplication of other standards. For further 

elaboration of the items raised in the various clauses of this standard, users may refer to 
detailed requirements in other standards or regulations. For example reference to ISO/IEC 
27001 can be made for issues on Information Security Management. 

 
 

1. Scope 
 
This Malaysian Standard describes the structured process for developing a Business 
Continuity Management (BCM) framework. This framework is applicable to any organisation 

in any sector or industry. 
 
The scope of this standard is limited to identifying the processes involved in developing a 

BCM framework, the recommended sequence of steps and the minimum deliverables 
expected from each process. 
 

Exclusion: 
 
a) This standard excludes technical details in executing each process or steps. Users are 

recommended to refer to a BCM implementation guide or consult relevant professionals 
for technical details. 

 

b)  This standard should not take precedence over any laws or regulations that currently 
exist or that will come into existence in the future. 

 
NOTE.  In the interpretation of this standard, the following assumptions are made. 
 
a) This standard provides the BCM framework for design, development, implementation and maintenance of an 

organisation’s business continuity management plans. It is based on the assumption that top management 
approval for the organisation to develop a BCM framework and adequate budgets are available. 

 
b) The users have some knowledge in business continuity planning. 

 
 
 

 



MS 1970:2007 

4  © STANDARDS MALAYSIA 2007 – All rights reserved 

 

 
 
 

2. Terms and definitions 
 
For the purposes of this standard, the following terms and definitions apply.  

 
Note.  Where a term is not included, its common usage, as described within the glossary of terms published by the 
Disaster Recovery Institute International (DRI International), should apply. 

 
2.1 Alternate si te(s) 
 

An alternate operating location selected by an organisation for carrying out business functions 
when these functions cannot be carried out at the normal operating location after a disaster. 
 

2.2 Business Continuity  
 
The capability to provide continuous key services to customers and business partners at an 

expected level regardless of the circumstances. 
 
2.3 Business Continuity Management 

 
Management process that safeguards the interests of its key stakeholders, reputation, brand 
and value-creating activities by identifying potential impacts that threaten the organisation and 

provides a framework for building resilience and the capability for an effective response. 
 
2.4 Business Continuity Management handbook 

 
A document endorsed by management that contains the general continuity strategies, roles 
and procedures relating to prevention, response, recovery, restoration and resumption 

activities. 
 
2.5 Business Continuity Management policy 

 
A document endorsed by top management that outlines the organisation’s overall intentions 
and directions on BCM. 

 
2.6 Business Continuity Management plan 
 

A collection of documents containing procedures, resources and information that is 
developed, compiled and maintained in readiness for use in the event of an emergency or 
disaster.  

 
2.7 Business function 
 

A business function is defined as any set of activities performed by the department that is 
initiated by an event, transforms information, materials or business commitments, and 
produces an output.  

 
NOTE. The following are examples of business functions: order fulfilment, invoicing, cash management, 
manufactured batch, customer response tracking and, regulatory submissions, etc. 
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2.8 Business Impact Analysis (BIA) 
 
The process of analysing the financial and non-financial impact due to a disruption on 

business operations. The BIA measures the effect of resource loss and escalating losses over 
time in order to provide top management with reliable data upon which to base decisions on 
risk mitigation and continuity planning. 

 
2.9 Command centre 
 

A location at which relevant management teams and staffs can co-ordinate efforts and 
manage possible disasters. 
 

2.10 Crisis 
 
An abnormal situation which threatens the operations, reputation and stakeholders without 

causing physical harm to life and limb or the physical assets of an organisation. 
 
2.11 Disaster 

 
A disaster is a sudden, unplanned calamitous event, usually causing great damage or loss, 
which results in the inability of an organisation to provide critical business functions for some 

predetermined minimum period of time. 
 
2.12 Disaster Recovery Plan (DR Plan) 

 
A document that defines the resources, actions, tasks and data required to manage the 
business recovery process in the event of a business interruption. The plan is designed to 

assist in restoring the business process within the stated disaster recovery goals. 
 
2.13 Incident 

 
An event that occurs by chance or due to a combination of unforeseen circumstances, and 
which, if not handled in an appropriate manner, can escalate into an emergency or disaster. 

 
NOTE.  An incident precedes an emergency or disaster. 

 

2.14 Minimum operating resources  
 
Minimum operating resources are the minimum resources (people, facilities, systems and 

data) required for the resumption of the business functions at the recovery centre. 
 
2.15 Recovery plan  

 
A recovery plan  is a sub-set of a BCM plan that contains specific action steps to respond, 
recover, resume and restore to normal, one or a group of related business functions. 

 
NOTE. For example, a finance recovery plan may contain steps to recover general ledger, accounts payable, 
accounts receivable, treasury and other key business functions. 

 

 



MS 1970:2007 

6  © STANDARDS MALAYSIA 2007 – All rights reserved 

 

 
 
 

2.16 Recovery Point Objective (RPO) 
 
The point in time to which systems and data is required to be recovered after an outage. 

RPOs are often used as the basis for the development of backup strategies and as a 
determinant of the amount of data that may need to be recreated after the systems or 
functions have been recovered. 

 
2.17 Recovery Time Objective (RTO) 
 

The period of time within which systems, applications, or functions are required to be 
recovered after an outage. RTOs are often used as the basis for the development of recovery 
strategies, and as a determinant as to whether or not to implement the recovery strategies 

during a disaster situation.  
 
2.18 Risk 

 
Combination of the probability of an event and its consequence. 
 

[ISO/IEC Guide 73:2002]  
 
2.19 Risk probability 

 
The chance of the risk occurring. 
 

2.20 System Recovery Time Objective  
 
System Recovery Time Objective is the period of time within which an application system is 

required to be recovered upon invocation of an IT recovery plan to support business 
functions. 
 

2.21 Threat  
 
A potential cause of unwanted incident, which may result in harm to a system or organisation. 

 
[ISO/IEC 13335-1:2004] 
 

2.22 Vital records 
 
Records that are required to be preserved and available for retrieval if needed. 

 
2.23 Vulnerability 
 

A weakness of any system, data, people or processes that can be exploited by one or more 
threats. 
 

 

3. Abbreviations 
 

For the purposes of this standard, the following abbreviations apply. 
 
BC Business Continuity 

 
BCM  Business Continuity Management  
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BIA  Business Impact Analysis  
 
MOR Minimum operating resources  

 
RPO Recovery Point Objective 
 

RTO Recovery Time Objective  
 
SRTO System Recovery Time Objective 

 
 

4. Business Continuity Management life cycle 
 
Business Continuity Management is a dynamic process that involves many on going 
activities. The BCM framework incorporates a life cycle of processes and controls to ensure 

that any changes in business operations are adequately reflected in the BCM plans. This 
standard prescribes to a five module life cycle as depicted in Figure 1. 
 

4.1 Central module: BCM programme management  
 
The central module has the function of championing the BCM initiative of the organisation.  

This module acts as the central management module that monitors and controls the life-cycle. 
This module is typically managed by the business continuity office which is headed by the 
business continuity manager. 

 
The primary objective of the central module is to monitor the execution of the following four 
modules and to resolve problems where necessary. 

 
4.2 Module 1: Getting top management support 
 

Module 1 is the initiating module of the life cycle. A best practice strongly recommends the 
involvement of top management in a BCM project. It is essential that top management is 
involved in making key strategic decisions with regards to BCM. The activities in this module 

include identifying needs to develop BCM plans or revising the existing ones. These needs 
may arise due to changes in management, business strategy or business direction. Changes 
may include mergers and acquisitions, and voluntary separation schemes.  The activities for 

this module are described in detail in Clause 5. 
 
4.3 Module 2: Defining BCM strategies 

 
Module 2 is the module where detailed data gathering activities are conducted and 
specifications for the BCM plans are defined. The sub-modules within this module are risk 

assessment, Business Impact Analysis and strategy development. The outcome of this 
module can be equated with the technical drawings of a multi-storey building. i.e. it provides 
the blueprint/specification for the BCM plans.  The activities for this module are described in 

detail in Clause 6. 
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4.4 Module 3: Developing BCM plans 
 
Module 3 is the module where the strategies and specifications defined in Module 2 are 

implemented. The sub-modules within this module are the establishment of alternate site(s) 
and the documentation of emergency/crisis plans, response, recovery, resumption, 
restoration and normalisation procedures together with other relevant supporting documents. 

This module can be equated with the construction of the multi-storey building based on the 
technical drawings.  The activities for this module are described in detail in Clause 7. 
 

4.5 Module 4: Implementing BCM programmes 
 
Module 4 is the maintenance module of the life cycle. BCM programmes are developed and 

implemented to keep the organisation in a constant state of readiness. In the event of a major 
change in the organisation’s structure or business operations, then the process reverts to 
module 1. Otherwise it remains within module 4. 

 
The sub-modules within this module are awareness and training programmes, 
exercising/testing programmes, BCM maintenance programmes and BCM auditing 

programmes. The activities in this module can be equated with the activities associated to 
building operations and maintenance.  The activities for this module are described in detail in 
Clause 8. 

 

 
 

Figure 1.  Business Continuity Management life cycle 
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4.6 Business Continuity Management project players 
 
There are several groups of people involved in the implementation of a BCM framework. The 

following are the groups recognised in this standard. 
 
4.6.1 Top management 

 
The word top management is loosely defined as any individual or group of people responsible 
for the well being of the organisation i.e. board of directors, principal officers, and senior 

management committee members. 
 
4.6.2 Project steering committee 

 
The group of people empowered to manage a BCM project. 
 

4.6.3 Project working committee 
 
This is the group of people, typically representing the stakeholders, who are empowered to 

execute the tasks within the BCM project. This group includes the project manager, the 
business continuity manager and representatives from the internal stakeholders. 
 

4.6.4 Project manager 
 
The individual responsible for the successful completion of the project. 

 
4.6.5 Business Continuity manager 
 

The individual responsible for the implementation and maintenance of the BCM framework. 
 
4.6.6 Business Continuity office 

 
This comprises of the business continuity manager and his/her assistants who will champion 
the BCM programme. 
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Figure 2.  Business Continuity Management project players 
 
 

5. Module 1: Getting top management support 
 

5.1 Description 
 
This module facilitates in securing top management’s commitment and approval to develop, 

implement and maintain a business continuity framework.  
 
It is the top management’s responsibility to provide oversight, due care, direction and support 

to develop, implement and maintain a business continuity framework. It is also the top 
management’s responsibility to include BCM activities in all decisions relating to major 
changes in management style, direction, key business processes or organisation structure. 

 
In the event of such major changes, top management is responsible to incorporate BCM 
consideration into their decision making process. 

 
This module also emphasises the need to have clear terms of reference (TOR) when starting 
a BCM project. The BCM project TOR includes scope, objectives, goals, players, roles and 

responsibilities, work activity breakdown, schedules, milestones and references amongst 
other things. 
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5.2 Objectives 
 
The objectives are: 

 
a) to establish BCM awareness amongst top management; 
 

b) to establish top management ownership, commitment and to build support; and 
 
c) to define the terms of reference for a BCM project. 

 
5.3 Deliverables 
 

Formal endorsement of the terms of reference for a BCM project. 
 
5.4 Recommended steps 

 
5.4.1 Organise awareness session(s) for top management 
 

A series of awareness sessions should be organised for top management to get a full 
understanding of BCM. 
 

5.4.2 Determine terms of reference for the project 
 
Develop a document (TOR) that details the scope, objective and goals of the project. This 

document also identifies the people involved in the project as well as their respective roles 
and responsibilities throughout the project. Other details such as project activities, schedules, 
milestones, references, guidelines and standards are also included. 

 
5.4.3 Obtain formal endorsement 
 

The terms of reference should be endorsed or approved by top management prior to the start 
of the project. 
 

5.4.4 Make BCM a permanent agenda in top management meeting 
 
BCM should be made a permanent agenda item and given priority in relation to other issues 

in the top management meetings. This is to ensure that ongoing efforts continue to get the 
necessary attention and support from top management and new plans initiated. 
 

5.5 Assumptions 
 
The implementation is based on the assumption that the top management has preliminary 

interest in BCM and approvals and budgets have already been allocated for the project. 
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6. Module 2: Defining Business Continuity Management strategy 
 
6.1 General 

  
This is one of the most important steps in business continuity planning. The blueprint of the 
organisation’s BCM plans will be defined in this module. The blueprint details out the design 

and specification of the business continuity organisation structure, policies and procedures as 
well as the policies and procedures to maintain the BCM plans. 
 

The data gathering activities of this module is conducted via a risk assessment exercise and a 
Business Impact Analysis. The risk assessment is conducted to identify the key vulnerabilities 
of the organisation whilst the BIA is to identify critical business functions, its respective 

recovery times and the minimum operating resources. The BIA is a tedious process but is 
crucial for the success of the project. 
 

Once the necessary data has been gathered, it is analysed to determine the best continuity 
strategy for the organisation. Along with the strategy, the relevant policies and procedures to 
support this strategy should be developed and implemented. 

 
6.2 Risk assessment 
 

6.2.1 Description 
 
The first step in this module is to assess the risks within the organisation. Weak links or areas 

of vulnerability are identified and control measures recommended.  
 
The outcome of this module is a risk assessment report. This report will highlight the threat 

elements that may have an adverse impact on the organisation. 
 
6.2.2 Objectives 

 
The objectives are: 
 

a) to assess risks and identify vulnerabilities within the organisation; and 
 
b) to recommend appropriate control measures. 

 
6.2.3 Deliverables 
 

6.2.3.1 Risk Matrix  
 
This is a diagram that indicates the level of risks within an organisation. The diagram is 

typically a 3 by 3 or 5 by 5 matrix with probability on the “Y” axis and severity on the “X” axis.  
 
See example in Annex A. 

 
6.2.3.2 Risk assessment report 
 

This is a report containing the findings from the risk assessment exercise. The report includes 
the methodology used, the data gathered, analysis of the data and recommendations on 
control measures to be implemented. 
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6.2.4 Recommended steps 
 
6.2.4.1 Identify threats 

 
Determine all types of threats to the organisation. These threats could be internal or external, 
man made or arise from natural causes. 

 
6.2.4.2 Identify risk 
 

Determine all the risks associated with the threats identified above. A threat may have one or 
more risk associated with it. 
 

6.2.4.3 Identify current/existing control measures 
 
Evaluate the adequacy of the control measures (prevention, detection and mitigation) 

currently in place.  
 
6.2.4.4 Determine the risk probability and severity 

 
For each of the risk identified above, determine the chance of it occurring. This can be 
ascertained by looking at the history or estimating the likelihood of it happening. Determine 

also the impact on the organisation should the risk be realised. 
 
6.2.4.5 Recommend control measures for unacceptable risk probability 

 
Where the risk is unacceptable and the existing controls are inadequate, recommend 
enhancement or improvement to the control measures. 

 
6.2.4.6 Prepare risk assessment report 
 

Document all the findings into a report and submit to top management. 
 
6.2.5 Assumptions 

 
Top management has approved the risk assessment process. 
 

The person(s) conducting the risk assessment is well versed with the terms and practice of 
risk assessment. 
 

6.3 Business Impact Analysis 
 
6.3.1 Description 

 
In this sub-module, the business functions that are critical to the organisation and their 
tolerance towards a disruption to business operations are identified. 

 
The analysis should be based on a worst case scenario such as the total loss to premises, 
working environment, resources, records, and assets. 
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6.3.2 Objectives 
 
The objectives are: 

 
a) to determine the criticality level of each business function; 
 

b) to establish the RTO for critical business functions; 
 
c) to establish the RPO for critical business functions; and 

 
d) to identify the MOR for critical business functions. 
 

6.3.3 Deliverables 
 
Business Impact Analysis report which consists of: 

 
a) a list of critical business functions with RTO and RPO; 
 

b) a list of critical IT systems with RTO and RPO; 
 
c) a list of minimum facilities required; and 

 
d) a list of minimum human resources required. 
 

6.3.4 Recommended steps  
 
6.3.4.1 Establish a working committee 

 
To execute the BIA, a team of people from each of the business units or departments 
involved should be formed. This team of people, referred to as the working committee, should 

be formally endorsed by the BCM project steering committee. 
 
6.3.4.2 Complete BIA questionnaire 

 
A BIA questionnaire is a set of questions used to gather quantitative and qualitative 
information of an organisation’s operations. The working committee may be used to complete 

the BIA questionnaires.  
 
6.3.4.3 Compile, collate and prioritise the list of business functions 

 
Data gathered is compiled, collated and prioritised. 
 

6.3.4.4 Determine Recovery Time Objective 
 
For each of the business functions identified in the BIA, determine the timeframe required for 

the business function to be operational after a disruption. 
 
6.3.4.5 Determine Recovery Point Objective 

 
For each of the business functions identified in the BIA, determine the amount of historical 
data it can lose without affecting recovery capability and still be within the set RTO. 
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6.3.4.6 Identify minimum operating resources 
 
The minimum resources required to operate the business functions identified in the BIA, 

which may include people, systems, office equipment, electronic and physical records or 
other items.  
 

6.3.4.7 Write the Business Impact Analysis report 
 
Compile, collate and document all the information gathered.  Analyse the data, prepare a 

report and submit it to top management for endorsement. 
 
6.3.5 Assumptions 

 
Top management’s approval of the BIA process has been obtained. 
 

The persons conducting the BIA exercise are well-versed with the terms and processes. 
 
6.4 Business Continuity Management strategy 

 
6.4.1 Description 
 

This sub-module establishes the relevant strategies to manage and operate the BCM 
framework. These strategies include: 
 

a) business strategies, i.e. which services or products are considered critical to the business 
and to what extent should these services or products continue to operate in the event of a 
disaster;  

 
b) governance strategies, i.e. who are authorised to make decisions and run the business 

during a disaster; 

 
c) operational strategies, i.e. how are business functions operated, where are they operated 

from, what are their operations hours, etc; and 

 
d) sustenance strategies, i.e. how are BCM plans and resources maintained, who is 

responsible, etc. 

 
6.4.2 Objectives 
 

The objective of this sub-module is to determine BCM strategies for the organisation, resulting 
in the establishment of relevant BCM policies and operating procedures (BCM handbook). 
 

The BCM policies and BCM handbook will be the basis from which continuity and recovery 
plans will be built and maintained. 
 

6.4.3 Deliverables 
 
Business Continuity Management policy (see 2.5). 

 
Business Continuity Management handbook (see 2.4). 
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6.4.4 Recommended steps 
 
6.4.4.1 Determine the BCM strategies 

 
BCM strategies are to prevent a disaster from occurring, to respond to a disaster and to fully 
recover from a disaster. BCM strategies include business strategies, governance strategies, 

operational strategies and sustenance strategies. 
 
6.4.4.2 Establish the infrast ructure recovery strategy 

 
The infrastructure recovery strategy should state the type and level of service for voice and 
data communications, IT systems and any other infrastructure related services that will be 

available in the event of a disaster. The strategy should also state the reliability of data that 
will be made available. 
 

6.4.4.3 Design the BCM organisation structure  
 
The BCM organisation structure consists of personnel who are involved in the business 

continuity and disaster recovery operations. The roles and responsibilities (before, during and 
after a disaster) of each player are to be identified. 
 

6.4.4.4 Define the escalation/declaration policies and procedures 
 
A formal and standard manner in escalating incidents and declaring disasters should be 

defined to ensure a quick and effective response to an incident. 
 
6.4.4.5 Define and document the general operating policies and procedures 

 
This is a formal document that spells out the operating policies and procedures to be 
implemented/executed in the event of a disaster. 

 
6.4.4.6 Define and document BCM plan testing policies 
 

Testing policies of the BCM plan should be defined and documented and should include the 
type, scope, frequency of these tests and any compliance requirements. 
 

6.4.4.7 Define and document vital record programme policies and procedures 
 
Vital record programme is a preventive measure taken to identify and adequately protect key 

data/information within an organisation. It is imperative that vital records are kept at a safe 
location away from the primary business premises. Hence, policies and procedures pertaining 
to vital record programme should be defined and documented. 

 
6.4.4.8 Define and document Business Continuity Management plan maintenance 
policies 

 
BCM plan maintenance policies should state how often the plans are to be reviewed and 
updated. The policies should include provision for conducting risk assessment, business 

impact analysis, training, plan exercising and auditing on a regular basis. 
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6.4.4.9 Conduct a cost/benefit analysis 
 
A detail study on the cost and benefit of each strategy should be made. 

 
6.4.4.10 Compile and obtain top management endorsement. 
 

6.4.5 Assumptions 
 
Top management approval of the BCM strategy development process has been obtained. 

 
The person(s) involved in developing the business continuity strategy is familiar with the 
organisation and its business as well as knowledgeable in BCM strategy development. 

 
 

7. Module 3: Developing Business Continuity Management plans 
 
7.1 General 
 

Once the continuity strategy has been formalised and accepted, the next step is the 
development of the BCM plans. The development of the BCM plans involves three key areas 
namely: 

 
a) the development of a crisis management plan; 
 

b) the establishment of one or many alternate sites; and 
 
c) the development of recovery plans. 

 
The crisis management plan will address the procedures and actions required to handle an 
emergency or a critical event. It should also include a plan to communicate and liase with 

relevant public authorities, stakeholders and general public. The purpose of these procedures 
is to provide a process that facilitates an organised decision-making at critical times during an 
incident or disaster.  

 
The establishment of alternate site(s) is one of the critical elements in business continuity 
planning. The number and type of the alternate site would have already been decided in 

Module 2. There are, however, other criteria which should be considered when selecting or 
deciding on a suitable site, such as the distance from the main business premises. 
 

The recovery plans contain the procedures and actions that the recovery teams would use to 
assist and guide them to recover critical business functions as identified in the Business 
Impact Analysis sub-module. The plans would typically cover action steps from the time of the 

incident to the time when normal business operations are restored at the main business 
premises.  
 

7.2 Crisis management plan 
 
7.2.1 Description 

 
This sub-module addresses the development of action plans and processes to manage 
incidents that may lead to a potential crisis or disaster. 
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7.2.2 Objectives 
 
The objective is to ensure effective management and response to an incident. The plan is 

designed to assist the organisation to cope with the anticipated needs generated by an 
emergency event and to facilitate communications of those events. 
 

7.2.3 Deliverables 
 
7.2.3.1 A crisis management plan typically consists of the following topics: 

 
a) purpose and scope; 
 

b) roles and responsibilities; and 
 
c) crisis management processes: 

 
 i) incident identification and reporting; 
 

 ii) escalation; 
 
 iii) emergency response; 

 
 iv)  damage assessment;  
 

 v) command centre set-up/activation;  
 
 vi) disaster declaration; and 

 
 vii) internal/external communications. 
 

7.2.3.2 Supporting documents which consist of the following: 
 
a) contact list; 

 
b)  incident reporting form; 
 

c) damage assessment form; and 
 
d) damage assessment activity log. 

 
7.2.4 Recommended steps 
 

7.2.4.1 Identify and define the roles and responsibilities of the teams required to handle the 
crisis. 
 

7.2.4.2 Develop incident identification and reporting procedures 
 
Procedures for incident identification and reporting should be developed.  

 
7.2.4.3 Develop escalation procedures 
 

Escalation procedures which define the process by which an incident should be 
communicated should be developed. 
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7.2.4.4 Develop emergency response procedures 
 
Emergency response procedures or procedures used in responding to a possible disaster that 

focuses on saving human life and the organisation’s critical assets. 
 
7.2.4.5 Develop damage assessment procedures 

 
This set of procedures is required in assessing the direct and consequential impact (financial 
and non-financial) of an incident. 

 
7.2.4.6 Develop command centres operations and management procedures 
 

These procedures are required to control and manage a command centre. 
 
7.2.4.7 Develop disaster declaration procedures 

 
These procedures define standard processes in determining if an incident occurred can be 
classified as a disaster or not. 

 
7.2.4.8 Develop internal/external communications procedures 
 

These procedures consist of the communications process for internal stakeholders 
(employees and corporate management), external stakeholders (customers, shareholders, 
vendors, and suppliers) and the media (newspapers, radio, television and internet). 

 
7.2.4.9 Compile into a crisis management plan 
 

Consolidations of all relevant procedures for the compilation of a crisis management plan 
documentation. 
 

7.2.5 Assumptions 
 
Top management has approved the crisis management plan development process. 

 
7.3 Establishment of alternate site(s) 
 

7.3.1 Description 
 
This sub-module provides a high level consideration in establishing an alternate business 

facility(ies) to be used by the organisation when the primary business facility is inaccessible or 
unavailable. 
 

7.3.2 Objectives 
 
The objective is to establish an alternate business facility(ies) which meets the recovery 

strategies defined in module 2. 
 
7.3.3 Deliverables 

 
7.3.3.1 A fit for use alternate site(s) 
 

Alternate site(s) that meets the continuity and recovery requirements of the organisation. 
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7.3.3.2 Service level agreement 
 
An agreement specifying minimum service level provided by service providers at the alternate 

site(s). 
 
7.3.4 Recommended steps  

 
7.3.4.1 Identify appropriate location for alternate site(s) by taking into consideration the 
following: 

 
a) risk factors - risks that could affect the operations of the alternate site(s); 
 

b) space - space requirements should be sized according to the staffing plan;  
 
c) distance from primary site(s) - the distance between the main business premises and the 

alternate site should be considered; 
 
d) utilities - power and telecommunications grids used are different from those used at the 

main business premises; 
 
e) security - alternate site provided should have physical security controls that meet 

requirements in accordance to organisation’s compliance programmes; and 
 
f) transportation/accessibility - transportation resource and accessibility requirements that 

should be met. 
 
7.3.4.2 Design and implement physical infrastructure, as well as network architecture at the 

alternate site(s). 
 
7.3.4.3 Establish service level agreements(s) and operational procedures for the alternate 

site(s). 
 
7.3.5 Assumptions 

 
Top management’s approval of the establishment of an alternate site has been obtained.  
 

7.4 Development of Recovery Plan 
 
7.4.1 Description 

 
This sub-module establishes the recovery actions/plans to be executed in the event of a 
disaster. 

 
7.4.2 Objectives 
 

To develop plans to ensure smooth recovery of critical business functions. 
 
7.4.3. Deliverables 

 
Recovery plans typically comprise of the following sections: 
 

a) mobilisation of resources; 
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b) preparation of alternate site(s); 
 
c) recovery of lost data and records; 

 
d) resumption of operations; 
 

e) restoration of main business premises; and 
 
f) return operations to normal. 

 
7.4.4 Recommended steps 
 

7.4.4.1 Identify appropriate resources and document mobilisa tion procedures 
 
This step involves the identification of teams and resources and the documentation of 

procedures or actions required to ensure that resources are available at the relevant alternate 
site(s). 
 

7.4.4.2 Develop action steps to prepare and commission the alternate facility(ies). 
 
These procedures are required in preparing the alternate site(s) to be utilised by the recovery 

teams. 
 
7.4.4.3 Develop procedures/check-list to recover critical data (electronic or manual 

format) 
 
The procedures/check-list in collecting all the documents (processed or unprocessed) and re-

synchronising the data in the systems should be identified and documented. 
 
7.4.4.4 Develop procedures/check-list to resume critical business functions 

 
This step involves the development of procedures/check-list required to resume critical 
business functions. 

 
7.4.4.5 Develop procedures/check-list to restore the affected facilities 
 

These procedures, action steps and/or check-lists are required to rectify, restore, refurbish or 
re-establish the main business premises that may have been affected by the disaster. 
 

7.4.4.6 Develop procedures/check-list to return to pre-disaster business environment 
 
These procedures, action steps and/or check-lists are required for the effort to restore 

business operations back to normal. 
 
7.4.5 Assumptions 

 
Top management has approved the recovery plan development process. 
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8. Module 4: Implementing Business Continuity Management 
programme 
 
8.1 General 
 

Upon development and acceptance of the BCM plan, continuous effort is required to ensure 
the effectiveness of the plan. For effective implementation of the BCM programme, it is crucial 
that all components of the programme are relevant, workable and achievable. 

 
The implementation of BCM programme starts with awareness and training which creates the 
foundation of BCM culture within the organisation. Awareness and training is a continuous 

process. This process identifies and builds the knowledge, skills and capabilities required by 
an individual to perform responsibilities specific to his or her role within the organisation. 
 

No matter how well the BCM plan is designed, testing will reveal areas requiring attention. 
Testing of the BCM plan is essential and this provides assurance to the management that the 
plan is effective, workable, and expected results are achievable and in line with the BCM 

strategies. A test exercise should be used as an opportunity to measure the readiness level of 
an organisation to face any incident that might occur. An organisation is expected to conduct 
a full exercise at least once a year. 

 
The BCM plan should be continually and conscientiously reviewed and updated to ensure 
effective business continuity. It is important to take all changes that may impact the 
organisation in the event of crisis or uncertainty into consideration. 

 
8.2 Awareness and training programme 
 

8.2.1 Description 
 
Awareness promotes the realisation and acceptance of the importance of BCM. Training 

equips staff with the required skills to effectively perform their roles during an incident. 
 
The scope of an awareness and training programme is based on the organisation’s needs to 

enable the respective personnel to effectively perform their roles and responsibilities. 
Awareness and training should be provided to top management, all levels of staff and 
stakeholders. 

 
8.2.2 Objectives 
 

The objectives of awareness and training programme are: 
 
a) to enhance the knowledge level of all staff; and 

 
b) to enhance the skill sets of the recovery teams required in planning, developing, 

maintaining and executing BCM programme. 

 
8.2.3 Deliverables 
 

8.2.3.1 Periodic training programme  
 
A training programme that describes the organisation’s training needs is required to be 

developed. Typically a twelve month schedule detailing the awareness and training courses 
conducted for top management, staff and stakeholders is developed. 
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The programme should include: 
 
a) advance training for business continuity manager, business continuity director and 

business continuity team leaders; 
 
b) intermediate training for first responders and team members; and 

 
c) awareness and briefing for: 
 

 i) general staff;  
 
 ii) top management; and 

 
 iii) stakeholders. 
 

8.2.3.2 Minimum competency level  
 
The following types of training (not restrictive and exhaustive) are suggested: 

 
Table 2.  Training 

 

Role Type of training 

Top management BCM strategies and polices workshop 

BC manager BCM workshops/seminars/conference 

BC director BCM conference 

BC team leaders BCM workshops 

BC team members BCM workshops 

General staff BCM awareness 

 
8.2.3.3 Training report 
 

A training report should be prepared to enable top management to monitor and evaluate level 
of awareness and competency of the trained personnel. 
 

8.2.4 Recommended steps 
 
8.2.4.1 Define awareness and training objective  

 
The steps are as follows: 
 

a) establish objectives of the awareness and training programme; 
 
b) identify target audience; 

 
c) define awareness and training approach e.g. briefing, walkthrough, induction; and 
 

d) identify functional awareness and training requirements. 
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8.2.4.2 Develop awareness and training aids 
 
The steps are as follows: 

 
a) identify expertise and skill requirements; 
 

b) acquire or develop tools and facilities required; and 
 
c) test for completeness, if applicable. 

 
8.2.4.3 Prepare periodic training schedule 
 

The steps are as follows: 
 
a) target number of participants; 

 
b) arrange for the venue; and 
 

c) schedule training with the participants. 
 
8.2.4.4 Conduct awareness and training 

 
The steps are as follows: 
 

a) confirm participation; 
 
b) conduct training; 

 
c) gather participant feedback; and 
 

d) produce report. 
 
8.2.5 Assumptions 

 
Budget for BCM training has been allocated. 
 

8.3 Exercising programme 
 
8.3.1 Description 

 
This sub-module highlights the importance of exercising plans within the BCM in order for the 
recovery team members to be familiar with their roles and responsibilities and to be ready to 

act and co-operate in any incident. 
 
The scope is to exercise all resources involved in the BCM. We use the word exercise to 

include testing. 
 
8.3.2 Objectives 

 
The objectives of exercising and testing the plans are: 
 

a) to verify the readiness and preparedness of the recovery teams; 
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b) to ensure that the plan is complete, workable and the agreed recovery times are 
achievable; and 

 

c) to identify areas for improvement. 
 
8.3.3 Deliverables 

 
8.3.3.1 Exercise plan 
 

The exercise plan is a clearly defined and documented plan that describes the objective, 
scope and action steps of the exercise. The plan should be approved by top management. 
 

8.3.3.2 Post-mortem report and follow-up actions 
 
These are activities that document the result of the exercise. The report describes the key 

lessons learnt and potential improvements to enable the management to improve the 
organisation’s BCM competence and capability. 
 

8.3.4 Recommended steps 
 
8.3.4.1  Determine objective and scope of exercise  

 
Define exercise scope, objective, test date and obtain top management approval. 
 

8.3.4.2 Create exercise scenario 
 
Develop a realistic scenario that can achieve the exercise objective. 

 
8.3.4.3 Develop exercise plan 
 

Determine sequence of activities and identify expected outcome of the exercise. 
 
8.3.4.4 Perform pre-exercise activities 

 
Notify and educate all relevant parties on the exercise and make necessary arrangements. 
 

8.3.4.5 Execute the exercise (at least one full exercise in a year) 
 
Facilitate and conduct the exercise and record observations and findings. 

 
8.3.4.6 Conduct post-exercise review 
 

Analyse and review the exercise result. Prepare a report and discuss findings with 
management. 
 

8.3.4.7 Implement changes and improvement 
 
Initiate action plan to update or enhance BCM plans. 
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8.3.5 Assumptions 
 
Top management has approved the conduct of the exercise and there is adequate capacity 

and resources are available to conduct the exercise. 
 
NOTE.  The word exercise includes testing. 

 
8.4 Business Continuity Management maintenance programme 
 

8.4.1 Description 
 
Organisations are dynamic in nature hence are constantly changing directions, implementing 

new products and services and/or enhancing operational procedures. These changes could 
affect existing BCM strategies, policies and plans. Therefore, it is imperative that programmes 
be implement which constantly review the adequacy of these strategies, policies and plans 

and when necessary make relevant amendments to them. 
 
Also, the site and facilities used for business continuity need to be maintained regularly to 

ensure they are in a ready-state to support the recovery efforts.  
 
BCM maintenance programme covers BCM policies, BCM handbook and BCM plans. 

 
8.4.2 Objectives 
 

The objective is to periodically review and update BCM policies, BCM handbook and BCM 
plans to ensure they are in line with the current organisation and business needs. 
 

8.4.3 Deliverables 
 
8.4.3.1 Periodic review report 

 
The report is an identification and documentation of analysis of recent changes in the 
organisation that affect the components of BCM. 

 
8.4.3.2 Updated and new BCM policies, BCM handbook and BCM plans 
 

BCM policies, BCM handbook and BCM plans that have been updated to reflect changes are 
made available. 
 

8.4.3.3 Updated and new service agreements 
 
Effective, up-to-date and fit-for-purpose contract agreement/Service Level Agreements 

(SLAs) that contribute to the plan requirements. 
 
8.4.4 Recommended steps 

 
8.4.4.1 Understand changes in organisation and its impact on the business 
 

Identify and document recent changes in the organisation and analyse the impact of the 
changes.  
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8.4.4.2 Review adequacy of BCM policies 
 
Liase with the respective parties to review BCM policies requirements and propose changes 

whenever necessary. 
 
8.4.4.3 Review and update BCM handbook 

 
Seek approval from top management on changes to BCM handbooks and implement required 
changes. 

 
8.4.4.4 Update BCM plans where applicable  
 

Seek and obtain approval from top management on changes to BCM plans and implement 
required changes. 
 

8.4.4.5 Review and update service agreements where applicable  
 
Identify sufficiency of current service maintenance. Propose changes whenever necessary 

and obtain approval. 
 
8.4.5 Assumptions 

 
Top management’s approval for the BCM maintenance process has been obtained. 
 

A team has been assigned to maintain the BCM components. 
 
8.5 Business Continuity Management audit 

 
8.5.1 Description 
 

BCM audit is necessary to ensure that an organisation has an effective and fit-for-purpose 
BCM programme.  
 

8.5.2 Objectives 
 
The objectives of BCM audit are: 

 
a) to verify that it meets statutory and regulatory requirements, where applicable; and 
 

b) to ensure that it complies with all relevant policies and procedure as stipulated in the BCM 
programme. 

 

8.5.3 Deliverables 
 
8.5.3.1 Business Continuity Management audit report 

 
A documentation and evaluation of the audit that describes the organisation’s overall BCM 
competence and capability, as well as areas of improvement and recommended action plan. 
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8.5.4 Recommended steps 
 
8.5.4.1 Determine audit objective 

 
Define the objective based on statutory, regulatory and internal BCM policy requirements. 
 

8.5.4.2 Audit BCM programme  
 
Develop and implement an audit programme to evaluate adequacy of the organisation’s BCM 

practice and provide recommendations for improvement. 
 
8.5.4.3 Prepare audit report for submission to Top management 

 
A BCM audit report should be prepared by the BCM audit team and signed-off by the 
organisation’s top management. 

 
8.5.5 Assumptions 
 

Top management’s approval for the BCM auditing process has been obtained. 
 
An independent party performs the BCM audit. 
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Annex A 
(informative) 

 
 

Example of a 3 by 3 risk matrix 
 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

 
 
 

Figure A1.  3 by 3 risk matrix 
 
Sample rating for likelihood: 

 
 High Very possible to happen within the next twelve months 
 

 Medium Good possibility of happening once within the next five years 
 
 Low Very unlikely to happen in the next ten years 

 
Sample rating for consequences: 
 

 High All key business functions affected 
 
 Medium Several key business functions affected 

 
 Low No key business functions affected 
 

Low Medium High 

High 

Medium 

Low L
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Consequences (tangible/intangible) 

Risk matrix 

Legend 

 

 Acceptable 

 
 Acceptable with controls to undesirable 
 

 Unacceptable 
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